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FBI COUNTERINTELLIGENCE VISITS TO 

LIBRARIES 



MONDAY, JUNE 20, 1988 

House of Representatives, 
sudcommittee on civil and constitutional rights, 

Committee on the Judiciary, 

Washington, DC, 

The subcommittee met, pursuant to notice, at 2:08 p.m., in room 
2237, Rayburn House Office Building, Hon. Don Edwards (chair- 
man of the subcommittee) presiding. 

Present; Representatives Edwards, Kastenmeier, Conyers, and 
Schroeder. 

Staff present: James X. Dempsey, assistant counsel; and Alan 
Slobodin, associate counsel. 

Mr. Edwards. The subcommittee will come to order. 

The gentleman from Wisconsin, Mr. Kastenmeier. 

Mr. Kastenmeier. Mr. Chairman, I ask unanimous consent that 
the subcommittee permit coverage of this hearing in whole or in 
part by television broadcast, radio broadcast or still photography in 
accordance with Committee Rule V. 

Mr. Edwards. Without objection, it is so ordered. 

This afternoon the subcommittee will examine efforts by the Fed- 
eral Bureau of Investigation to collect counterintelligence informa- 
tion irom librarians regarding their library patrons. 

The subcommittee is well aware that, in the foreign counterintel- 
ligence area, the FBI has awesome responsibilities. For that reason, 
the Congress has given the FBI awesome resources and authority. 
But we have not given them unlimited powers, and we certainly 
have not authorized them to gain access to information on library 
usa^e. 

Libraries are unique institutions in our society. They are intend- 
ed to be havens for scholarly work and quiet relaxation; they pro- 
vide a place for study, reflection, solitude and intellectual explora- 
tion. We encourage our children to go to libraries and learn the 
value of reading. 

Every year our Government grants visas to thousands of foreign 
students anJ scholars so they can come here to use our libraries. 

Library circulation and usage records are not ordinanr thirH- 
partv records like telephone or bank records. They should not be 
available to intelligence agencies just for the asking. 

When we learned about the program several months ago, we got 
in I ouch with the FBI and asked them for the reasons behind the 
Library Awareness Program and their justification and so forth- 

(1) 
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And to be candid, we have had very little success in having the FBI 
seem to understand our great concern, because we are very much 
'Concerned about this issue. That m the reason that we called these 
hearings today. 

We are very pleased that these distinguished witnesses are here, 
and the subcommittee is most interested in hearing what they have 
to say about this program that ii;. really so revolutionary in Ameri- 
can society. 

Does the gentleman from Wisconsm, Mr. Kastenmeier have an 
opening statement? 

Mr. Kastenmeier. No, Mr. Chairman, other than to congratulate 
you on holding these hearings. I think they are very important. 

To allow this matter to go much further without substantial in- 
quiry by this committee, and it is the appropriate committee to do 
so, would be a terribb mistake. So 1 am very pleased that you are 
doing this, Mr. Chairman. As I say, I think you deserve the support 
of the committee. 

Mr. Edwards. Thank you, Mr. Kastenmeier. 

Tl-ie gentlewoman from Colorado, Mrs. Schroeder. 

Mrs. Schroeder. Thank you. I want to congratulate you and the 
committee for moving so rapidly on this serious issue, especially in 
the summer when many people are thinking about reading. Thank 
you for moving on this so rapidly. 

Mr. Edwards. Thank you. 

Do you, witnesses, do you solemnly swear or affii m the testimony 
you are about to give is the truth, the whole truth and nothing bat 
the truth? 

[Witnesees sworn.] 

Mr. Edwards. The first three witnesses will constitute a panel. 
We will have all three of them testify and then subjeC: them to 
some questions and mme dialogue. 

We trust that you can shorten your statements to some extent. 
We want to hear evisrything you have to say, but we always have 
time problems around here. 

We are honored to have as the first witness Duane Webster, ex- 
ecutive director. Association of Research Libraries here in Waf.h- 
ington, DC. 

Mr. Webster. 

TESTIMONY OF DUANE WEBSTER, EXECUTIVE DIRECTOR. 
ASSOCIATION OF RESEARCH LIBRARIES 

Mr. Webster. I appreciate this opportunity to testify before you 
today about what we view as a serious intrusion by Government 
into American libraries, an intrusion that has a fearsome effect on 
the way people use libraries in search of ideas and information. 

The members of ARL oppose the FBI Library Awareness Pro- 
gram and other actions by the Bureau to monitor use or users of 
libraries, and we seek action by Congiess that will put a stop to 
such efforts. 

Openness of information exchange is a fundamental element of a 
democracy. The FBI is asking libraries to violate that principle and 
to police the use of information of a nation, which is a :ontradic- 
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tion of the First Amendment as well as our professional code of 
ethics. 

While the Government agency under scrutiny today is the Feder- 
al Bureau of Investigation, my comments are directed at this par- 
ticular agency's actions, I want to emphasize that our concern ex- 
tends to any Federal, State or local Government agency that at- 
tempts similar monitoring progiams. 

I might simply highlight in my teotimony to you the reasons for 
our concern with the FBI pattern and program called the Library 
Awareness Program, and then calk a little bit about some of the 
contradictions that are apparent between what has been publicly 
reported by the FBI and what we are finding is actually taking 
place in our member libraries. 

There are a number of reasons why the ARL opposes the FBI 
program. 

First, we think this is a deliberate effort to control and intimi- 
date library staff to cooperate in monitoring library use and their 
users. This is a xeal problem for us. It is a conflict between such a 
request and in many instances the State laws that exist. 

There are also individual library policies that are intended to 
protect the confidentiality of library use and privacy of library 
users. The privilege of confidentiality between library user and li- 
brarian is founded on the same principles of personal privacy that 
exist between doctor and patient or lawyer and client. Libraries 
exist to provide access to a wide range of ideas and information 
that an individual may pursue without any apprehension of being 
monitored or judged. 

^ Monitoring and reporting on library users is the antithesis of a 
librarian's professional code of ethics that protects each user's 
right to privacy with respect to information sought or received, and 
materials consulted, borrowed, or acquired. 

Even the suggestion of library manipulation by such Government 
requests will have a frightening effect on library usero who begin 
to question how public their use of a library .nay become. Such per- 
ceptions profoundly inhibit the freedom of citizens to receive and 
exchange ideas. 

The FBI's assumption that foreign access to unclassified U.S. in- 
formation services and products is damaging to the U.S. has not 
been adequately demonstrated. 

Any restrictions or inhibition on the exchange of unclassified sci- 
entific data, and the results ^f scieiiti.^.c --eRearch, have a detrimen- 
tal impact on scientific and technological accomplishments ana are 
counterproductive to the best interests of the country. 

The FBI assumes, wrongly, that the threat of KGB collection of 
unclassified information available in U.S. libraries is sufficiently 
great, and the payoff from FBI efforts in libraries so significant, 
that they outweigh any unintended chilling effect on the life of the 
mind. 

There has been some confusion about the nature and extent of 
the FBI visits to libraries. It ha.«^ been commented on by the FBI 
that the Library Awareness Program has been confined to techni- 
cal and scientific libraries in the New York area. Our information 
contradicts that. 
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Our members throughout the country indicate that this is much 
more broadly based than simply the New York libraries. We have 
reports from 10 district libraries that have indicated approaches by 
the FBI. 

It is also the indication by the FBI that they are not interested 
in the reading habits of suspicious individuals. The reports that we 
received from our member libraries again specifically contradict 
this notion. 

The requests have been broadly based and aimed at instructing 
library staff to determine who is suspicious and who is not suspi- 
cious in the way they are using the library. 

The FBI has pointed out that they have not approached front 
level or, as they refer to them, lower-level library employees with 
the hope that they will circumvent rules and regulations in order 
to assist the FBI. 

Again, our information from member libraries indicates that in- 
variably the approach is to front-line public sei-vice staff who may 
not be as fully prepared to respond to their request as they need to 
be under the circumstances of library policy and statute. 

Finally, the FBI has indicated that in their efforts to visit the li- 
braries, that they have been doing this with an educational objec- 
tive in mind, to alert librarians and library staff to the potential 
abuse of information services. 

Again, the reports from our members suggest that that is not the 
case, that there has been very little educational or informational 
efforts offered. Instead, the inquiries have been much more of a 
fishing trip inquiry nature. 

We identified three specific patterns of request made for infor- 
mation in these libraries. One, information about the kind of use 
made by one or several individuals. 

Secondly, general information about who is using the library to 
locate certain categories of information, usually technical or scien- 
tific categories of information. 

Finally, these vague and general requests that have been made 
for staff* to report any suspicious activity, whatever suspicious 
might mean. 

Agents tend initially to approach a staff member who works at a 
public desk. Frequently, it is a student assistant or a clerical 
worker instead of a member of the professional staff* or library ad- 
ministration. 

In some cases, the staff initially approached felt intimidated and 
led to believe their refusal to comply with the FBI request will be 
considered a sign of disloyalty or a lack of patriotism. In fact, the 
request put by FBI agents to library staff are against library poli- 
cies and, in about two-thirds of the country, are illegal as per State 
law. 

This pursuit of cooperation from library staff* members by FBI 
agents has extended to follow-up contacts outside the library. FBI 
agents visited library staff in their homes on a Saturday afternoon. 
In another city an agent made a follow-up contact with a staff 
member who was recovering from surgery. 

The FBI has also issued a reported entitled ''The KGB and the 
Library Staff Target, 1962 to Present," in which they refer to large- 
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scale thefts of microfiche from libraries by the KGB or people en- 
listed to work for the KGB. 

[The FBI report is reproduced in the Appendix.] 

ARL received no reports of large-scale theft of microfiche. Theft 
of this is a serious offense and any information the FBI could 
supply to help recover stolen material or prevent such losses would 
be gratefully received by the library suffering the loss. We are not 
aware that such reports have been made to libraiy administrators. 

While we judge the FBI report as inadequate justification for its 
activities in libraries, we urge that it be widely distributed to let 
the public judge for themselves the case made by the FBI. 

Librarians are not naive to the reality of agents of hostile na- 
tions seeking intelligence information within the United States and 
of the responsibility of the Bureau in thwarting the success of 
these efforts. However, we do not believe that the FBI should place 
the library community in the position of violating State statutes 
and professional ethical standards. 

Procedures already exist for the Bureau to pursue counterintelli- 
gence efforts. If the Bureau desires information about an individual 
who is the subject of a legitimate investigation, it may obtain a 
court order for ^he material pursuant to acceptable law. Asking li- 
brarians to allow FBI agents to bypass this step is unethical by our 
standards, illegal in many States, and unjustified by the FBI 
report. 

The FBI's concern and efforts to monitor who has access to un- 
classified information parallels other hxitiatives recently undertak- 
en by the U.S. Government. These efforts have been of concern for 
several years. Several Executive Branch directives have been in- 
volved. I cite them in my prepared testimony. I won't go into that 
background information further, but I would like to cite that as 
available in my testimony. 

I might close by highlighting some of the action the Association 
has taken in response to the FBI's program. In 19S5, in the wake of 
continuing Government actions that restrict access to information, 
the Association of Research Libraries adopted a statement on 
access to information. This statement reaffirms ARL's commitment 
to the principle that unrestricted access to and dissemination of 
ideas are fundamental to a democratic society. 

ARL opposes the FBI Library Awareness Program and any other 
efforts to enlist cooperation of library staff to monitor use and 
users of libraries because these actions ignore this fundamental 
philosophy. 

In May, 1988, at our recent membership meeting, the directors of 
the ARL libraries strongly opposed the FBI program in a very 
vocal and prolonged discussion. They adopted a statement specifi- 
cally addressing library users' right to confidentiality. 

The complete text of that statement is included in my testimony. 
But I want to highlight a specific principle that is embedded in 
that statement. 

''Libraries . . . exercise a unique responsibility in preserving the 
freedom of citizens to receive and exchange ideas. Public confi- 
dence in libraries must not be shaken by any breach in the confi- 
dentiality of individual use of library resources." 
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The FBI apparently assumes that the threat of KGB collection of 
unclassified information available in U.S. libraries is sufficiently 
great, and the payoff from their efforts in libraries so significant, 
that they outweigh any unintended chilling effect on the life of the 
mind. We disagree. We find the initiative vaguely defined and open 
to misuse and abuse. 

ARL urges that Congress take prompt action to stop FBI efforts 
to secure library staff cooperation in monitoring library use or 
users. The library system in this country plays a central role in 
preserving the freedom of citizens to receive and exchange ideas. 
Confidence in that system must not be shaken. 

I will be happy to answer any questions you may have which 
would help to clarify ARL's position. 

Mr. Edwards. Thank you, Mr. Webster. That is a splendid state- 
ment. 

All statements will be made a part of the record in full. 
[The prepared statement of Mr. Webster follows:] 
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My name is Duane E. Webster. I am Executive Director of the Association of 
Research Libraries, an organization of 118 ma}or research libraries in the United States 
and Canada. 1 appreciate this opportunity to testify before you today about what we 
view as a serious intrusion by government into American libraries - an intrusion that has 
a chilling effect on the way people u*:e libraries in search of ideas and information. The 
members of AKL oppose the FBI Library Awareness Proj;ram and other actions by the 
Bureau to monitor use or users of libraries, and we seei' action by Cont^ress tha: will put 
a stop to such effo/ts. 

The government agency under scrutiny today is the Federal Bureau of 
Investigation. While my comments are directed at this particular asyency's recent 
activities, 1 want to emphasize that our arguments apply to any Federal, State, or local 
government agency that attempts similar monitoring programs. 

There are a number of reasons AKL opposes FBI, or any other government agency 
actions to cajole or intimidate library staff to cooperate in monitoring library use or 
users. 



There is a conflict between such requests and state law (in 38 stales and the 
District of Columbia) and individual library policies that protect the 
confidentiality of library use. 

The privilege of confidentiality between library user and librarian is founded 
on the same principles of personal privacy that exist between doctor and 
patient or lawyer and client. Libraries exist to provide access to a wide 
range of ideas and information that an individual may pursue without any 
apprehension of being monitored or judged. 
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tVlonitoring and reporting on library users is the antithesis of a librarian's 
professional code of ethics that protects each user's right to privacy with 
respsct to information sought or received» and materials consulted, borrowed, 
or acquired. 

Even the suggestion of library cooperation with such government requests 
will have a frightening effect on library users who ogin to question how 
public their use of a library may become. Such perceptions profoundly inhibit 
the freedom of citizens to receive and exchange ideas. 

The FBI's assumption that foreign access to unclassified U.S. information 
services and products is damaging to the U.S. has not been adequately 
demonstrated. 

Any restrictions or inhibition on the exchange of unclassified scientific data, 
and the results of scientific research, have a detrimental impact on scientific 
and technological accomplishments and are counterproductive to the best 
interests of the country. 

The FBI assumes, wrongly, that the threat of KGB collection of unclassified 
information available in U.S. Libraries is sufficiently great, and the payoff 
from FBI efforts in libraries so significant, that they outweigh any unintended 
chilling effect on the life of the mind. 
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There ha^ been some oonfusion about the extent of the FBI visits to libraries. A 
partial list includes Columbia University, New York Universitv, New York Public 
Library, Brooklyn Public Ubrary, SUNY-Albany, University of Maryli^nd, Universitv of 
Cincinnati, UCLA, University of Houston, University of Utah, University of Michijran, 
Broward County Public Library, Pennsylvania State University, and tho University of 
Wisconsin. The kinds of requests the FBI agents make of library staff have been va^e 
and varied from instance to instance. In general though, the requests can be divided 
into two kinds: information about the kind of use made by one or several individuals, 
and, information about who is usinfi: the library to locate certain categories of 
information - usually technical or scientific categories of information. In addition, 
general and vague requests have been made for staff to report any "suspicious" activity. 



Since September iy«- the ARL office has <?ought actively to serve as a 
clearinghouse for information about FBI visits to our member libraries. From 
conversations with staff in libraries the ARL Office has learned that FBI agents have 
asKed them to monitor inter-library loan requests, computer database usage, and 
photocopying. Library staff have been asked to supply reading lists of individuals or to 
.'uspend borrowing privileges. 



Agents tend initially to approach a scaff member who works at a public desk. 
Frequently, it is a student assistant or a clerical worker instead of a member of the 
professional staff or the library administration. In some cases, staff initially 
approached have felt intimidated, and are lead to believe that their refusal to comply 
with the FBI reques.^ will be nnp^.dered a sign of disloyalty or a lack of patriotism. In 
fact, the requests put by FBI agents to library staff are against library policies, and in 
aooul two thirds of iht country are illegal as per state iaw. The pursuit of cooperation 
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from library staff members by FBI agents has extended to follow-up contacts outside 
the library. FBI agents have visi ^ library s^aff in their homes on a Saturday 
afternoon; in another city, an agent made a follow-up cor'-^ct with a staff member who 
was recovering frojn surgery. 

A February 1983 FHI report, The K(;H and the Library Target 1962- Present , 
recently released by the FUi expressly to defend its activities in libraries, is 
inadequate. AKL finds the report to be , series of redundant charges unsupported by 
hard evidence that any damage has resulted from Soviet access to U.S. libraries. The 
report does not demonstrate any urgency or other compelling need to bypass the 
procedure of an FBI agent seeking a court order to seci-re priviledgcd information. 

The report ignores the fact that FBI requests ccn*".ict with some state laws, with 
library policies, and with professional ethical values that protect the privacy of library 
users. It Sweeps aside as irrelevant the .nhibiting effect these FBI activities have on 
how the people of the nation use libraries. 

The rejwrt refers to large scale theft of microf.che from libraries by the KOB or 
people ejilisted to work for the KGB. AKL has received no rep^jrts of large scale theft 
of microfiche. I'heft of library materials is a serious offense and any information the 
FBI could supply to help recover stolen material or prevent such losses would be 
gratefully received by the library suffering the loss. We are not aware that such 
reports have been made to library administrators. 

While we jviogc the FBI report as inadequate justificatiofi for its activities in 
libraries, we ur^jo thai it bo widely distributed to let the public juJgo for themselves the 
cabc nmOv. by the VHi . Vvo rocommond that I he Siiboom:r.!tteo se<Mjro FBI agreement 
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to distribute its report widely. At a minimum, aid in compliance with law (chaptt. : • 
of title 44 of the U>S> Code J, it shoulu be made ^^^^t of f .• Concfressional Oepositorv 
UDPary Program administered by the Government Frinti..^- Office. In addition. FBI 
representatives could accept mvitati'-'^s to speak, and the report could be distributed, 
at meetings ot library professionals such as the American Library Association, as a 
direct way of conimunicatinj; Ful concerns to the profession. 

ubrarians are not naive to the rea.'ity of agents of hostile nations seekine: 
intelligence information within the United States and of the responsibility of the Bureau 
in thwartinf? the success of these ei*orts. However, we do not believe that the FBI 
should place the library community in the position of violating state statutes and 
professional ethical standards. Procedures already exist for the Bureau to pursue 
counte .•intelligence efforts. If the Bureau desires information about an ind.vidual who 
is the subject of a legitimate investigation, it may obtain a court order for the material 
pursuant to applicable law. Asking librarians to allow FBI agents to bypass this step is 
unethical by our standards, illegal in many states, and unjustified by the FBI report. 

Ihe Fbl report stresses that Soviet intelligence services (SIS) are interested in the 
nation's scientific and technical libraries because "their databanks and reference works, 
when accessed or removed, (^rovide an important link in the SIS intelligence collection 
effort." We do not dispute the FBI's point that Soviet agents may be usinK libraries to 
collect information. This nation's libraries are treasure-troves of information. 
Considerable funds and effort are expended to maintain up-to-date library collections 
and to provide services that assist people to use the collections. It is important to 
realize however that the information resources to which any foroign nationals gain 
access — including perhaps Soviet agents — do not contain classified information and 
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are therefore openly available from a variety of sources including libraries. Secondly, 
and more wnpoManlly, we must not lose si^ht of the fact that openness of information 
exchange m this nation is a fundamental element of a democracy and a precious ritjht to 
protect m our free society. 

To comply with the requests the FBI makes of libraries - to identify Soviet agents 
or susp.cious activity by persons that may be cooperating with Soviet agents - would 
require library staff to ascribe motives to the use of library resources and then report 
their Judgments to the FBI. In effect, the FBI is asking librarians to police the use of 
libraries. AKL rejects this information policing role, because the assigrment cannot be 
undertaken ..ithout impinging on citizens' rights to privacy. Such 6 role is the 
antithesis of a librarian's professional code of ethics that protects each user's right to 
privacy w.ch respect to information sought or received and materials consulted, 
borrowed, or acquired* 

The rBl's concern and efforts to monitor who has access to unclassified 
information parallels other initiatives recently undertaken by the U.S. Government. 
Members of the li&rary and information communities have expressed alarm about 
government efforts to control access to what has been described as "unclassified but 
sensitive" information in government and private databases. The alarm has ^own out 
of executive policy directives as well as actions and public statements by military and 
intelligence agency officials describing their concern about who has access to certain 
government aiid private databases. Within the Department of Defense (DOD), efforts 
have oeen under way for some time to try to limit Soviet bloc access to U.S. computer 
data. Reports of these efforts reveal the following DOD strategies: placing 
restrictions on Soviet scientists^ use of U.S. supercomputers? applying the Export 
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Aommistralion Act to technical data, thereby requiring the issuanoe of a license before 
'bensitive' data can be exported; ano creation of a new catet^ory of information, 
"unclassified but sensitive," to place technical data beyond the reach of publiclv 
a vailable databases. 

I hose efforts have been of concern for several years. In the fall of 1986, 
co"bidert.ble public controversy arose foUowint? the release of an all-encompassinj? 
defijjiliOM of what kind of information mi^ht be considered sensitive, and following 
reports ol visits by ^ovc-. nineat officials to Mvate database vendors and at least four 
academic libraries. Ihese events added credence to worst-ease-scc nrio speculation 
about the mteni of executive policy. It became clear that the policv is intended to 
apply not only to t^overnnient databases but also to private infor nation svstems and 
thit It can result in j;overnrnent intimidation and restrictions on the public's access to 
itiforination. 

I wo executive branch directives were irwolved: National Securiiv (leeision 
Directive INSUO) N5 arid National I elecomn^unications and Information Svsterns 
Security I'olicy INilSSl*) No. ^. NSl)l> 145 wa.s promulgated \)\' President KeHuan on 
Sept. 18, lyb4. It sol U.S. Govurnnient policy and direction for ''systems protcctio'. and 
saft'i^uaros for teleconwnunications and automated information systems that process or 
"oiinimnicHle sensitive but unclassified information" and hIso create<l an inter-at^enov 
co::i{nittce that wms the source of the second directive, N I ISSP No. 2. Issued on Oct, 
2y, iyBi>, Nl lSSl* No. '2 establKhed the scope of 'sensitive' information as effeclivelv 
alhincliisivo. I his directive is often rt'ferroa to as the 'Poindoxter men..<randum' 
tjccmirsf II was signed i)V then Nntional Socwritv Advisor John M. Poindextt'r. 
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Dunn? lUSb, officials from the DOD, the Central Intelhtrence Agency, and the 
Federal Bureau of Investigation visited private informat., n companies (inoludinR Mc«d 
Data Central. Inc. and Dialog) to inquire about the names and addresses of The users of 
iheir online databases and installation of monitors nr. the com- ation systems to 
track usa^e. As a result of the six separate .isits at Mea. Or., .ntral. the company 
deciciea to drop the National Teo» ..ical Information Service (NTIS) file from their 
system. Also during 198b lior-.-ies were visited Dy VHi agents asking for information 
about online search req-,ts and technical report usage by non-citizens. Reports of 
such visits were confirmed m the University of Maryland (April 1986), New York 
University (Sprinq: lige), :he University of Cincinnati (summer and fall 1986). and the 
State University of New York at Buffalo (fall 198b). Only at the SUNY-Buffalo campus 
did the agent pursue the matter to the point of getting a subpoena. The subpoena 
required the library to divulge information about a database search performed for a 
foreign student. 

On Nov. II, 198b, Uiane Fountaine. Director of the Defense Department's 
Information Systems, spoke at a meeting of the Information Industry Association. She 
made public the definition of ^sensitive' information contained in the Poindexter memo 
and made clear it was intended to apply to private databases, "I don't believe that ^.e 
issue IS whether or not we're going to protect information," Ms. Fountaine said. "I 
believe that the issue is what information we're going to protect both within the 
Federal Government, both within DOU, and also within industry." Explaining the basis 
for DOU Concerns, Mu Fountaine said there is a need to place controls on databases to 
prevent Soviet cloc countries from gaining access to 'sensitive' information. She 
describea a still clas.ified Air Force Department study that represents such access as a 
serious threat. Reportedly, the Air Force study identifies two databases that should be 
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of particular concern: I he Defense lechnical Information Center (DIIC) an^j NTIS. No 
explanation has been given about the relationship between this UOD concern about 
foreign access to the N flS database and the Office of Management and Budget 
initiative to operate NTIS under contract with a private firm. 

As a consequence of strong criticism aired during 1987 Congressional hearings bv 
witnesses from inside and outside the government, including AKL, pressure was 
successfully exerted on the new White House staff to rescind NTBSP No 2 and to 
undertake a review of NSDU 145. Congress passed the Computer Security Act of 1987 
(PL 100-235J which transfers responsibility for developing computer security programs 
for databases coniaininK unclassified information from th9 National Security Agency to 
the National Bureau of Standards. However, this law does not resolve the question of 
restrictions on unclassified information. Concerns continue about ongoing efforts 
within government to develop ways to monitor the use of libraries and databases and 
the prospect that the government will continue to develop and implement a new 
category of protected information. 

Underlying the arguments supporting restricted access to unclas^^'fieu information 
IS the "mosaic theory" - the consequences of amassing bits of innocuous i ncla.-^sifier. 
information together. Those who use the mosaic theory as an argument £or restrictions 
point out that the amassed information may reveal something not in this country's best 
interest to a foreign nation that is strategically, or economically, competitive with the 
U.S. AKL's position is that the process identified in the mosaic theory is in fact a 
critical component of scholarly communication. Any restrictions on the ability to gain 
access to and consult unclassified information will stifle science and research, and 
inhibit this nation's pursuit of strategic and economic advantages. 
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The end result of broadly restrictive information Policies is more dama^in^ to the 
national interest than the evils they are intended to cure. 



In 1985, in the wake of continuinjc f?overnment actions that restrict access to 
mforniation, the Association of .research Libraries adopted a Statement on Access to 
Information. The statement reaffirms AHL's commitment to the principle that 
unrestrictea access to and aissemination of ideas are fundamental to a democratic 
society. AKL opposes the FBI Library Awareness Proj^ram, and any other efforts to 
enlist cooporation of librar, staff to monitor use and users of libraries, because these 
actions ignore this fundamental philosophy. 



In .vjay iy88 the directors of AKL member libraries adopted a statement 
specifically addressing Library Users' Right to Confidentiality. The complete text of 
the statement follows: 



"The Association of Research Libraries is committed to the principle 
that unrestricted access to and dissemination of ideas are fundamental to a 
democratic society. Libraries, in addition to their other information 
services, exercise a unique responsibility in preserving the freedom of 
citizens to receive and exchange ideas. Public confidence in libraries must 
not be shaken by any breach in the confidentiality of individual use of 
library resources. 

The Association of Research Libraries condemns the efforts of any 
government agency to violate the privacy of library users, to subvert library 
patron records, and to intimidate or recruit library staff to monitor 
so-called "suspicious'Mibrary patrons or report on what or how nny individual 
uses library resources. Such actions are an affront to First Amendment 
freedoms, individual privacy, and all citizens' right to know. These actions 
violate the basic tenets of a democratic society." 



The FBI apparently assumes that the threat of KGB collection of unclas:,ified 
information available in U.S. Libraries is sufficiently great, and the payoff from their 
efforts in libraries so significant, that they outweigh any unintended chilling effect on 
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tne life of the mmd. We disagree. We find the initiative vaguely defined and open to 
misuse and aDuse* 



AHl urges that Congress take prompt act. mo to stop FBI efforts to secure library 
staff cooperation in monitoring library use or users. The library system in this country 
plays a central role in preserving the freeuum of citizens to receive exchange ideas. 
Confidence in that system must not be shaken. 
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DUANE E. WEBSTER 

Executive r>lpectop 
Association of Research Ubpariep 



Duane vvebsler received his M.A.L.S. from the University of Michigan ir, 1964. 
and worked in a variety of libraries before joinin? ARL in 1970 to establk the ARL 
«/lrl nf "^^""^"^ Services. During his tenure at ARL, he has desiened a 
TI L }° ""^ "^P''°^« management and services of 

research libraries, including study processes to assess public services, managemen 
systems, collections, and preservation activities, and developed a series of Instit^^es 

nlZr:"'' '"rJ" "'"-^ also'^onL tod n alS 100 

libraries, provided management training to over 5000 librarians, and has written 
widely on the topics of organizational development and performance improvement 
S ni..^, '''' "'^'^'^^ '^'^^ Board' of Directors "Swerve as 



ASSOCIATION OF RESEARCH LIBRARIES 



The Association of Research Libraries is an organization of 1 18 niawr research 
ibraries in the United States and Canada. Its purposes are to strengthen and extend 
the capacities of its member libraries to provide access to recorded information and 
to foster an environment where learning flourishes, to enhance scholarlv 

MeX7s°in!.Iu:..'",nr''^ '"'''"^ '"^^ °f information! 

Members include 106 large university libraries, the national libraries of both 
countries, and a number of pubUc and special libraries with substantial research 
Collections. 



Attaeheo: AKL Kacl Sheet 
U43I 
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association of Researacb LfBRORles 

1527 Ntw H«mpshir« Avdnut . N W.. Wishlngion. D C. 20036 (202) 232-2466 



ASSOCIATION OF RBSEARCH LIBRAfUES 

r«ot shMt 



Misslont To strengthen and extend the capacities of Association memtMrs to 

provide access to recorded knowledge and to foster ai: environment 
where learning flourishes, to make scholarly communications more 
effective, and to influence policies affecting the flow of 'nformatioru 

Memtwnhipt 1 18 research libraries in the United SUtes and Canada. 

Foundedi 1932 



Proframs: 



Oftieertt 



StAfft 



Current areas of activity includes scholarly communication, building 
library collections and ensuring widespread availability and access to 
them, preservation of research library materials, staffing for research 
Ilorarles, library education, information policy and legislative affairs 
relating to research libraries and scholarship, and library management 
and statistics. 

Major projects include: the North American Collections Inventory 
Project, the Government Information in Electronic Formst initiative, the 
National Register of Microfilm Masters (NRMM) Recon Project, the ARL 
Statistics Program, the OMS Academic Ubrary Development Program, 
the OMS Training Program, and the OMS Systems and Procedures 
Exchange Center. 

President: Elaine F. Sloan, Dean of University Libraries 

Indiana University 

Vice President: Charles E. Miller, Director of Librariea, 
P^Jrida SUte University 

Past President: Herbert F. Johnson, Director of Libraries 
Emory University 

Duane E. Webster, Executive Director 
Jala Barrett, Federal Relations Officer 
Nicola Davai, Program Officer 
Jutta Rec<i-Scott, Program Officer 

Jeffrey J. Gardner, Director, Office of Management Services 



Office of Management Services: 

The ARL Office of Management Services (OMS) was established in 1970 to help 
research libraries improve their management and service capabilities. OMS conducts 
rectjarch into the organizational problems of academic libraries, develops new 
ma.iagement techniques, and offers information services and training. 
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National Ubraries^ Canada Institute for bcientific and Technical Information 
Library of Congress 
National Agricultural Library 
National Library of Canada 
National Library of Medicine 

Special Libraries: Center for Research Libraries 
Linda HaU Library 
Newberr>' Library 
Smithsonian Institution Libraries 



Public Libraries: Boston Public rary 

New York P' bUc Library 
New York State Library 



University Librariesi 








Alabama 


Emoiy 


Miami 


South Carolina 


Alberta 


Florida 


Michigan 


Southern California 


Arizona 


Florida State 


Michigan State 


Southern Illinois 


Arizona State 


Geo rgetown 


Minnesota 


Stanford 


Boston 


Georgia 


Missouri 


SUNY Albany 


Brigham Young 


Georgia Inst, of TecK 


Nebraska 


SUNY Buffalo 


British Columbia 


Guelph 


New Mexico 


SUNY Stony Brook 


Brown 


Harvard 


New York 


Syracuse 


Calif., Berkeley 


Hawaii 


North Carolina 


Temple 


Calif., Davis 


Houston 


North Carolina SUte 


Tennessee 


Calif., Irvine 


Howard 


Northwestern 


Texas 


Calif., Los Angeles 


minois 


Notre Dame 


Texas A&M 


Calif., Riverside 


Indiana 


Ohio State 


Toronto 


Calif , San Diego 


Iowa 


Oklahoma 


Tulane 


CaUf., Santa Barbara 


Iowa State 


Oklahoma State 


Utah 


Case Western Reserve 


Johns Hopkins 


Oregon 


Vanderbllt 


Chicago 


Kansas 


Pennsylvania 


Virginia 


Cincinnati 


Kentucky 


Pennsylvania State 


Virginia Poly. 


Colorado 


Kent State 


Pittsburgh 


Washington 


Colorado State 


Uval 


Princeton 


Washington State 


Columbia 


Louisiana State 


Purdue 


Washington, St. Louis 


Connecticut 


McGUl 


Queen's 


Waterloo 


CorneU 


McMaster 


Rice 


Wayne State 


Dartmouth 


Manitoba 


Rochester 


Western Ontario 


Delaware 


Maryland 


Rutgers 


Wisconsin 


Duke 


Massachusetts 


Saskatchewan 


Yale 




Ma5& Inst, of Tec^ 




York 
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Mr. Edwards. The next member of the panel to testify is Mr. C. 
James Schmidt, executive vice president, Research Libraries 
Group, from Stanford, California. 

Welcome. 

TESTIMONY OF C. JAMES SCHMIDT, EXECUTIVE VICE 
PRESIDENT, RESEARCH LIBRARIES GROUP 

Mr. Schmidt. Thank you, Mr. Chairman. It is a pleasure to rep- 
resent the American Library Association at this hearing as the 
chair of the Association's Intellectual Freedom Committee. 

The Intellectual Freedom Committee was created by the Ameri- 
can Library Association in 1940 by the governing body of ALA. The 
committee s statement reads in part, 'To recommend steps that 
mav be necessary to safeguard the rights of library users, libraries 
and librarians in accordance with the First Amendment of the U.S. 
Constitution and the Library Bill of Rights as adopted by the ALA 
council.'' 

Ours is a constitutional republic, a government ''by the people, of 
the people, and for the people." In order for this government to 
function, its electorate must be able to be informed. The role of li- 
braries as impartial resources providing information on all points 
of view is essential for this type of government and society, and 
must not be compromised. 

Libraries are perhaps the greatest resource a free people can 
claim. They are the only places in our society where every person 
can find materials representing all points of view concerning the 
problems and issues confronting them as individuals and a:^ a socie- 
ty. 

In audition, libraries make these materials available and accessi- 
ble to anyone who desires or requires .hem, regardless of age, race, 
religion, national origins, social or political views, economic status, 
or any other characteristic. 

The ethical responsibilities of librarians are central to the ability 
of libraries to fulfill the role I have described. In addition to observ- 
ing professional standards of service and behavior, librarians must 
provide service equally to all who seek it and "must protect each 
user's right to privacy with respect of information sought or re- 
ceived, and materials consulted, borrowed, or acquired." 

Following the publicity given to the Library Awareness Program 
in 1987, the Bureau offered four reasons in defense of it. I would 
like to comment on each of those four. 

First, the Bureau argued libraries have been used by Soviet and 
other intelligence agents to recruit operatives and that library 
staffs have been among the recruitment targets. 

Two, that the program was limited to "the New York City area." 

Three, that agents were not in fact asking for lists of books bor- 
rowed by specific individuals or any other information that would 
violate patrons' First Amendment rights. 

Four, that librarians need not cooperate and can always say 
"no." 

First, the alleged targeting of libraries as a place of recruitment 
and of librarians as potential operatives by Soviet intelligence 
agents is unsubstantiated. There has been no evidence offered to 
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support this claim, in spite of the Bureau's statement that 
. . . [ourj investigations have thoroughly documented the many 
ways that specialized scientific and technical libraries have been 
used by the Soviet intelligence services." 

The arrest of Gennadi Zakharov in 1986 has been cited by the 
Bureau as an instance of the contention that libraries are sites and 
librarians are targets of recruitment. The public facts of that inci- 
dent indicate, however, that the student who worked for Zakharov 
was m fact (a) recruited by another student, not by Zakharov; and 
(D) asked to provide copies of unclassified materials. 

More damaging, yet, to the Bureau's use of this case as an exam- 
ple IS the clear fact that this student was being "run" by the FBI 
from the beginning. Are we truly being asked to believe that our 
national security is endangered by students who, under the control 
of the FBI, provide copies of unclassified journal articles to Rus- 
sians? 

Second, it has been claimed that the Library Awareness Program 
was and is limited to the "New York City area." Yet, in its presen- 
tation to the National Commission on Libraries and Information 
bcience, a Bureau representative stated that ". . . we don't have a 
broad-based plan ... We have a specialized problem in New York, 
Washington, DC., and maybe San Francisco with the Soviets. Very 
very limited, small approach, very closely held." 

And on May 17, 1988, Director Sessions told a Senate Judiciary 
bubcommittee that "where they are, we believe we must be, and 
when they are, we think we must be." 

Third, the Bureau maintains that it is not interested and has not 
asked tor lists of books borrowed by foreign nationals. Reports from 
libraries suggest otherwise. Columbia and Maryland Universities, 
you will hear from later, and they may provide you with further 
facts on this point. 

Fourth, the Bureau says the librarians need not cooperate with 
them and can iust say "no." The fact that many have said "no" is, 
in part, what has brought us here today. Library staff should not 
e fi^°J??4'T ^ intimidation at work or at home by agents 

of the FBI— as has, indeed, happened in some of the publicized 
cases. 

In sum, the Library Awareness Program has not been justified 
and IS not being conducted as the Bureau claims, either with re- 
spect to geographic or procedural limits. 

Beyond the failure of the Bureau to provide justification of this 
program, there are at least six reasons why the Library Awareness 
Program, and all other approaches to libraries where the objective 
IS to solicit library staffs to monitor and report on patron use. 
ought to be stopped. 

First, such inquiries violate the privacy rights of library users re- 
garding the materials and service they use. 

Second, in 38 States and the District of Columbia— including 
many m which visits under this program are known to have oc- 
fu^'^^'r^"® privacy rights of library users are protected by law Is 
the FBI inciting library staffs to violate State laws? 

Third, the libraries visited by the Bureau have nc classified in- 
formation m them, hence no prospect of endangering national secu- 
rity through the disclosure of classified data. 
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Fourth, the very likelihood that such a program could be effec- 
tive is very small. How are such persons of concern to the FBI to 
be identified? By their clothing or their accents? 

Fifth, is there a plausible probability that the national security 
will be compromised by the uses foreign nations make of the un- 
classified information available in libraries? Are we to limit access 
to unclassified information because of some claim that we are 
threatened by an '^information mosaic?" 

Sixth, it has long been a settled matter that aliens, while in the 
ITnited States, do enjoy the rights provided in the First Amend- 
ment and are protected from State violation by the due process 
clause of the 14th amendment. 

If the Bureau's concern is with jeopardy to our national security 
from uses made from unclassified information, instead of unlawful 
behavior by its agents, the Bureau should spend its energy on seek- 
ing to maintain as classified the information it regards as danger- 
ous. 

We seem to be fighting the battle of National Security Decision 
Directive 145 about sensitive but unclassified information all over 
again. I note the implementation memorandum for NSDD 145 
signed by Mr. Poindexter was withdraw by his successor. 

The unhindered exercise of the First Amendment to receive in- 
formation free of unwarranted government intrusions on personal 
privacy is at the root of our constitutional republic. The requests of 
the FBI that library staff monitor and report the use of the library 
by any patron chills the First Amendment freedoms of all library 
and data-base users. 

The Library Awareness Program is a threat to the fundamental 
freedom of this nation. If continued, it will seriously and unneces- 
sarily invade the intellectual life of citizens. 

Thank you. 

Mr. Edwards. Thank you, Mr. Schmidt, for a very helpful state- 
ment. 

[The prepared statement of Mr. Schmidt follows:] 
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Statement of 

C. James Schmidt 
Executive Vice President, Research Libraries Group, Inc. 

before the 

Subcommittee on Civil and Constitutional Rights 

of the 

House Committee on the Judiciary 
on the 

Library Awareness Program of the 
Federal Bureau of Investigation 

June 20. 1988 

My name is C. James Schmidt, It is ray pleasure to represent 
the American Library Association at this hearing, in my capacity 
as Chair of the Association's Intellectual Freedom Committee, 

The American Library Association, founded in 1876, is the 
oldest and largest national library association in the world. 
Its concerns span all types of libraries: state, public, school 
and academic libraries, as well as special libraries serving 
persons in government, commerce and industry, the arts, the armed 
services, hospitals, prisons, and other institutions. With a 
membership of over 46,000 libraries, librarians, library 
trustees, and other interested persons from every state and many 
countries of the world, the Association is the chief spokesman 
for the people of the United states in their search for the 
highest quality of library and information services. The 
Association maintains a close working relationship with more than 
70 other library associations in the United States, Canada, and 
other countries, and it works closely with many other 
organizations concerned with education, research, cultural 
development, recreation, and public service. 
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The Intellectual Freedom Committee was established in 1940 
by ALA'S governing body — the ALA Council. The Committee's 
statement of responsibility reads, in part, "To recommend such 
steps as may be necessary to safeguard the rights of library 
users, libraries, and librarians, in accordance with the First 
Amendment to the U.S. Constitution and the LIBRARY BILL OF RIGHTS 
as adopted by the ALA Council." 

THE ROLE OF LIBRARIES AMD LIBRARIANS IN A DEMOCRATIC SOCIETY 
Ours is a constitutional republic - a government of the 
people, by the people, and for the people. But in order for this 
form of govern.Tent to function effectively, its electorate must 
be able to be inforned - the electorate must have information 
available and accessible. The role of libraries as impartial 
resources providing information on all points oi view is 
essential for this type of government and society, and must not 
be compromised. 

Indeed, libraries are perhaps the greatest resource a free 
people can claim. They most definitely are the only places in 
our society where every person can find materials representing 
all points of view concerning the problems and issues confronting 
them as individuals and as a society. In addition, libraries 
make ""hese materials available and accessible to anyone who 
desires or requires themi regardless of age, race, religion, 
nationaj origins, social or political views, economic status, or 
any othe: characteristic. 
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The ethical responsibilities of librarians are central to 
the ability of libraries to fulfill the role I have described. 
In addition to observing professional standards of service and 
behavior, librarians must provide service equally to all who seek 
it and "must protect each user's right to privacy with respect of 
information sought or received, and materials consulted, 
borrowed, or acquired." (STATEMENT ON PROFESSIONAL ETHICS^-copy 
attached) 

The American Library Association has had a "Policy on 
Confidentiality of Library Records" (copy attached) since 1970. 
This formal policy was adopted at that time in response to 
attempts by U.S. Treasury agents to examine circulation records 
in a number of cities. The "Introduction to the policy reads 
equally well in the present context: 

...the efforts of the federal government to convert 
library circulation records into suspect lists 
constitute an unconscionable and unconstitutional 
invasion of the right of privacy of library patrons 
and, if permitted to continue, will do irreparable 
damage to the educational and social value of the 
libraries of the country. 
Since 1970, thirty-eight states and the District of Columbia 
(list attached) have enacted "Confidentiality of Library Records" 
statutes. These statutes have been interpreted by the 
Intellectual Freedom Committee of the American Librai-y 
Association to encompass database search records, reference 
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interviews, interlibrary loan records and aXl other personaJIy- 
identifiable uses of library materials, facilities and services. 
BACKGROUND ON THE FBI'S VISITS TO LIBRARIES 

The program of visits by FBI agents to libraries as part of 
the Bureau's domestic surveillance of alleged Soviet and other 
Intelligence agents has been described by the Bureau in its 
unclassified report. THE KGB AND THE LIBRARY TARGET, 1962-PRESENT 
(1988), and in the transcript of "FBI Presentation to U.S. 
National Commission on Libraries and Inforcation Science" 
(January 14, 1988; released February 19. 1988). There have also 
been numerous reports published in the media on the Bureau's 
activities, e.g., "The FBI's Invasion of Libraries" (THE NATION, 
April 9. 1988: p. 497-502); NEW YORK TIMES. September 18. 1987; 
WASHINGTON POST, March 27, 1988; and the WALL STREET JOURNAL, May 
19, 1988. 

In general terms, the Library Awareness Program has been 
justified by the FBI as falling within its statutory 
responsibility r*or counterintelligence activities. The Bureau 
claims that libraries have in the past beer, used as recru:tang 
grounds by KGB agents and that library staffs, as well as library 
users, have been tne targets of such recruitment. 

Since the initial pub:icity given to the Program :n 
September, 1987. the Bureau has offered four reasons in defense 
of it : 

1) that libraries have been used by Soviet and other 
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intelligence agents to recruit operatives and that 
library staffs have been among the recruitment targets; 

2) that the Program was limited to "the New York City 
area" ; 

3) that agents were not in fact asking for lists of books 
borrowed by specific individuals or any other 
information that would violate patrons' First 
Amendment rights; 

4) that librarians need not cooperate and can always say 
"no . " 

A few comments on each of the Bureau's defenses is appropriate. 

First, the alleged targeting of libraries as a place of 
recruitment and of librarians as potential operatives by Soviet 
intelligence agents is unsubstantiated* There has been no 
evidence offered support this claim, in spite of the Bureau's 
statement tha^ '\..(our] investigations have thoroughly 
documented the many ways that specialized scientific and 
technical libraries have been used by the Soviet intelligence 
services . " 

The arrest of Gennadi Zakharov in 1986 has been cited by the 
Bureau as an instance of the contention that libraries are sites 
and librarians are targets of recruitment. The public facts of 
that incident indicate, however, thar the student who worked for 
Zakharov was, in fact, (a) recruited by another student, not by 
Zakharov; and (b) asked to provide copies of UNCLASSIFIED 
materials. More damaging, yet, to the Bureau's use of this case 
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as a cautionary example is the clear fact that this student was 
being "run" by the FBI from the beginning. Are we truly being 
asked to believe that our national security is endangered by 
students who, under the control of the FBI, provide copies of 
unclassified Journal articles to Russians?! 

Second, it has been claimed that the Library Awareness 
Program was and is limited to the "New York City area." Yet, in 
its presentation to the National Commission on Libraries and 
Information Science, a Bureau representative stated that "...we 
don't have a broad-based plan.... We have a specialized problem 
in New York, Washington, D.C. and maybe San Francisco with the 
Soviets. Very, very limited, small approach, very closely held." 
And on May 17, 1983, Director Sessions told a Senate Judiciary 
Subcommittee that "Where they are, we believe we must be, and 
when they are, we think we must be." 

Third, the Bureau maintains that It is not interested in 
and has not asked for lists of books borrowed by foreign 
nationals. At the Pennsylvania State University, an FBI agent 
requested details about a readily available dissertation which 
the library had been asked to obtain on interlibrary loan for a 
patron who was East German. At the University of California at 
Los Angeles, FBI agents requested staff in the Engineering and 
Mathematical Sciences Library to report on the activities and the 
reading interests of a Russian student and anyone else of a 
"similarly suspicious nature." At New York University, agents 
asked the library staff to report on database searches and 
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photocopying by a member of the Soviet mission to the United 
Nations. 

Last, the Bureau says that librarians need not cooperate 
with them and can just say "no." The fact that many have said 
"no" is, in part» what has brought us here today. Library staff 
should not be subject, however, to intimidation at work or at 
home by agents of the FBI — as has, indeed, happened in some of 
the publicized cases. 

In sum, the Library Awareness Program has not been 
justified and is not being conducted as the Bureau claims, either 
with respect to geographic or procedural limits. 

Beyond the failure of the Bureau to provide justification of 
this programr there are at least six reasons why the Library 
Awareness Program, and all other approaches to libraries where 
the objective is to solicit library staffs to monitor and report 
on patron use. ought to be stopped. 

First, such inquiries violate the privacy rights of library 
users regarding the materials and services they use. The 
disclosure of personally-identifiable information in the exercise 
of First Amendment rights, without a showing of good cause having 
been made to and accepted by a judicial authority, cannot but 
have a chilling effect or. the intellectual life of our society. 

Second, in 36 states (and the District of Columbia) 
including many in which visits under this program are known to 
have occurred^-the privacy rights of library users are protected 
by law. Is the FBI inciting library staffs to violate state 
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laws? Does the FBI believe that it is above such laws or that it 
can avoid them by questioning, as it has in one instance, library 
employees about their work when they are at home? ALL these laws 
provide fcr disclosure of protected information upon presentation 
of a court order or subpoena. 

Third, the libraries visited by the bureau have no 
CLASSIFIED information in them, hence no prospect of endangering 
national security through the disclosure of CLASSIFIED data. 

Fourth, the likelihood that such a program could be 
effective is very small. How are such persons of concern to the 
FBI to be identified — by their clothing or their accents? 

Fifth, is there a plausible probability that the national 
security will be compromised by the uses foreign nationals make 
of the unclassified information available in libraries? Are we 
to limit access to unclassified information because come claim 
that we are threatened by an "information mosaic," composed of 
separate bits of unclassified data such that the whole is greater 
than the sum of its parts? 

Sixth, it has Jong been a settled matter (e.g. Bridges vs. 
Nixon 1944. Galvar. vs. Press 1953) that aliens, while in the 
United States, do enjoy the rights provided in the First 
Amendment and are protected from state violation by the due ' 
process clause of the 14th Amendment. 

The unhindered exercise of the First Amendment right to 
receive information free from unwarranted government intrusions 
upon personal privacy is at the root of our constitutional 
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republic. The requests of the FBI that library staff monitor and 
report the use of the library by any patron chills the First 
Amendment freedoms of all library and database users. The 
Library Awareness I rogram is a threat to the fundamental freedom 
of this nation. If continued, it will serii^nsly and 
unnecessarily invade the intellectual life of citizens. 
Thank you. 

Attachments: 
Library Bill of Rights 
Statement of Professional Ethics 
Policy on Confidentiality 

List of S'cates with Confidentiality of Library Records Statutes 
List of Institutions Visited by the FBI 
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The American Library Association affirms that all libraries are forums for 
information and ideas, and that ihe following basic policies should guide 
their services. 

1. Books and other library resources should be provided for the interest 
information, and enlightenment of all people of thf? community the library 
serves. Materials should not be excluded because of the origin, background, 
or views of those contributing to their creation. 

2. Libraries should provide materials and information presenting all 
points of view on current and historical issues. Materials should not be pro- 
scribed or removed because of partisan or doctrinal disapproval. 

3. Libraries should challenge censorship in the fulfillment of their re- 
sponsibility to provide information and enlightenment. 

4. Libraries ,'^hould cooperate with all persons and groups concerned 
with resisting abridgment of free expression and free access to ideas. 

5. A person^s right to use a library should not be denied or abridged 
because of origin, age, background, or views. 

6. Libraries which make exhibit spaces and meeting rooms available to 
the pubhc they serve should make such facilities available on an equitable 
basis, regardless of the beliefs or affiliations of individuals or groups request- 
ing their use. 



Adopted June 18. 1948. 
Amended February 2. 1961. June 27. 1967. and January 23. 1980. 
by the ALA Council. 
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STATEMENT ON PROFESSIONAL ETHICS, 1981 

Introduction 

since 1939. the American Library Association has recognized the Importance of codifying 
and making known to the public and the profession the principles which guide librarians In ac- 
tion. This latest revision of the CODE OF ETHICS reflects changes in the nature of the profession 
and In Its social and Institutional environment. It should be revised and augmented as necessary. 

Librarians significantly Influence or control the selection, organization, preservation, and 
dissemination of Information. In a political system grounded In an informed citizenry, librarlar^s are 
members of a profession explicitly committed to intellectual freedom and the frsedom of access 
to Information. We have a special obligation to ensure the free flow of iniormatlon and Ideas to 
present and future generations. 

Librarians are dependent upon one another for the bibliographical resources that enable us 
to provide Information services, and have obligations for maintaining the highest level of per- 
sonal Integrity and competence. 



Code of Ethics 

I. Librarians must provide the highest level of service through appropriate and usefully organ- 
ized collections, fair and equitable circulation and service policies, and skillful, accurate, un- 
biased, and courteous responses to all requests for assistance. 

II. Librarians must resist ail efforts by groups or Individuals to censor library materials. 

III. Librarians must protect each user's right to privacy with respect to Information sought or re- 
ceived, and materials consulted, borrowed, or acquired. 

IV. Librarians must adhere to the principles of due process and equality of opportunity in peer 
relationships and personnel actions. «i / / k«oi 

^L..*''^''^''Jf"^ ^^^^ distinguish clearly In their actions and statements between their personal 
philosophies and attitudes and those of an Institution or professional body. 

yi. Llljrarians must avoid situations in which personal interests might be served or financial bene- 
fiis gained at the expense of library users, colleagues, or the employing institution 
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POLICY ON CONFIDENTIALITY OF LIBRARY RECORDS* 



The Council of the American Library Association strongly recommends that 
the responsible officers of each library, cooperative system, and 
consortium in the United States: 



1. Forrnally adopt a policy which specifically recognizes its 
circulation records and other records identifying the names of 
library users to be confidential in nature. 

2. Advise all librarifins and library employees that such records 
shall not be made available to any agency of state, federal, or 
local government except pursuant to such process, order, or 
subpoena as may be authorized under the authority of, and 
pursuant to, federal, state, or local law relating to civil, 
criminal, or administrative discovery procedures or legislative 
investigative power* 

3. Resist the issuance or enforcement of any such process, order, 
or subpr " until such time as a proper shoeing of good cause 
has bee * in a court of competent jurisdiction.** 



*Note: See also ALA POLICY MANUAL 54.15 - CODE OF ETHICS, point #3, 
"Librarians muSw protect each user's right to privacy with respect to 
information sought or received, and materials consulted, bo*.'r<wed, or 
acquired 

**Note: Point 3, above, means that upon receipt of such process, order, 
or subpoena, the library's officers will consult with their legal counsel 
to determine if such process, order, or subpoena is in proper form and if 
there is a shotting of good cause for its issuance; if the process, order, 
or subpoena is not in proper form or if good cause has not been shewn, 
they will insist that such defects be cured. 



Adopted January 20, 1971; revised July 4, 1975, July 2, 1986, 
by the ALA Council 



See reverse side for suggested procedures for iinplenientat ion. 



(ISBN 8389-6082-0] 
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SUGGESTED PROCEDURES FOR IMPLEMENTING 
"POLICY ON CONFIDENTIALITY OF LIBRARY RECORDS" 



When drafting local policies, libraries should consult with their 
legal counsel to insure these policies are based upon and consistent 
Mith applicable federal, state, and local law concerning the 
confidentiality of library records, the disclosure of public records, 
and the protection of individual privacy. 

Suggested procedures include the following: 

1. The library staff aeaiber receiving the request to exanine or 
obtain information relating to circulation or other records 
identifying the names of library users, will immediately refer 
the person making the request to the responsible officer of the 
institution, who shall explain the confidentiality policy. 

2. The director, upon receipt of such process, order, or subpoena, 
shall consult with the appropriate legal officer assigned to the 
institution to determine if such process, order, or subpoena is 
in good form and if there Is a showing of good cause for its 
issuance . 

3. If the process, order, or subpoena Is not in proper form or if 
good cause has not been shown. Insistence shall be made that such 
defects be cured before any records are released. (The legal 
process requiring the production of circulation or other library 
records shall ordinarily be in the form of subpoena "du^ es tecum " 
[bring your records] requiring the responsible officer o attend 
eourl or the taking of his/her disposition and may require 
hlm/hor to bring along certain designated circulation or other 
specified records. J 

4. Any threats or unauthorized demands (i.e., those not supported by 
a process, order, or subpoenal concerning circulation and other 
records identifying the names of library users shall be reported 
to the appropriate legal officer of the Institution, 

5. Any problems relating to the privacy of circulation and other 
records identifying the names of library users which are not 
provided for above shall be referred to the responsible officer. 



Adopted by the ALA tnteilectual Freedom Committee. 
January 9. 1983: revised January 11. 1988 
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New Jersey 
New York 
North Carolina 
North Dakota 
Oklahoma 
Oregon 

Pennsylvania 
Rhode Island 
South Carolina 
South Dakota 
Tennessee 
Virginia 
Washington 
Wisconsin 
Wyoming 

[confstat . 1st] 



CONPIDENTIALITY STATUTES 
List of States 

The following states have confidentiality of library records 
statutes: • '-''^ 

Alabama 
Alaska 
Arizona 
California 
Colorado 
Connecticut 
Delaware 

District of Columbia 

Florida 

Georgia 

Illinois 

Indiana 

Iowa 

Kansas 

Louisiana 
Maine 
Maryland 
Massachusetts 
Michigan 
Minnesota 
Missouri 
Montana 
Nebraska 
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INSTITUTIONS VERIFIED TO HAVE BEEN 
VISITED BY THE FEDERAL BUREAU OF INVESTIGATION 
As of May 10, 1988 



The Office for Intellectual Freedom has written documentation or press 
ajcounts of these visits and the requests made by FBI agents. 



INSTITUTION 



[.IBRARY 



CONTACT 



Academic Institutions 
Columbia University 
New York University 



Math/Science Library 

Courant Institute of 
Mathematical Sciences 



University of Maryland* Engineering & Physical 

Sciences Library 



George Mason University* 
University of Kansas* 



Paula Kaufman 
Nancy Gubman 

Herb Foerstel 

Charlene Hurt 



(OIF has docu;i^entation. but Library has 
requested confidentiality on details of visit) 



University of Calif, 
at Los Angeles* 

Pennsylvania state 
University* 

University of 
Michigan* 

University of Hous on* 



Engineering & Mathematical 
Sciences LiLiary 

University Libraries 



Engineering-Transportation 
Library 



University of Cincinnati* 

University of Wisconsin- 
Madison* 



Ruth B. Gibbs 

James G. Neal 

Maurita Peterson 
Holland 

Scott Chafin 
(Univ. Counsel) 

Dorothy Byers 

Alexander Rolich 



State University of 
New York at Buffalo* 



Stephen Roberts 
(This is a documented visit, but OIF cuj.siders 
it different in that a specific request was 
made in relation to a specific individual and 
the FBI subsequently followed-up with a 
subpoena for the information.) 



University of Utah* Government Documents Roger K. Hanson 

Library 
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Public Institutions 

Broward County (FL) Public Library System* Selma Algaze 

Brooklyn Public Library Ellen Rudley 

New York Public Library Paul Fasana 

Other 

Information Industry Association* Ken Allen 



♦Visits by FBI agents to these libraries have been confirmed and 
documented. It has not been verified, however, that they e.re part of 
the Bureau's acknowledged "Library Awareness Program." 
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Mr. Edwards. The last member of the panel to testify is David 
Bender, executive director, Special Libraries Association, Washing- 
ton, DC. 

Mr. Bender. 

TESTIMONY OF DAVID BENDER, EXECUTIVE DIRECTOR^ SPECIAL 

LIBRARIES ASSOCIATION 

Mr. Bender. Thank you, Mr. Chairman. 

On behalf of the AfiBociation, I commend the subcommittee for 
this opportunity to discuss the Library Awareness Program. 

I will discuss the Association's position with the program as well 
as the Association's apparent involvement with the FBI, and not go 
into some of the detculs my distinguished colleagues have already 
provided you. 

The Special Libraries Association is an international organiza- 
tion of more than 12,500 librarians, information managers, and 
brokers. Special libraries serve industry, business, research, educa- 
tional and technical institutions, government, special departments 
of public and university libraries, newspapers, museums and other 
organizations both in the for-profit and not-for-profit sectors, all of 
which require or produce specialized information. 

The Association and its members are concerned with the ad- 
vancement and improvement of communications and the dissemi- 
nation and ultimate use of information and knowledge for the wel- 
fare of all users. 

The Board of Directors of SLA first discussed the FBI's Library 
Awareness Program at its meeting in October, 1987. The issue was 
brought to the Board's attention by the Association's Government 
Relations Committee following news reports about FBI agents 
asking several librarians in the New York City area to watch for 
"hostile intelligence officers'' of foreign countries who might be 
stealing information from those libraries. 

During the October Board of Directors meeting, which took place 
here in Washington, DC., both opponents and proponents or the 
FBI program were encouraged to talk about the Library Awareness 
Program. The Board played a vital role by cerving as a forum for 
discussion of the issue. However, lacking sufficient information and 
details, the Association's Board of Directors elected not to take a 
position. 

The FBI did issue a "press response," dated September 18, which 
I have attached for the record, but it did not provide any additional 
data. As a matter of fact, when a staff member from SLA called 
the FBI in late September to get information about the program, 
an FBI agent read the press response word for word with no addi- 
tional discussion. 

The SLA staff person finally asked for a copy of the press re- 
sponse and did receive one in the mail Interestingly, the response 
arrived on a plain sheet of paper with no identifying letterhead. I 
understand that colleagues from other associations were unable to 
obtain a copy of that response from the FBI. 

The executive committee of SLA's board, at a meeting on April 
18, 1988, again discussed the Library Awareness Program. The ex- 
ecutive committee reviewed the developments since October and 
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after lengthy deliberation and consideration, reaffii'med previous 
board actions supporting access to information and confidentiality 
of library records held by public institutions. 

This paat Friday, SLA concluded its 79th annual conference in 
Denver, Colorado. At our annual business meeting on June 15, the 
membership resoundingly approved the following policy which was 
subseouently adopted by the Board of Directors as the Association's 
official stance on the FBI Library Awareness Program. 

"The Association reconfirms its endorsement of the rights of 
users to have access to information and the protection of the confi- 
aentiahtv of library records maintained by public institutions. 

The Association maintains that no individual, including groups 
of mdividuals, has the right to restrict the use of public resources 
m such a way as to deprive one's access to needed and appropriate 
information. 

"Further, the Association opposes the activities of the FBI Li- 
brary Awareness Program." 

At tluB time, we do wish to express our pressing concerns over 
the conflicting and misleading reports issued by the FBI, specifical- 
ly, the transcript of the closed-door meeting held in January with 
™r%^^^°^?^ Commission on Libraries and Information &:ience 
glCLIS) and the report, "The KGB and the Library Target, 1962 to 
Present. [Both the transcript and the report are reproduced in the 
Appends to these hearings.] Together, these reports imply that 
SLA is both cooperating with the FBI Library Awareness Program 
while supplying "large volumes of documents'^' to the Soviets. 

Undoubtedly, the Association and its membership are perplexed 
by these unfounded reports which, to the best of our knowledge, 
are untrue and serve only to unfairly implicate SLA in wrongdo- 
mg. 

I have attached, for the record, two letters we have sent to the 
Director of the FBI. The first, dated April 21, asked Director Ses- 
sions to explain why our Association, referred to by the FBI as the 

specialized library association," has been linked to the program. 
An FBI agent was quoted in an article in The Nation magazine as 
saying, the "specialized libraries association" was cooperating with 
the program. 

In our letter, we asked Director Sessions to let us know what evi- 
dence exists to make this assumption. We are not cooperating and 
do not understand where th^ misinformation originated. 

On the heels of this, less than a month later, SLA staff learned 
of an FBI report released to this subcommittee, "The KGB and the 
PuP^X-'^^i'^o*' ^^^^ ^ Present." This report stated unequivocally 
thst the SIS (Soviet intelligence service) has utilized clandestine 
means to obtain large volumes of documents from the Special Li- 
braries Association (SLA)." 

In this report, our name was correct. The statement, however, is 
absurd, as we said in our May 23 letter to Director Sessions. 

In this letter, we asked the FBI to provide information as to 
when the Association allegedly— and I emphasize "allegedly"— pro- 
vided these large volumes of information to Soviet agents. 

As I was leaving for the Association's 79th annual conference, a 
response was received from Director Sessions to the first letter. His 
letter, while addressing the Soviet threat to scientific and technical 
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libraries, did state that the FBI used the "Special Libraries Directo- 
ry of Greater New York" to identify potential libraries to visit, but 
never made an effort to explain the implication of SLA endorsing 
the program. 

We anxiously await Director Sessions' response to our second 
letter. We hope that he will clearly address the types of informa- 
tion provided by SLA to the Soviets. In our estimation, and as a 
review of our library will provide, the only "volumes" of informa- 
tion that the Soviets could obtain would be on effective manage- 
ment of a special library. 

SLA is prepared to work with other library and information asso- 
ciations and the appropriate congressional committees to ascertain 
the breadth of the FBI's Library Awareness Program and to obtain 
complete answers to the questions we have raised today. 

We miderstand the FBI's concerns with protecting our national 
security but believe that a balance must be struck between nation- 
al security and the rights of users to open and continued access to 
unclassified information and confidentiality of their borrowing 
practices. 

We commend the subcommittee for its continuing interest in this 
issue. We look forward to working with you and our colleagues in 
finding a speedy recovery to this dilemma. 

Mr. Edwards. Thank you, Mr. Bender. 

[The prepared statement of Mr. Bender follows:] 
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especial Libraries 
Association 



Statement of the 
Special Libraries Association 
on the 

Federal Bureau of Investigation's 
Library Awareness Program 
before the 
House Subcommittee on 
Civil and Constitutional Rights 
June 20, 1988 



David R, Bender, Ph*D, 
Executive Director 
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I am David R, Bender, Executive Director ot the Special Libraries 
Association. On behalf of SLA, I want: to thank you, Mr. Chairman ana 
members of the Subcommittee tor this opportunity to discuss the 
Federal Bureau of Investigation's Library Awareness Program. 

The Special Libraries Association Is an international organization 
of more than 12,500 librarians, information managers, and brokers. 
Special libraries serve industry, business, research, educational and 
technical insti tuti jns , government, special departments of public and 
university libraries, newspapers, museums and other o^-ganizations both 
m the for-profit and not-for-profit sectors, all of which require or 
produce specialized information. The Association and its members are 
concerned with the advancement and improvement of communications and 
the diss«mination and ultimate use of information and knowledge for 
the welfare of all users. 

As early as 1980, the Association's Board of Directors approved a 
statement supporting access to information which is contained in th? 
Association's Government Relations Policy. Further, the Apsociation 
supports ccnf identiaiity of library records maintained by public 
institutions which is addressed in the public laws of 38 states and 
the District of Columbia. 

The Board of Directors of SLA iirst discussed the FBI's Library 
Awareness Program at its meeting in October 1987. The issue was 
Drought to the Board's attention by the Association's Government 
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Relations Committee following news reports about FBI agents asking 
several librarians in the New York City area to watch for "hostile in- 
telligence officers" of foreign countries who might be stealing 
infovmation from those libraries. 

During the October Board ot Directors meeting, which took place 
here in Washington, D.C,, both opponents and proponents of the FBI 
program were encouraged to talk about the Library Awareness Program, 
The Board played a vital role by serving <is a forum for discussion 
of the issue. However, lacking sufficient information and details, the 
Association's Board of Directors elected not to take a position. 

The FBI did issue a "press response," dated September 16, which 
I have attached for the record, but it did not provide any additional 
data. As a matter of fact, when a staff member from SLA called the 
FBI in late September to get information about the program, an FBI 
agent read the press response word for word with no additional 
discussion. The SLA staff person finally asked for a copy of the 
press response and did receive one in the mail. Interestingly, the 
response arrived on a plain sheet of paper with no identifying letter- 
head. I understand that colleagues from other associations were 
unable to obtain a copy of that response from the FBI. 

The Executive Consnittoe t SLA*s Board, at a meeting on April 
18, 1966, agsln discussed the Library Awareness Progreun. The Execu- 
tive Committee reviewed the developments since October and after 
lengthy deliberation and consideration, reaffirmed previous Board 
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actions supporting access to information and confidentiality of library 
records held by public institutions. 

This past Friday, CLA concluded its 79th Annual Conference in 
Denver. At our annual business meeting on June 15, the membership 
resoundingly approved the following policy which was subsequently 
adopted by the Board of Directors as the Associdtion' s official 
stance on the TBI Library Awareness Programt 

"The Association reconfirms its endorsement of the 
rights of users to have access to information and tha 
protection of the confidentiality of library records 
maintained by public institutions. 

The Association maintains that no individual (including 
groups of ind-vxduals) has the right to restrict the 
use or putjlxc resources m such a way as to deprive 
one's access to needed and appropriate information. 

The Association opposes the ^ictivities ol' the FBI 
Library Awcirenesa Program." 

At this time we do wish to express o\iv preusing con<^erns over the 
conflicting and misleading reports, issued by uhe FBI, specifically, 
the transcript of the closed door .meeting held in January wit.h the 
National CommiBaion on Libraries .ind Information Science — NCMS — and 
the report, "The KGB ana the Library Target 196i - Present." Together, 
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these reports imply that SLA is both cooperating with the FBI Library 
Awareness Program while supplying "large volumes of documents" to the 
Soviets* 

Undoubtedly, the Association and its membership are perplexed by 
these Unfounded reports which, to the best of our knowledge, are untrue 
and serve only to unfairly implicate SLA of wrongdoing. 

I have attached, foi the record, two letters we have sent to the 
Director of the FBI. The first, dated April 21, asked Director 
Sessions to explain why our Association, referred to by the FBI as the 
"specialized library association," has been linked to the Program. An 
FBI agent was quotec? in an article in Th e Nation magazine as saying 
the, "speciali^ed libraries association" was cooperating with the 
program. In our letter, we asked Director Sessions to let us know what 
evidence exists to make this assumption. We are not cooperating and do 
not unaerstand where this mxsinformation originated. 

On the heels of this, less than a month later, SLA .^taff learned 
of an FBI report released to this S'lbcommittee , "The KGB and the 
Library Target: 1962 - Present." This report stated unequivocally 
that, "the SIS (Soviet intelligence service) has utilized clandestine 
means to obtain large volumes of documents ^'rom the Special Libraries 
Association (SLA)." In this report, our name was correct - the 
statement, however, is "absurd" as we said in our Vay 23 letter to 
Director Sessions. 
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In this letter, we asked the FBI to provide information as to when 
the Association allegedly , and I emphasize allegedly, provided these 
large volumes of information to Soviet agents. 

As I was leaving for the Association's 79th Annual Conference, a 
response was received from Director Sessions to the first letter. 
His letter, while addressing the Soviet threat to scientific and 
technical libraries, did state that the FBI used the "Special 
Libraries Directory of Greater New York^ to identify potential 
libraries to visit, but never made an effort to explain the implication 
of SLA endorsing the program. 

We anxiously await Director Sessions' response to our second 
letter. We hope that he will clearly addreaa the types of information 
provided by SLA to the Soviets. In our estimation, and as a review of 
our library will provide, the only "volumea" of information that the 
Soviets could obtain would be on effective management of a special 
library. 

SLA IS prepared to work with other library and information 
associations and the appropriate Congressional committees to ascertain 
the breadth of the FBI's Library Awareneas Program and to obtain 
complete answers to the questions we have raised today. 

We understand the FBI * s concerns with protecting our national 
stcurity but believe that a balance must be struck between national 
security and the rights of uaers to open and continued access to 
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unclassifed information and confidentiality of their borrowing 
practices. 

* 

We commend the Subcommittee for its continuing interest in thie 
issue and appreciate the time to represent the views of our members. 
I will be happy to answer any questions you might have. 



-■ * 
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Special Libraries 
Association 



1 700 Eignieenm Slreet. N W 
Washrngron. DC 20009 
202/234-4700 



April 21, 1988 

The Honorable William Steele Sessions 
Director 

Federal Bureau of Investigation 
9th & Pennaylvania Avenue, nw 
Washington, D.C, 20535 



Dear Director Sessions: 

The Board took ''2'*' P>^opon"nt« and opponents of the progrw, 

ion„ u?° •«='=ion to «upport or oppose the program. SLA hi. i 

fiSIn"?l:?ft';;'oJ'?L°r^^°^::?r"'"' '° ^n^°-«io" anI^i**on'- 

Despite this posture, the media has construed our oosition a. 

Librari«i*l««;^"f; I "> «»>cing whether or not the Special 

coope^iiL5°a\Jo%i:J;srf; Xili\ilr'i:i7. lilliTdT 

social "^^^ this progra^ is no? tJS* 

■specjili^ad fihr.^r°""^°?' ^^^^ '^''^ 'Choice of the glneric 
corrected ^^''"'^^^^ association" is misleading and should b« 



Davion Benoe^ Execuhve D'focior 
Bicnard 0 BatiaQna. Associaio bxecuiivd Oirecio/ 
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IboSr ^^f*!^ y^^/iii understand the two concerns that I have outlined 
atJove. I look forward to your prompt reply. 



Sincerely, 

David R. Bender, Ph.D. 

CC2 The Honorable Don Edwards 

The Honorable Patrick Leahy 
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Special Libraries 



1 700 Eigfiieenin ^uoe\ N VV 
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u............ OS Sie..t Corner. 

May 23, 1988 

S^rector""^^^^ William Steele Sessions 
Federal Bureau of Investigation 
9th and Pennsylvania Avenue, NW 
Washington, D.C. 20535 

Dear Director Sessions: 

tL'::ftaL"nt°iL'^''':L''^BI'R'ooi^ ^ -nt to protest 

1962-Present," that 4hf Irl ^^P°"', ^he KGB and the Library Target. 

large volume; of docuiaeSts JroS tha'so^^? I'r "k^""'"" ^° ^^^'^^'^ 

(SLA)." ""'-uinents rrom the Special Librftfies Association 

Th^vrn^^^o^wlelgr^f^^^le' Asso^IatioVSr'o^^ ^"^^"^-^ °f SLA, 
operatives, nor doea David H R«nH«r cff?^^*^"' "documenta" to Soviet 
past nine ^ears. ^^^^ ^' ^^''^^'^ • SLA's E«cutive Director for the 

Ind rat^ona??"^ Sho'bItter"o'aoor"^'r^"^^' "atoment is logical 

information than the A^sociatfon r^r ' f'^ientific or technical 
manage such infonSatio" "^'resenting those professionals who 

sri'm^ntJns'f :«a^^colScti:n'''rr^ " Association offices? 
.ournaU. HothinT^'J ^ri^^r^tT^'^^^J ^l^^H^^ "° 

to gSvir^^^^; hos%i?rto'the'5ni\ed^^t f "'"^"^ °' 
SLA'3 collection i= i<v. United States is absurd. The scope of 

c^e aSay with -vo?u^es"l^doc^lnri?'' ^ ^gen? woGld 

The only microfiche^hft nn.adT"''! '"^"^^^"9 a special library. 
Association documenta^'or newsletters " **^"^'""' °^ 

dL'credits'the'rL'ftlS „'f ^^'"'•^ uamaging, but it defa^nes and 
Professional^^w^f ;„:^:^rthe^ ^^t^^^lTlr^^'^'^^^^'^ ^"'^ 

lnrwitrae"LiL"»y^^e.SesT^Lg^^^ ^^^.jS -^ociation cooperat- 
to Dr. Bender's Jetter of Aoril 2?^r^,;» Although you +,ave not replied 

AwareneL Prc.r^^1r^rov^d%'\^L"r»r?::^S to°^h"1:vre\^\ "^''-^ 

on'su^pected^ovirt Tnf Utrf tion'of '^"^ !?f^ ^'^^-'^ ^ "Po-t 

at a time when the ag"ncv h!« nl^ scientific and technical libraries 
en tne agency has come under increasing attack by the 
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Page 7 



library community and media for its Library Awareness Program, not to 
mention members of Congress who quest ^n the need for the program. 

This report, released without a prior copy to SLA leaders, has caused 
tremendous difficulty for the Association, similar to the problems 
caused followingithe closed-door meeting held with the Commissioners of 
the National Commission on Libraries and Information Science in which 
SLA was first linked to the Library Awareness Program. These unaub- 
stantied reports create unneeded v.ension, stress, and problemt. j.u chc 
Association's relationships with its members and the library ccmmunity 
and associations with which SX*A reaularly works and cooperates. 

I hope that you will provide me with information on those times vhen 
the Association allegedly provided information to Soviet agents. 
Otherwise, I presume that your agency will stop erroneously linking the 
Special Libraries Association to eithtr the Library Awareness Program 
or reports that the Association has provided information to Soviet 
agents. 

Sincerely^y 3urs , 



'tmiiy^R. Mob ley // 
President v 

cot The Honorable Don Edwards 

The Honorable Patrick Leahy 

The Honorable David L Boren 

The Honorable Louis Stokes 
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U.S. De^Ua^ai oi Jiaticc 
Federal Bureau of Investigation 



OlfictotllicOuv - Wu*hu,gi»H. P C. 2uiJi 

June 7, 1988 U^iam^mh. ; . j j \ 

Dr. David R. Bender 
Special Libraries Association 
17 pO Eighteenth Street, n.W. 
Washington, D. C. 20009 

Dear Dr. Bender: 

I have received your letter of April 21, 1988, in which you 
express your concerns regarding the FBI's Ubrary Awareness contacts. 
I appreciate the onportunity to clarify the Bureau's objectives in 
connection with this effort, as well as to address the points raised 
in your letter. 

The F3I in New York City beqen contacting specialized 
scientific and technical libraries when it became apparent that 
?:£ °^ ^® Soviet intelligence services (SIS) were using selected 

libraries to coropleaent various facets of the SIS intelligence collection 
ff r^:*. Fedorovich Zakharov, a Soviet national employed by 

the United Nations who was arrested by the FBI on August 23, 1986, for 
espionage, utilized llisraries in his intelligence collection efforts. 

Mr. Zakharov's use of libraries did not come as a surprise, 
inasmuch as FBI investigations over the years have documented a large 
number of cases where SIS officers have exploited contacts with 
specialized libraries and librarians. 

The SIS is interested in the Nation's scientific and technical 
libraries because their data banks and reference works, when accessed 
or removed, are an important element of the SIS intelligence collection 
S 7^? leadership structure, in Moscow and at various American- 

based Soviet est{vl5lishments, has historically decided that access to the 
libraries and librarians should be tin integral component of the overall 
SIS effort, and the development of librarians as sources of information 
or agents has become a worthy complement to the SIS mission. 

Access to tirm papers and theses written by university stu- 
dents assists in the SIS collection effort and also helps to identify 
students who might be potential recruitment targets. 

To alert librarians to the possibility that representatives 
of the SIS might be interested in their specific library or their 
employees, FBI Agents have visited some of the libraries identified in 
the "Special Libraries Directory of Greater New York," The libraries 
listed in the Directory include specialiced libraries of United States 
Government agencies, such as the Department of Energy; specialized 
scientific and technical libraries; and various engineering libraries. 
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Dr« David R« Bender 



The Library Awareness Program has been strictly focused and 
confined to scientific and technical libraries only in the New York 
area. The active approach of the Library Awareness Program, which 
alerts librarians generally of the Soviet intelligence service threat, 
should not be confused with reactive interviews of librarians in other 
areas of the United States which are in response to an investigative 
lead in^'olving a specific Soviet national. The FBI has investigated 
contacts between Soviet nationals and American citizens, regardless of 
where the contact occurred or the profession of the person contacted. 
That has included contacts elsewhere in the United States with libraries 
under certain circumstances, since the FBI has no way of ascertaining 
the purpose of a Soviet contact or particular Soviet interest without 
interviewing those contacted, these reactive interviews are an eUDsolute 
necessity in fulfilling our counterintelligence responsibilities. 

On January 14, 1988, Special Aaent Thomas E» DuHadway, Deputy 
Assistant Director of our Intelligence Division, addressed a meeting 
of the National Commission of Libraries and information Science in 
San Antonio, Texas, regarding the FBl*s interviews of librarians in the 
New York City area» Z>iring his presentation, Mr. DuHadway provided the 
Commission members with examples of the methodology utilized by the 
KGB in its program directed at Americans scientific and technical librar- 
ies. This program includes the obtaining of unclassified, but in many 
instances, sensitive information; the identification amd development 
of library sources; the initiation of background investigations on 
librarians; the ongoing quest to place a recruited librarian into a 
library or technical information clearinghouse where there is access 
to classified information; and the manipulation of university libraries 
in a variety of waysi 

By alerting potential targets to the SIS threat, the FBI 
seeks to diminish the severity of the threat and neutralize the 
ability of SIS officers to selectively target America's specialized 
scientific amd technical libraries, while they are attempting to 
recruit unsuspecting librariems, students, professors and scientists. 

The FBI's objective is to thwart this activity by endeav- 
oring to educate, on a limited basis, knowledgeable individuals in 
these libraries to familiarize them with this hostile intelligence 
threat. I want to assure you that we make every effort to ensure that 
these contacts with librariems in no way interfere with the academic 
freedoms or First Amendment rights of our Nation's citizens* Although 
we solicit their cooperation, it is the personal right of every 
American to decide if he or she wishes to talk with the FBI about 
foreign counterintelligence matters. 
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or. David R. Bender 

I am deeply disturbed by soine public reports and com- 
aents that would portray in a negative light those who have decided 
po assist the FBI in the implementation of its foreign counter- 
intelliaence responsibilities, I do not share the viewpoint that the 
reputation of ajfiy American citizen or any organization is cast in 
doubt through cooperation with the FBI. If a majority of the 
American public were to perceive that cooperation with the FBI is 
Lu.fashionable and unnecessary, then our efforts to carry out our 
aandated responsibilities would be much more difficult. 

As was stated in the article you cited in The Natiop , 
the term specialized libraries association was used by the FBI in 
o "generic" sense. The FBI has used this term largely because the 
Jt^^*^." contacted by the Bureau are identified in the special 
Libraries Directory (supra) and because the vast majority of librar- 
ians contacted were very receptive to the FBI's explanation of the 
objectives of our contacts. The technique of alerting individuals to 
the possibility of becoming a Soviet target is not unusual- we do 
litowise with corporate executives and their employees involved in 
defense-related industries. 

If you have any other questions about our contacts which I 
nave not addressed, Mr. DuHadway would be happy to discuss this matter 
with you further. Please feel free to call him directly at telephone 
number (202) 324-4885. i.«x«^«ui»« 
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PRESS RESPONSE 
September 18, 1987 



RE; FBI CONTACTS OF NEW YORK LIBRARIES FOR 
FCI PURPOSES 

The FBI is responsible for countering the intelligence 
gathering, efforts of hostile foreign intelligence services. The 
damage being done to our country by such foreign intelligence 
services is substantial. The FBI's Foreign Counter Intelligence 
investigative efforts encompass a variety of approache:., all of 
which are within U.S. Attorney General guidelines and U.S. laws. 

The FBI has documented instances, for more than a 
decade, of hostile intelligence officers who have exploited 
libraries by stealing proprietary, sensitive, and other 
information and attempting to identify and recruit American and 
foreign students in American libraries. The FBI therefore, in an 
effort ro thwart this activity, is enaeavoring, on a limited 
basis, to educate knowledgable individuals in specialized 
libraries to this hostile intelligence threat. 

The FBI has historically depended upon the American 
public's assistance in carrying out its investigative 
responsibilities. The FBI has absolutely no interest in 
interfering with the American public's academic freedoms or First 
Amendment rights. 
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CHRONOLOGV OF MEDIA COVERAGE 
OF FBI LIBRARY AWARENESS PROGRAM 

"FBI Sued Over its Program to Catch Spies in Libraries," Chroni cle of 
Higher _E-ducation , June 8, 1988, pg. A-2. 

Editorial Cartoon, Washington Post , June 7, 1988. 

"Stalking Spies in Libraries Triggers Suit Against FBI," Washington 
Post , June 3, 1988. 

"ALA Executive Board Tackles FBI and Other issues," Library Journal, 
June 1, 1988, pg. 31. 

"Library Groups protest FBI's Efforts to Recruit Staff Members to Spy 
on Agents of Soviet Union," Chronicle of Higher Education, June 1, 
1988. * 

"Talk of thcf Town," The New Yorker . May 30, 1988, pg. 23. 
"Spying in the Stacka," line . May 30, 1988, pg. 23. 

"Soviet Espionage Efforts Have Targeted n.s. Research Libraries and 
Staff Since 19$2, FBI Charges in Report," Chro nicle of Higher 
Education , May 25, 1988, pg. l. ^ 

Editorial Page, USA Today , May 24, 1988. 

"FBI Recruits Librarians to Spy on * Commie' Readers," w&ll Street 
Journal , May 19, 1988. 

"Longtime Soviet Espionage Effort Targets U.S. Liiiraries," Washington 
Times, May 18, 1988. pg. 6. ^ 

"FBI Spy Program Bothers Librarians," New York Times , May 15, 1988, 
Section 12L1 (Long Island) pg. 12. 

"I Was a Bookworm for the FBI," Art Buchwald, Washington Post. Aoril 

"FBI Presents 'Library Awareness* to NCLIS at Closed Meeting," Library 
Journal , April 15, 1988, pg. 16. ^ 

"The FBI's invasion of Libraries," Nation, April 9, 1988, pg. 1. 

"Librarians want FBI to shelve Requests About Foreign Readers," 
Washington Post , Me»rch 27 , 1988, pg. 3. 

"Academic Librarians ^«ust Oppose Federal Surveillance cf Their Users," 
Chronicle of Higher Education . March 23, 1988, pg. A48. 



\ 

60 



Page 2 



"FBI Looking to Pecruit Librarians as Spies," Daily Collsgian 
(Pennsylvania State University), March 21, 1988. 

"FBI Official Defends Contacting Libraries to Counter Foreign 

Intelligence Efforts," Daily Report for Executives (BNA) , February 
26, 3988, pg. A8. 

"FBI Spying on Library Visitors," The Telegraph Agency of the Soviet 
Union (TASS) , February 25, 1988. 

"FBI Asks Librarians to Help in the Search for Spies," Philadelphia 
Inquirer , February 23, 1988, pg. 1. 

"Harvard and City University of New York Voice Opposition to FBI 
Snoopery/' Library Hotline , November 2, 1987, pg, 1. 

"FBI Agents Asks NY Libra'' .ans to Spywatch," Library Jc rnal , October 
15, 1987, pg. 12. 

"Librarians Are Asked by FBI to Report on Foreign Agents," New York 
Times, September 18, 1987, pg. 1. 



61 




Special Libraries 



■ "C H c-'oe'^J" Street ^ 
'^c'o^ D C :O0C9 



SPECIAL LIBRARIES ASSOCIATION 
--In Summary — 
Founded 1909 by John Cotton Dana 

12,000 members in the United stf-tes, Canada and Europe 
55 Chapters (geographic) 
28 Divisions (subject intorests) 

• '^^^ Special Librai.ies Association is an international professional 
association of more than 12,000 members who work in special libraries 
serving business, industry, research, government, universities, 
newspapers, musteums and institutions that use or produce specialized 
information. 

. MISSION! To advance the leadership role of special librarians 
in putting knowledge to work In the Mnformation society." 

• PUBLICATIONS! SpeciaList is SLA's monthly newsletter. 
Special Libraries is the Association's quarterly journal. 




. SLA is governed by a 14-member Board of Directors elected by the 
membership. A Chapter Cabinet representing SLA's 55 chapters and a 
Division Cabinet representing the Afasociation ' s 28 divisions voice 
the concerns of chapters and divisions. 

. SLA has a t,taff of 30 located at Association headquarters m 
Washington, d.C. Staff leaders include! 

David R. Bender, Executive Director 

.vicr.axu . oaLL^cx^u, .vssociuLe ^.^ecutive ::irecrc..' 

Beth Cobb Dolan, Assistant Executive Director, 

Administrative Services 
Kathy warye , Assistant Executive Director, 

Professional Development 
David Halinak, Director, Communications 

Sandy Morton, Director, Government Relations and Fund Development 

Alexandra Walsh, Director, Publishing Services 

Tobi Brimsek, Director, Research and Information Resources 

^^■^<^^^-^^^Q^ contact: Special Libraries Association, 
1700 Eighteenth Street, NW, Washington, D.C. 20009 - (202) 234--4700 
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Mr. Edwards. Does the gentlenaan from Wisconsin, Mr, Kasten- 
meier have any questions? 

Mr. Kastenmeier. Two questions. I take it there are different 
sorts of libraries. The Association suggests there are research li- 
braries, special libraries, and I suppose there are general public li- 
braries, maybe other industrial libraries. 

Could any of you tell me what the general groupings are of li- 
braries? Not specifically what thev do, but there are research li- 
braries, associations for research libraries. There are special librar- 
ies. 

What other general classifications of libraries might there be? 

Mr. Webster. There might be, I guess you could characterize 
them as mid-sized and smaller academic study libraries. They 
would have instructional support. Whereas a research librarv 
would be very laree, encompass multiple goals, including research 
graduates or graduate instruction as well as undergraduate in- 
struction. 

Besides research libraries and academic libraries, there are li- 
braries that support high schools, secondary education. There 
would be, of course, public libraries of a whole range of size and 
character. There would be industrial or special libraries, which are 
represented here U)day. And there would be libraries from Govern- 
ment agencies of significant size and a range of characterization. 

Mr. Kastenmeier. I suppose one can differentiate access to these 
various libraries. Obviously, public libraries and academic libraries 
and research libraries are generally open to one and all. There 
may be some question about who can withdraw books or some sort 
of nexus has to be established. 

Are some of these librcuries limited-access libraries? Might any of 
the libraries include classified information? 

Mr. Bender. Some of the libraries would be limited access. All 
libraries have in them proprietary materials, and would have a 
procedure established with that organization of who could have 
access and how naateriab could be borrowed. 

All of the activities in those libraries would be out of the scope of 
what the FBI Library Awareness Program is. Many of these would 
be in contractual areas with people working on contracts with the 
Government. Others would be the Fortune 500, the Fortune 1000, 
so on. These would be secured by themselves. 

Our work with our own membership in the scientific-technical 
community raises a separate issue from what our public access or 
public statements are on this issue. 

Mr. Kastenmeier. If &n agent of the Federal Bureau of Investi- 

f:ation or indeed any law enforcement officers wanted si>ecific in- 
brmation from any of the libraries or librarians therein, it is your 
position they should obtain appropriate process of law, whether it 
is a warrant or subpoena or something else; is that correct? 
Mr. Webster. That is correct. 

Mr. Schmidt. That would be the requirement of a law in your 
State, sir. 

Mr. Kastenmeier. Let me ask you this: Would you have any 
problem, where an agent of the Federal Bureau of Investigation 
came into your library, assuming for this purpose, at least, sort of 
general access^ and sat at one of the tables and took notes them- 
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selves, did not ask anything of the library itself, in terms of coop- 
eration? Would that be a problem? 

Mr. Bender. Within the special libraries community, it would 
not be, as long as it is not a collection that is closed to the general 
public. 

We have even gone so far as to open membership to an FBI 
agent interested in joining a local chapter to find out more of what 
was going on within the Association. 

I think we are quite open to procedures as long as they are fol- 
lowing what any other patron would do within the establishment. 

Mr. Kastenmeier. Let me, I take it that may be somewhat differ- 
ent than how one of the other associations of library groups mitht 
respond. 

Would you in attendance— I take it because you indicate you 
would not necessarily cooperate or have your librarians cooperate 
with an agent except in terms of a request duly authorized by law? 

Mr. Webster. Our concern here, of course, is with the privacy of 
library uaers and their access and use of information. Our concern 
in this instance is that the FBI is recruiting library staff to in fact 
do some work for them. That is a violation, we feel, of State stat- 
utes and the principle of privacy. 

We, of course, most of our libraries, since the m^ority of them 
are publicly funded, are open to citizens to use as they want to use. 
Thus, we do not restrict their presence or their access to the infor- 
mation that is present in the library. 

Mr. Kastenmeier. That would include an agent of the FBI, even 
if the librarian had a suspicion that the principal interest of the 
agent was not books? 

Mr. Webster. I think this goes again to the heart of the matter. 
It 18 not up to the library staff to question the motives of library 
users. Our interest is in encouraging, facilitating the access to and 
use of information. 

We would assume that if an FBI agent was in our reading room, 
that the person was there to use our resources in pursuit of an edu- 
cational or resource objective. If they were doing something else, it 
would not be our position to ask them what they were doing or to 
question those motives. That is their business, and it is not our 
business. 

Mr. Kastenmeier. The invasion of privacy issue cuts different 
ways. We have a bill in my subcommittee which goes to video 
shops. \Ve protect video shops, or forbid them from disclosing 
which video cassettes you may have rented. That goes back, as you 
will recall, to the Judge Bork nomination case where it is alleged 
that somebody accessed to what videos Judge Bork had, and 
v/atched. 

So in a sense, there are sensitivities broadly about privacy and 
protection, particularly of any institution, even the private institu- 
tion that has information concerning an individual that might oth- 
erwise be made public, such as your library lists and who borrows 
what books, I assume, and the same sort of protected, should be the 
same sort of protected information. 

Mr. Webster. Exactly. 

Mr. Kastenmeier. Thank you, Mr. Chairman. 
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Mr. Edwards. Mr. Kastenmeier, you can make quite a case 
against somebody by making a list of all the books that he or she 
has taken out, or the video tapes, and put that into your report on 
this person and try to figure out what kind of a person this was. It 
would certainly chill the desire of people to take out books or to go 
to a video store. 

Mr. Conyers? 

Mr. Conyers. Thank you, Mr. Chairman. 

I just arrived back in Washington. I am sorry I missed the begin- 
ning part of the testimony. 

I feel very strongly about this hearing. I commend the chairman 
and the witnesses I have heard so far. 

I think that unless this issue is taken in the backdrop of other 
national security activities, particularly including the FBI, there 
could be a tendency to get a very episodic view of what the FBI is 
doing. 

In other words, if this were the only thing that were happening 
that would be disturbing in terms of invasion of the rights of citi- 
zens and of the outrageous conduct that goes on in the name of na- 
tional security, you could approach it from a different attitude. But 
from my point of view, as one who happens to read out of the way 
and not m the public domain, generally, what are not popular 
issues, I feel veiy strongly about this. 

We are looking at the Federal Bureau of Investigation that 
comes out of the 1970s with the COINTELPRO, the Fred Hampton 
murder in Chicago, the bugging and surveillance of Dr. Martin 
Luther King. These are just things I can think of. 

This committee had hearings about their overreaching in trying 
to find out about corruption in a Clevaland court. We have the 
ABSCAM case, cases which I thought were an outrageous way to 
try to fmd out about corruption in the Government. 

We recently, this same subcommittee, has been hearing about a 
black FBI agent who revealed that he was in fact the subject of ter- 
rorism within the FBI in a number of duty stations with the knowl- 
edge of FBI superiors. 

Now, when you put all that in back of the Iran-contra hearing, 
which again revealed the excesses of which many people in the in- 
telligence portion of our Government would turn to, and the*\ we 
now come together to find out about citizens and nonsensitive, or 
at least unclassified, information, we are being beset upon by an 
intelligence agency that has gone far, far afield, and in my judg- 
ment has never come back to limiting these excesses. They have 
gone on throughout my experience in trying to oversee their activi- 
ty. 

As a matter of fact, the Hispanic agents, 95 percent of them, are 
now in a historic class action suit, based on racial discrimination, 
against the FBI, the first time this has ever happened. 

What I am suggesting to you is that this, taken separately from 
all of these lists of things of which I only name a few, is one kind 
of a matter. When you take it in conjunction with all of the ex- 
cesses, it seems to me that we havp a very, very serious situation. 

I would like to explore your re. ion to that particular evalua- 
tion, and I realize that you perhaps were not told by the organiza- 
tions that your represent how to handle that kind of question, aiJ. 
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I recognize that it would be coming from your own personal feel- 

But it seems to me that if we just look upon this as a little trav- 
esty that should be corrected, a little slap on the wrist, and a warn- 
iiig, "Fellows, cut it out," it seems to me to miss the point. 

We have a national security crisis here of great dimension. And I 
would like to see if there is any support for it among the witnesses 
here today. 

Mr. Webster. I might add that we are very concerned with this 
effort in part because it do^s parallel other initiatives recently un- 
dertaken by the U.S. Government. 

Members of the library and information communities have ex- 
pressed alarm about the Government effort to control access to 
what might be described as unclassified but sensitive information 
in Government and private data bases. The alarm has grown out of 
executive policy directives as well as actions and public statements 
by military and intelligence agency officials describing their con- 
cerns about who has access to certain Government and private 
data bases. 

There have been efforts beyond this specific program to limit the 
ability of different individuals to get a hold of information that is 
unclassified but viewed as sensitive. That is, of course, of great con- 
cern, a concern in part from this philosophical and legal point of 
view, but also there is a very practical element of the cost of 
making these efforts for the amount of intelligence and the utility 
of intelligence gained. I think it is a very expensive process simply 
from a practical point of view. 

Mr. Schmidt. I think that your comments. Congressman, strike 
to the heart of the first principle, if you will, and that is given the 
society that we have, that we grew up in and have come to love, 
even with its imperfections, is the society going to be made more 
secure by being more closed or is it more secure by remaining the 
open society that it has been? 

And I suggest that the brief that can be recited, represents a 
point of view which our history does not share, 

Mr. CoNYERS. Thank you. 

Mr. Bender. Likewise, it seems only with open access to re- 
sources can you develop an informed citizenry that can both govern 
itself as well as take care of its daily needs. And supporting the 
professional access of that to the confidentiality of records; it is 
only one way of insuring that the user will have this broad access 
to this information. As well as the Federal Government, State gov- 
ernment and local governments, have put tremendous amounts of 
money into the purchase of resources for use by the people of this 
nation. It seems like any other agency who is trying to restrict that 
1 running counter to what the overall purpose and development of 
libraries are within this country. 

Mr. CoNYERS. Thank you. 

Mr. Chairman, I have one other question. And before I go to it, I 
want to tell you what I think about a classification called sensitive 
but unclassified. 

Now, here again, if you take this out of its context, you can imag- 
ine that something could be sensitive but unclassified. But if you 
take it in terms of the examinations that have gone on in the Con- 
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gress, where we have tons of material that are overclassified, and 
there is a great move on, I understood, to declassify some of this, 
everything that comes off of a computer is subject again to some 
kind of classification. 

The tendency toward overclassification has been revealed as hor- 
rendous. So for us to go back and now find still yet another area of 
sensitive material that somehow escaped all of the classification 
possibilities that exist, I find really ludicrous. 

But more seriously, very dangerous, because then they are 
saying, well, we may have a thousand classifications, but there are 
some things that could be sensitive that deny classification and so 
tiierefore we are going to create another classification for them. 
And I strongly ob^'ect to that whole kind of mind set. 

Now, the question that I close with is for you to help us describe 
what kind of remedy ought to occur here. The FBI is here. They 
read all of our discussions and so forth. They will have, as a matter 
of fact we have the statemeiit of the FBI representative that will 
be coming on shortly. But what does it all mean? I mean, we are 
talking about just in this room, we are representing everyone in 
America's right to have access to a library without having the Fed- 
eral cops potentially looking over your shoulder. That is what is 
going on in room 2237. 

This is a tremendously significant resolution of an important 
problem in democracy. And I sit heie saying well, what do we want 
them to do now that you have laid it out and The Nation and 
others, our staff has worked on this, and fine, OK, we will listen to 
the FBI and then what do we want to have happen? 

Well, I suggest to you that we are— that the Congress, even 
under the strong oversight controls exercised by our chairman and 
others who have shared this responsibility, we are in such a limited 
position that I think we ought to really review what our relation- 
ship IS to the subject in a realistic way. Because a lot of people in 
your organizations are going to say when they read your state- 
ments and what this committee said, they are going to say, "Well 
done, ladies and gentlemen, you are doing a great job. The commit- 
tee spotted this, they held hearings, your organizations came for- 
ward, made absolutely excellent testimony to which very few 
Americans would disagree, we really socked it to the FBI that 
Monday afternoon. I mean, they really got it." 

But did they get it? What s the consequence of this hearing? 
And I say this as one who tries to sit in these hearings with a view 
of changing things because if it is just a matter of coming up and 
taking your blows, you send one person up from the agency and he 
gets worked over a little bit verbally and he goes back in the after- 
noon and, what is it that we can do here? We are not the appro- 
priations agency. 

And so I am thinking about— this is a matter important enough 
for Judge Sessions to not only attend in a subsequent hearing, but 
to announce a whole program that would extirpate this noxious ac- 
tivity completely out of the FBI, to repudiate it in the widest audi- 
ence possible, to give Americans the assurance that not only will it 
not happen again, but that he will take exemplary steps to make 
sure that nothing like it in related overreaching actions in the 
name of national security happens. 
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It seems to me that unless something very dramatic happens, the 
best virtues of this hearing and your excellent testimony may all 
just be another episode in which we move on to something else. 

Mr. Webster. I certainly agree with you. I think strong action 
has to be taken. 

i. !^^^ program needs to be stopped first and fundamen- 
tally. The FBI should be called upon to publicly acknowledge their 
wilhngness to suspend the program. 

I think secondly, there is great value in a growing of public 
awareness, of what the agency is doing and how it is doing it. I 
thmk getting a clear picture with some of the contradictions and 
oversmiphfications, and lack of specificity eliminated from that pic- 
ture, it would be very useful for the public to have a better under- 
standmg of what the FBI is doing. 

Beyond stopping the program, certainly and having a better 
pubhc awareness of this pattern of activities and the significance of 
this pattern of activities, I, like many others, feel that there is, 
there may well be a stronger oversight action that might be needed 
in order to assure ourselves that the FBI does not initiate these 
programs of aggressive surveillance outside the scope of their re- 
sponsibuity. 

^^^^r^iP'^^"* ^ ^ support the words and echo what 

Mr. Webster said. We do oppose these activities and I think that 
one of the problems that we have in addressing them is trying to 
find out what they actually are. 

As I indicated, that through two letters to Director Sessions, the 
association still has not received satisfactory answers or a complete 
description of what the program is all about. 

I think that there is a process that the FBI can take in the sub- 
poena process when it is so warranted. But on the hunting they are 
doing m the guise of security, it simply is a witch hunt for— they 
don t even know what. And until they can map out or lay before 
everyone what the process is and the object of their program, it 
seems like it is a futile effort and it seems like it will continue to 
grow, and that they are going to continue doing what they want 
and continue to expand into areas which really are not in the face 
of national security, and I think that it is very difficult for them to 
justify overall within the FBI that they are in the guise of national 
security when it is unclassified information, most anyone can walk 
into any library and have access to most of the materials that our 
members have been questioned about. 

It has nothing to do with proprietary material or classified or 
whatever. As I said previously that is handled in a different fash- 
ion. So it would be just good to know what some of the processes or 
what the program is about and I believe that they do not know 
that themselves. 

Mr. CONYERS. Thank you. 

Mr. Edwards. The gentlewoman from Colorado. Mrs. Schroeder. 

Mrs. Schroeder. Thank you, Mr. Chairman. I just want to thank 
the witnesses for, I think, very eloquent testimony and really help- 
ing us get some insight into what this feels like. And it is kind of 
iromc that at the time we are applauding the FBI for the wonder- 
ful work they have done in this Pentagon scandal, keeping it 
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secret, the money that way is spent more efficiently than running 
around libraries on a fishing expedition. 

I would just like to pursue what Congressman Conyers said and 
that is I hope as we get more specific evidence about what this was 
really all about, you will feel very free to let us in on the commit- 
tee what a remedy might be other than just air it. I mean airing it 
is one thing, but trying to make sure that we don't have these 
types of things happen in the future, I think, is terribly important. 

We don't need Federal nannies looking over everyone's reading 
list to see whether or not they get an A or a B or an F or get on a 
list. I don't think that we want great lists in computers every- 
where. So when we hear more about what it really was, v/e would 
appreciate your feeling free to come forward and tell us, too, if you 
think there is something we should do or something more that 
could be done, and I thank you. 

Mr. Edwards. Thank you, and thank you, Mr. Conyere, for a 
very valuable dialogue there. 

Well, I think that any of us who have been around for awhile 
know that so many men and women who have contributed so much 
to our country and to the countries of the world have done their 
work in the public library, such as the New York librpry. 

Some of the great works of literature and poetry that we treas- 
ure today were written by men and women who spent many long 
hours, years, in libraries, and one wonders what is going to happen 
to people who write controversial, creative works if they think they 
are going to be looked at by an FBI agent. What will happen to 
progress in this country? 

I know I wouldn't. If I was going to write a book on a controver- 
sial subject and I didn't have any money, in the past I could always 
go to a public library to go and have quiet days and hours and 
months of solitude and references that I could get for nothing. But 
if I am going to be watched by a Government agent and reported 
by library employees who are working for the FBI, isn't that going 
to do great damage to the creative work, the creative impulses of 
Americans and foreign people who have great talent? 

It just seems open and shut to me, and this is the part that both- 
ers me about the FBI's attitude. We try to work with them on 
these issues. You can't pass a law every time you find a Govern- 
ment agency doing something that is disturbing— that seems clear 
to the members of a committee or to the Congress. So what we 
have been trying to do, and we have been doing it for many years, 
is to have a dialogue on issues like this and we are having regular 
dialogue on this issue. The FBI is convinced that this is the right 
thing to do and they don't seem to understand that even though 
tnere might be some value in counter espionage, that there is no 
way it can be as important as the damage that can be done to our 
society. 

They don't seem to have the least understanding of that. As a 
matter of fact, one of the statements that was— well, I don't get 
into some of the statements because the FBI, they won't be testify- 
ing here today, we were going to postpone the FBI's testimony for a 
day or two so we can have a chance to go over the full testimony of 
your witnesses and they are very, very valuable witnesses. 
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I wonder what we will do about this violation of State law. Does 
that disturb any of you that apparently there is a— there are vari- 
ous State laws that are being violated, but no protection to the vio- 
lator, just because you give information to an FBI agent doesn't 
mean that State law doesn't apply. You could still be arrested, 
couldn t you, under State law? 

Mr. Schmidt. That is my understanding. 

Mr. Edwards. So you could get socked with a heavy fine. 

Mr. Bender. But unfortunately most of the people that are being 
pressured m this situation do not know the State laws exist. And 
absence or not knowing the law is no excuse, however, a paid or a 
para-professional, whatever the circulation desk, being confronted 
by an FBI agent is an awesome situation. 

And so that individual responds the best they can, not knowing 
that they are actually being protected by 38 State laws and the Dis- 
trict of Columbia. 

Mr. Schmidt. Mr. Chairman, if I may, to pick up on your com- 
ment there and Congressman Conyer's search for the remedy, I 
can t help you with that search. I sense in Congressman Conyers 
and in the chairman some frustration as a function of their prior 
dealings and dialogue with the Bureau. 

It is clear to me that the fact that the chairman has elected to 
*^^yV^^^ hearing will serve a useful function, not only iu the flow 
of mformation to the witnesses and staff, but also those of us here 
at the table are going to be able to use this occasion as a way to 
raise the consciousness of our professional communities about the 
ethical obligations that they have and the local and State statutorv 
environments in which they do the work that they do. And while 
that IS not per se, a remedy, vis a vis the Bureau, it will be helpful 
to the citizenry as a whole in any event. 

Mr. Edwards. We don't have any minority members here but we 
do have a minority counsel. Do you any any questions? 

Mr. Slobodin. Yes, I do. Thank you, very much. 

I wanted to ask a question for Mr. Webster. You indicated in 
your testimony that if the Bureau desires information about an in- 
dividual who is the subject of a legitimate investigation it may 
obtain a court order for the material pursutiiit to applicable law. 
And then I am looking at the code of ethics for libraries and it says 
that libraries must protect each users right to privacy with respect 
to information sought or received and materials consulted, bor- 
rowed or required. 

My question is, suppose that the FBI did get a court order pursu- 
ant to the applicable law and asks the library to furnish that infor- 
mation. Would it be ethical for the librarian under those circum- 
stances to provide the information? 

Mr. Webster. I believe so. I think that procedure has been fol- 
lowed in at least one instance here as part of the FBI Library 
Awareness Program. In their approach to the State University of 
New York at Buffalo, there was a request for that type of informa- 
tion. When refused, they secured a subpoena and then they, I be- 
lieve they provided it under the requirements of that subpoena. 

Mr. Slobodin. I guess what I am trying to understand is how 
would it be ethical under th-t ethical guideline there? Because I 
don t see, it says the librarians must protect each user's right to 
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privacy, I don't see any exception there. Why would it be ethical 
under that situation where the information being requested is pur- 
suant to a court order? 

Mr. Schmidt. The committee that wrote that statement has de- 
liberated precisely the point that you have ra^'^^ed and they have 
concluded that if a librarian 'or library employee is presented with 
a court order in good form from a court of competent jurisdiction, 
that it would be ethic€d and indeed, in most, if not all of the 87 
States and the District of Columbia that I know about, they would 
be obligated under law to provide the information that was sought. 

Mr. Slobodin. If there is a 

Mr. Schmidt. You will find the information attached to my testi- 
mony that outlines the policy on confidentiality adopted by the 
American Library Association and suggested procedures for imple- 
menting it that your concern is accommodated. 

Mr. Slobodin. I am trying to get an understanding of that li- 
brary and library user privilege. Why, if it is founded on similar 
principles, as a lawyer-client privilege, or physician-patient privi- 
lege or like a journalist's First Amendment privilege, why wouldn't 
it be ethical for a librarian to refuse to give mformation where it is 
pursuant to a court order if it is founded on similar principles? I 
am trying to get a handle on whether the librarian privilege is the 
same as other privileges or whether it is different with respect to 
other kinds of privileges. 

Mr. Schmidt. I am aware of some reporters standing fast on mat- 
ters of this kind, flying in the face of applicable law and taking the 
sentence that the legal system hands them as a consequence of 
their position. I expect the same could be the case of a librarian or 
a library employee even in the context where a provision explicitly 
existed in the Stat-e law for disclosure. They could elect to deny the 
order in what they viewed as a higher ethical obligation and suffer 
the consequences of that position if it came to that as reporters and 
others have before them. 

Mr. Slobodin. OK. And this may be a naive question on my part, 
but it appears that this program. Library Awareness Program, has 
been around since 1982, why are these issues gaining such visibili- 
ty? Perhaps these issues have been raised for 20 years or so, but it 
seems that they are at another level of visibility. Why now? 

I guess what I am asking is why has it taken 25 years until it 
has gone to the stage of a congressional hearing? 

Mr. Webster. I think part of it is the securing the information 
on these activities. This has been a program that is not well under- 
stood, even to this moment. It has been a program that has in- 
volved the libraries in various parts of the country being subjected 
to requests frequently without a way of tracking on those requests 
or the imposition of the FBI on the institutions. 

In part it is because we simply haven't known that it has been 
this extensive, this broadly based, this formal as to be called a pro- 
gram, a Library Awareness Program. Availability of this informa- 
tion, once it ha& come to light has prompted a very strong and 
vocal response from all parts of the profession as well as our 
parent institutions. The universities have expressed the same con- 
cern. The minute that we have learned about it, we have been 
quite vocal. And upon investigation we have discovered that> in 
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fact, It does have a history. A history that U much richer, much 
more confoundmg, if you will, that we had thought. 

Securing information on the program has been very, very diffi- 
cult for us, even when we have had concrete information on which 
to go from. 

Mr. Slobodin. Another item. The Washington Post in an article 
on March 27 of this year indicates that there seems to be a split on 
this National Commission on Libraries and Information Sciences 
where they were addressing this issue. And I believe there was a 
transcript from that meeting from a request filed by the Bureau of 
National Affairs indicated that some of the members supported the 
program, the Library Awareness Program and one member here, 
Gerald Newman, chairman of the panel, said "We have the 
responsibility ... of being sure there's freedom of access of infor- 
mation, but I think we have another responsibility in upholding 
the Constitution of the United States, which is probably a 
higher . . . responsibility, and that includes citizens protecting our 
democracy and our republic." 

I wanted to get your reaction to that. 

[Th£ Washington Post article follows The transcript of the meet- 
ing of the National Commission on Libraries and Information Sci- 
ences IS reproduced in the Appendix.] 
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Librarians Want FBI to Shelve 
Requests About Foreign Readers 

Agency Faulted for Asking Information About Book-Borrowers 



Ry Hi'l McAilnUr 



When Univertlty o( MaryUnd 
Kbnrian Herte^t N. Foerttel 6^- 
covered th«it «n FBt agent lud vis- 
ited one of his libraries to denvind 
kiformation about the reading hab- 
Kii of indivUuaU with 'Eait Euro- 
pean or Rusaiar.*sounding names,' 
he was furious. 

*The never makes an ap- 
pointment. fou never know they're 
coming.' he aaid. They never 
apeak to a supervisor .... They 
contact the k>wer>level staff, flash a 
badge and disappear.' 

Incidents like that at Coliege 
Park have galvanized membert of 
one of the nation's quiet profet* 
•ions--libranans--into a bolster* 
ous lobby, demanding that Congress 
restrict a highly controversial pro- 
gram designed in enlist librarians in 
identifying and tracking the read* 
kgs of foreign diplomats. 
" The Federal Bureau of Investl* 
gation said the foreign envoys may 
be aecretly ferreting details of 
Afl)erican technology from undas- 



aified pubUcatbna and recruiting 
apiet. 

The librarians call the FDI'a 
brary awareness project' a clumay 
attempt to force them to break k)cal 
laws protecting the confidentiality 
of library uaers over information 
that is avitlable to anyone In thia 
country. 

"1 really don't see how a free so- 
ciety ic aUe to aay that technical 
ioumals have to be hidden from 
people with foreisn-sounding 
names* said Foerstel. 'I don't think 
it's going to work." 

Rep. r)ort Edwards (IKalif.). 
chairman of the House Judiciary 
subcommittee on civil and consti* 
tutional rights, apparently agrees. 
At a recent appropriatkma hearing, 
Edwards chastised FOI Director 
William S. Sessions, saying that the 
program might scare people from 
fibraries. 

let me tell you that Td be 
frightened if I . , . was afraid that 
the librarian woukl report me to the 
FBI for reading a particular book," 
Edwards uid. 'Anything that chills 
the desire, the interest of Amert- 
cans ... In going into libraries ia a 
very terioua nutter.' 

SeMiofM agreed to review the 
nearly lS-yc«r-oM project, but he 
defertded it u critical to his agen* 
cy's counterintelligence program. 
Americans must undersund that 
libraries are "where people are be- 
ing recruited for foreign and hostile 
intelligence sources," be uid. 

t/ntil librariana in the New York 
City area rniMicly complained about 
the pctiram m the fall of 1987. it 
was a littie-ootked part of a larger 
FBI program designed to warn de* 
fenae contractors sbout Soviet 
spies. Sinn the*, the FU ac* 
knowtedged contacting about 35 
libraries, mostly technical or acien* 
tiftc ones, m New York and Wash- 
ington. 

The agency won't discuss which 
libraries have agreed to oooperate 
and which have rehised. but the 
Amencan Library Association, 
which opposes the program, says it 
has documented about 12 rejec- 
tions, including the Maryland case 
and a similar approach at George 
M^Mn University in Jiprtheni Vir- 
ginia. 



The a aao cU tio n conaldera the 
confidentiality of library rsoocda a 
matter of ethlea. iu spokesman aay 
the PDI'a profraa ii a cosdy, tfl- 
oonceived effort designed to trans- 
form library clerks Into low-ievel 
intelligence agents. 

FBI offictais uy that ii not die 
case. In s ckwed meeting ki January 
with members of the NstkMsl Com- 
mission on Libraries and Informa- 
tion Sciences, s federal advisory 
panel, Thomas DuHadway. a deputy 
assistant FBI director for faitelli* 
gence, portrayed the proiect as 
very successful tnd appealed for 
support. 

*We don't wa&t you to be a spy,' 
De Had way told conunission mem- 
bers. "You're not trained to be a 
spy. 

"If in the legitimate course of 
your business you see something 
you think we ought to know about, 
please tell us," IXiHadway added. 
"And you ahouM know &om an ed* 
ucatk)nal atandpoint that there'a a 
poaaibility you could be an individ- 
ual urget of a recruitment ' 

Foerstel aaid the approach an 
agent made k) the fall of 1M6 at the 
l/niversity of Maryland chemistry 
mA engineerkig libraries that be 
supervises was more d'rect 

The first quettkM was: 'Do you 
hAve sny foreigners using the li- 
brary?" " Then, •With Esst Euro- 
pean or Rusaian-tounding names?" 
Finally, the librarians were asked 
whether the bdividuals had asked 
for any computer eearches and for 
the sreas ki which thty were kiter- 
ested. Foerstel sakL 

The librariane referred al the 
^oestkMU to Foerstel, who aaid he 
has had difficulty communicating 
with the FBI about the issue. Uni- 
veraity olfk:iak united over the kh 
cklent and taied t lormal policy 
dedarkv'thal no MirmatioB aM 
the borrowmgs of library patrons 
will be revealed without a court or- 
der, he said. 

. FBI ap^men declined to dis* 
cues Poereiera statements, ssykig. 
Tlie main purpose iof these con- 
tacts has been to educate the Hbrar* 
ians to the activities of the Soviet 
kitelligence services snd to seek 
the librarians' he^.'- 

The number of people considered 
*the potential 'hostile presence in 
this country*— more than 33.000 
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communis Woe diplomiu, ttudenu 
$nd viuton^makc the puUic'a 
help crucuU, m FBI aUtement uM. 

But the librxriaru uy the FBI 
policy fliet In the fMe o( Uwi in 32 
tutet. tncludlnf Maryland and Vir- 
ginia, which make confidential the 
tMrrowinp at public libraries. 

Not everyone associated with 
libraries believes that the FBI's re- 
quests are improper. When DuHad- 
way. the FBI's No, 2 counterintel- 
ligence expert, sppesred before the 
library commission, he found strong 
support smong some members o( 
' the presidentially appointed ptnel. 
A tranKript of the meeting recently 
waa made public in response to a 
Freedom of lAfonnation request 
filed by the Bureau of NstionaJ Af- 
fairs, a Washington publishing com- 
pany. 

*We hive the responsibility . . . 
of being sure there^s freedom of 
•coeu of information.' said Jeraid 
C. Newman, chairman of the panel 
and a North Woodmere. N.Y.. busi- 
oess executive. *But I think we 
have sflocher responaibility in up- 
hokiing the Conatitution of the 
United Sutes. which » probably a 
higher . . . responsibility, and that 
includes citbens protecting our de- 
mocrBcy and our republic.' 

Added Wanda L. Forbes ot Ck>- 
ver, S.C., «We couU do with s few 
less librarians who are so naive in 
these things.' 

Others on the federal commission 
expfesbcd concern and pu2ielement. 



however, over DuKadwi/s fe- 
marks. There seems to be s gen- 
ome bck of undertUnding sbout 
this issue.' saM Patrkse McDermott 
of the Ameriun Library Asaoda- 
tion'a Office of Inteliectual Free- 
dom. 

In the meeting. DuHadway alter* 
nated between appeals f6r help 
from the nation'a librarians to u- 
sursnces of su(,port for the privacy 
laws that protect Ubrsry records in 
many lUtes and the tradition of 
openness c4 American libraries. 
The agent saM the FBI is not inter* 
ested in bk)cking the access of dip* 
kmau to U.& libraries or with 
their sccess to classified materiaia 
in libraries. 

There are certain aectiona of 
specialised libraries that are aup- 
posed to be restricted.' he sakL 
'And those sre some of the sress 
that we find our Soviet fiiends out 
mucking sbout in. They resliy 
shouldn't be there. But ... if the 
librarian wanu to ghfe them access 
to that kind of information, that'a 
her choke.' 

DuHadway opened his presenU* 
tkw dting the massive ktteUigence 
efforts of Soviet Uoc.and Chinese 
govemmenU in the United Sutes. 
He acknowledged that *90 percent 
of what the SovieU collect in the 
U.S. is free. svailaWe and unclas- 
sified.* 

■ ... We don't have any coocem 
about that, but we do like to know 
who'a coUecting and what they are 



eolecting. and that'a a burden 
thit'a been put on m by presUefltial 
directive and law and we try to do 
that.' 

The FBI official said that while 
Soviet diplomats have the right to 
enter American libraries, intttti- 
genoe officers in their diplomatk; 
missions don't do so for fear of be- 
ing identified. "So that's what we're 
trying to do too ii. first of all, iden- 
tify these people: Who sr« the legit 
diplomats, who are the apiesT 

To support his case; DuHadwiy 
cited the case of Gemidi F. 
Zakharov. a Soviet dtisen employed 
by the United Nations who aot^ht 
to recruit a student at Queew Co** 
lege in New York, attegedly lor "Ve- 
search.* From initially requMtJnf 
that the atudent copy reporte for 
him. Zakharov progressed to in- 
structing him to stesl nucrofkhes 
from the University of Conaecti* 
cut's hl>rary. the FBI offkM siid. 

"You send them into the library, 
you get them used to doing thii^ 
for you .... It's s very slow pro- 
fression .... And then you work 
him up to the classified informa- 
tion.'' OuHadwsy ssid. 

Thst's what many blnrians say 
puaxies them. Many, like Foerstel, 
uy their Hbrariea contain no clas- 
sified materiiL 'As s public librvy. 
our doors are open to snyone who 
walks in off the street.* he said. 
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Mr. Webs'J.'er. Yes, I do have a reaction to that. There has been a 
resolution passed by NCLIS which contradicts that position. The 
resolution, if I might read it, states that "Whereas the fundamen- 
tal dedication of the National Commission on Libraries and Infor- 
mation Science to open access and the right of privacy has never 
been 8trong*»r, now, be it resolved and reaffirmed it is, one, uncom- 
promising commitment to the basic principal of open access to in- 
formation for all. Two, its equally strong commitment to the right 
of privacy for all users of our nation's libraries and, three, its un- 
equivocal support of First Amendment rights." 

So, I think it is a very strong and definitive statement. 

Mr. Schmidt. I might note that statement, which was approved 
by the Commission Wednesday last, was unanimously adopted. And 
I would be willing to speculate that the reason for an apparently 
different posture between January 14 and June 15, has to do with 
the unrestricted flow of information, pro and con on this program, 
leading the commissioners to conclude that they ought to take the 
position that they did last Wednesday. 

Mr. Slobodin. OK. Thank you very much. 

Mr. Edwards. We would like to move on. I might add that this 
subcommittee did not know that this program existed until just a 
few months ago. If we had learned about it in 196.5, or 1966, or 
1967, we would have certainly done what we have done and imme- 
diately called the FBI to account. 

Mr. Dempsey. 

Mr. Dempsey. No. 

Mr. Edwards. Thank you, very much. The panel has been very 
helpful. We appreciate it very much. 

TESTIMONY OF PAULA KAUFMAN, ACTING VICE PRESIDENT, IN- 
FORMATION SERVICES AND UNIVERSITY LIBRARIAN, COLUM- 
BIA UNIVERSITY, NEW YORK AND HERBERi N. FOERSTEL, EN- 
GINEERING AND PHYSICAL SCIENCES LIBRARIES, UNIVERSITY 
OF MARYLAND 

Mr. Edwards. The last panel to testify today is also welcomed: 
Paula Kaufman and Herbert N. Foerstel. 

Would you swear that the testimony you are about to give is the 
truth, the whole truth and nothing but the truth. 

Panel. We do. 

Mr. Edwards. Thank you. Paula Kaufman is acting Vice Presi- 
dent, Information Services and University Librarian, Columbia 
University in New York. We welcome you, Ms. Kaufman, and you 
may proceed. Without objection both of your excellent full state- 
ments will be made part of the record and you may proceed on 
your own time. 

Ms. Kaufman. Thank you, Mr. Chairman. I want to extend my 
appreciation to you for your efforts in holding these hearings and 
for the opportunity you have given me to appear before you today. 

On June 7, 1987, when I was the Director of the Academic Infor- 
mation Services Group at the Columbia Libraries, two New York- 
based FBI agents attempted to gain the cooperation of a support 
staff member in our Mathematics/Science Library to report to 
them on the activities of foreigners who use that facility. The con- 
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versation was interrupted by a member of our professional librari- 
an staff and the agents were sent to talk with ne. I met with them 
on June 11. At which time they explained to me that they were 
conducting a Library Awareness Program in New York City, the 
purpose of which was to alert the librarians to the possibilities that 
foreigners from countries hostile to the United States wer£ using 
our library resources to piece together data which would jdeld in- 
formation dangerous to our national security. 

They focused technically on the journalists which we subscribed 
to in that library and explained to me that these foreigners could 
piece together bits of information from the articles that appeared 
in these publications that would threaten our national security. 
They asked us to report on who was reading what, and I refused to 
cooperate with them. 

They then changed their tactic and explained to me that libr^ 
ies were popular places in which these foreign intelligence agents 
recruited both students and librarians who they described as being 
traditionally poorly paid to help them gather their information and 
they asked that we report to them on any foreigners from coun- 
tries, again, hostile to the United States, particularly the Soviet 
Union, who were suspicious. 

I refused to cooperate with the programs, citing that this would 
be a violation of university policy. New York State law and the 
First Amendment guarantees of privacy. Subsequent investigations 
indicate that this program has been carried on for many years 
throughout the country. Though the FBI as we have heard earlier 
today has asserted that it has been confined to the New York City 
area. 

If library research by foreigners is truly a threat to our national 
security and if libraries have been prime sources for recruiting for 
so long, it is difficult for me to understand why the Bureau has not 
made us aware of this imminent danger before. And if this threat 
is so wide spread, why it has not broadened the program to include 
other cities and educational centers. 

As vre heard earlier today, the program is more widely spread 
than we have known before. It is also quite difficult to credit the 
FBFs claim that hundreds of thousands of pieces of technical 
microfiche have been stolen from our country^s libraries without 
any of us knowing it. We at Columbia have more than a billion 
pieces of microfiche and I have been a librarian for nearly 19 
years, I am not at all aware that there has been any wide spread 
theft of materials of this sort. 

Surveillance of user's activities by librarians is impractical as 
well as illegal. Columbia University as a United States depository 
library is required by law to make its collections of U.S. Govern- 
ment documents available to everyone, regardless of their connec- 
tion with the university. 

Any major university community includes significant numbers of 
citizens and scholars of foreign background. At Columbia, surveil- 
lance of people with foreign sounding last names and accents might 
well focus on some one like Abignew Brzezinski, the former Nation- 
al Security Advisor to President Carter, a member of our faculty 
and who is not necessarily known u> many members of our library 
staff. 
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Furthermore, it would contravene State law which guarantees 
the confidentiality of borrower's record and the American Library 
Association's code of ethics. It seems to me our society faces a far 
greater threat from the loss of our basic rights of privacy and 
access to public information than it does from the use of unclassi- 
fied material by foreign nationals in our libraries. 

Any threat to our national security which results from the exer- 
cise of these rights is the price we must pay in order to remain a 
free and open democratic society. The right to privacy is a funda- 
mental part of the First Amendment right for information. I sup- 
port the American Library Association in calling upon the FBI to 
end the Library Awareness Program and to desist from recruiting 
librarians and staff to monitor the use of libraries. 

Thank you, I will be pleased to answer any questions that you 
might have. 

[The prepared statement of Ms. Kaufman follows:] 
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PREPARED STATEMENT OF PAULA T. KAUFMAN, COLUMBIA UNIVERSITY 

June 20» 1988 

My name is Paula T. Kaufman. I am the Acting Vice Preside t 
for Information Services and University Librarian of Columbia 
University, New York City. 

Mr. Chairman, I want to express my appreciation to you for your 
efforts in holding these hearings and for the opportunity you have 
given me to appx^ar before you today. 

On June 7, 1987, when I was the Director of rhe Academic 
Information Services Group at the Columbia Libraries, two New 
York-based FBI agents attempted to gain the cooperation of a support 
staff member In our Mathematics/Science Library to report to them on 
the activities of foreigners who use that facility. The agents were 
interrupted by one of our professional librarians, who sent them to 
talk with me. 

These two agents came to see me, by appointment, on June 11, 
1987. They explained that they were conducting a "Library Awareness 
Program" in New York City and that they wanted to alert Columbia's 
library staff to the dangers which could result from persons "from 
countries hostile to the United States" using our science libraries. 
These foreigners, they continued, could uncover information dangerous 
to our national security by pie2ing together data from a wi<*^ variety 
of sources to which we subscribe. 

When I refused to cooperat:e in this undertaking, the agents 
tried another tactic. They explained that libraries such as ours 
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were often used by KGB and other foreign intelligence agents for 
recruiting activities. Citing the Zakharov case as an example, the 
agents warned that students and librarians, "who are traditionally 
underpaid," are the primary targets of these recruiting efforts. I 
continued to refuse to spy on our users, explaining that such 
act-.vities would violate our institutional policies, the right to 
privacy afforded by the First Amendment, and the laws of the State of 
New Yjrk. At their request I provided the agents with information 
about who was entV.led to use Columbia's libraries. They did not 
press their case further. I have had no direct contact with any FBI 
agents since then. 

After the agents left, I contacted a few colleagues in New York 
City to ask if they had had similar visits and to tell them about my 
experience. All were as outraged as I . I also informed the New York 
Liorary Association, which relayed my report to the American Library 
As sociation. Although the first press report appeared in late August 
1987% it was not until the New York fimes ran a front-page article on 
September 18, 1987 that word of the Library Awareness Program began 
to be widely disseminated. 

Despite the information contained in the FBI's February 1988 
report. The KGB and the Library Target 1962 - Present , despite 
arguments contained in newspaper columns such as Phyllis Schlafly's 
("It's Librarians' Duty to Help Catch Spies." USA Today , May 24. 
1988), despite incorrect descriptions cf my previous activities and 
an Inference by the chairman of NCLIS that I am unpatriotic, and 
despite the hate mail I have received since last Fall, I remain 
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convinced that the FBI's Library Awareness Program is 
ill-conceived. It violates our country's basic democratic 
principles of privacy and the free and open access to information. 
The powerful words of James Madison ( The Federalist Papers ) still 
resonate: "[A] popular Government without popular information or the 
means of acquiring it is but the prologue to a farce or a tragedy or 
perhaps both. Kno'-zledge will forever govern ignorance and a people 
who mean to be their own governors must arm themselves with the power 
that knowledge gives." The Library Awareness Program threatens to 
hinder and prevent the open access to information which our Founding 
Fathers held so precious. 

The mere thought that a librarian or anyone else may be 
watching over one's shoulder and reporting to the government on one's 
readin:> habits conjures up images of Big Brother and creates an 
enormously chiUit.g effect on all those who use libraries. The 
library's role in our society is to provide access to information 
within a context of privacy; this role has been underscored by the 38 
states and the District of Columbia which have enacted laws to 
protect the confidentiality of borrowers' records. It is further 
underscored by the Amer^'ian Library Association's Code of Ethics: 
"Librarians must protect each user's right to privacy with respect to 
information sought or received, and materials consulted, borrowed or 
acquired. " 

In its coverage of this issue, USA Today asked seven people. 
"Would it bother you if the FBI were told what library bouks you 
checked out?" Doris Marvel of Plattsburgh, NY responded eloquently, 
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"Absolutely- Being able to go to the library and read what we want 
is one of our inalienable rights. It's not the librarians' job to 
spy on people for the FBI, Their job should be about books. Nobody 
tells me what I should or shouldn't read." Larry Mathias of 
Homewood, XL agreed that the FBI may be asking librarians too mucn, 
but said, "I wouldn't have a problem with it.,., And if those steps 
are necessary to protect our national security, then they are a 
necessary evil." 

I disagree with Mr. Mathias. These measures are an unnecessary 
evil. The threat to our national security posed by library users has 
not been demonstrated beyond question. I cannot dispute the claim 
that some recruiting activities may take pierce in some of our 
nation's libraries. The convenience of the location is obvious. 
Nevertheless, I am not at all convinced of the validity of the FBI's 
assumptions regarding access to sensitive information, ror • ^e 
record, I should note that Columbia's library collections do not 
contain materials which are classified, proprietary, or secret. 
Although our collections are maintained for members of the Columbia 
community, we do permit limited access to scholars from other 
institutions. Furthermore, as a U.S. Depository Library we are 
required to make that collection accessible to anyone who wants to 
use it. It seems terribly ironic that while one branch of the 
government has long maintained a system through which 
government-produced information is freely available to anyone, 
another government agency has a recently-revealed history of trying 
to abridge the freedom to use that and other collections. 

- 4 - 
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I find the FBrs report of the theft of hund.-eds of thousands 
of items of microfiche from our nation's libraries very curious, I 
have been a professional librarian for nearly 19 years. I have 
worked at two major research libraries and in a special library in 
the corporate sector; I also founded and ran a busiit.-»ss in the 
information industry for three years. During all this time, 
throughout which the FBI has apparently carried out its Library 
Awareness Program, I have never been aware of the wide-spread 
disappearance of technical microfiche documents. I do not doubt at 
all that foreigners have removed such materials from libraries. I 
also do not doubt that US citizens have removed such materials from 
libraries. However, I am sure that the widespread loss of hundreds 
of thousands of microfiche oieces would not have gone unnoticed by 
the library community. We are much too alert, and our networks are 
much too developed, for this information not to have b^^in 
disseminated. 

The FBI's request to me to report on foreigners using our 
libraries is one with which I could not practically comply, even if 
•mr institution supported such cooperation, which it does not; even 
if such a request did not contravene my professional ethics, which it 
does; even if it did not infringe upon the First Amendment and 
privacy rights of all library patrons, which it does; and even if it 
does not violate the laws of the State of New York, which it does. 
The academic community, indeed, American society, includes persons 
with a variety of backgrounds, interests, and nationalities. The 
FBI*s definition of "foreigners" is sufficiently vague, and the 
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environment at Columbia is sufficiently international, that it 
becomes patently absurd to even think about how one is to identify 
possible spies from among our general population. Certainly, the FBI 
could not intend us to report on the activities of all people with 
foreign-sounding names or with Eastern European accents. Zbigniew 
Brzezinski, for example, who is a member of our faculty but who might 
not be known to a liorary worker, could easily fit that definition. 
Academic institutions value and protect academic freedom, which 
includes the freedom to follow disparate ideas, read a wide variety 
of sources, and think new thoughts. To interfere in tnat process in 
any way is to interfere with the very nature of the enterprise. We 
should be looking for ways to acquire more materials for open use and 
to stop th2 deterioration of the materials on our shelves, rather 
than for ways to interfere with the use of what we already own. 

It seems to me that our society faces a far greater threat from 
the loss of our basic rights of privacy and access to public 
information than from the use of unclassified material by foreign 
nationals in our libraries. Any threat to our national security 
which results from the exercise of these rights is the necessary 
price we must pay to remain a free and open democratic society. Yes, 
the FBI should continue to carry out its mandated 

counter-intelligence activities. But it should not ask us to help do 
the Job for them by abridging the individual freedoms which this 
country values so highly. 

The FBI agents who visited me described the Library Awareness 
Program as a New York City operation. Statements issued by the FBI 
early last fall did nothing to dispute that assertion. Through the 
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efforts of enterprising repor*-ers and others, it now appears that 
this effort has been in operation for more than two decades. What 
puzzles me most is that if the FBI sincerely believes that librarians 
are in danger of being recruited by foreign spies why has it confined 
its efforts to New York City? Why has it not widened this program to 
such cities as Boston, Washington, Chicago, San Francisco, and other 
noted educational centers throughout the country? Why has the FBI 
left us uninformed about this so-called danger for sLch long time 
if it truly felt we were at risk? Why was it not unti^. 1 contacted 
colleagues about the program that it was kept secret? If the danger 
was considered so great, why were we not warned years ago? 

The right to privacy is a fundamental part of the First 
Amendment right to information. The right \o information was clearly 
the intent of the Constitution's framers. I support the American 
Library Association in calling upon the FBI to end the Library 
Awareness Program and to desist from recruiting librarians and 
library staff to monitor patrons' use of libraries. I urge this 
Committee to consider enacting legislation to ensure this. 
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Mr. Edwards. Thank you, Ms. Kaufman. 

The second member of this panel to testify is Herbert N. Foer- 
stel, Engineering and Physical Sciences Libraries at the University 
of Maryland. Welcome. 

Mr. FoE^TEL. I am testifying today not as a formal representa- 
tive of the University of Mainland or it} libraries, but an an admin- 
istrative head of two particular libraries at College Park that have 
been visited by the FBI. 

The first visit at the University of Maryland occurred over 7 
years ago when an agent came to the Engineering and Physical 
Sciences Library, Technical Support Center and the pattern that 
was followed then has been followed across the country to date, 
which is one of avoiding any appointments, no phone calls, no con- 
tact in fact of any kind witii supervisors. 

The tendency has been to go to a staff member at a desk, flash a 
badge, and refer him specifically to national security, in an at- 
tempt to influence or intimidate library staff into providing infor- 
mation about patron records. 

In this particular case, the librarian was intimidated to the point 
that she did not even report the incident until a year or so later 
when she left employment at the university and it was only at that 
time that I discovered what the agent had asked was that the li- 
brarian monitor the use of technical reports, report the names of 
anyone using such reports, whether they be students, faculty, staff 
members, or the public at large. And as it turns out, from my exit 
interview, there is strong evidence that sh? did in fact provide such 
mformation. 

The most recent visits to the University of Maryland were a year 
and a half ago when once again an agent came to the Engineering 
and Physical Sciences Library, Technical Support Center. The em- 
phasis was on foreigners or to use the terms that the agent gave 
us, "people with foreign sounding names." And the request was, 
Do you know of any people with foreign sounding names who fre- 
quent the library, do you know of any people with foreign sounding 
names who re'^uested data base searches? 

After little useful information was provided, the agent went 
across the street to the Chemistry Library. Once again, "Do you 
know of any people with foreign sounding names frequently using 
this library, requesting data base searches?" The librarian at the 
Chemistry Library tried to recall any foreign sounding names she 
could think of. But when the agent pressed the matter to the point 
of asking her to remove files from the file cabinets giving the pre- 
cise names of people requesting data base searches and what sub- 
jects they requested— bv the way, these data base searches are 
nothing sophisticated, the computer equivalent of the traditional 
indices that any library has— at that point the librarian balked and 
referred the matter to her supervisor. And it was at that point that 
I got directly involved. And by that time, the FBI had disappeared 
and was not seen again, to the best of my knowledge anyway. 

It is Important to keep in mind that none of the libraries at the 
University of Maryland has any classified or restricted material. 
Anything on our sholves can be acquired from the publishers, from 
the book stores, from the Government for that matter, by dropping 
o ch«Cn. lii llit; iHail, iiaiiieltiab and faceless. 
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So it is really difficult to see any particular purpose for such har- 
assment of libraries. Although there may not, in fact, have been 
any purpose, any useful purpose in the program, it seems to me 
that there was some useful response to it. The University of Mary- 
land has tightened and clarified its internal policies with respect to 
patron confidentiality and libraries around the country have done 
the same. 

But in Maryland perhaps the most useful result of this was the 
Rosenberg-Kopp Bill which makes it illegal for any library in the 
State of Maryland to reveal the contents of patron records. By 
patron records is meant basically any library function or service 
that associated a patron's name with it. And Delegate Rosenberg 
was responding specifically to the Library Awareness Program and 
he was outraged at its violation of intellectual freedom and confi- 
dentiality. 

It is important to keep in mind that there are 36 other States in 
this country that have such library confidentiality statutes. And in 
every case, such law addresses the behavior of librarians, not the 
FBI. It tells librarians that they are bound by law to just say no, 
but it doesn't in any way hamper the FBI's imposition on libraries. 
I have attached in my written testimony, some interviews with 
Senator Paul Sarbanes and former Senator Charles Mathias, both 
of whom strongly object to the Library Awareness Program and 
support our response to it. 

I would like to briefly comment on the FBI's own description of 
their Library Awareness Program as expressed in the study, "The 
KGB and the Library Target," and in its presentation to the Na- 
tional Co'iimission on Libraries and Information Sciences. [Both 
are reproduced in the Appendix.] 

First I was disturbed by the FBI's obsessive concern with the 
open society that we live in and with the Soviet access to unclassi- 
fied information. For instance, on page 2 of the FBI report, it 
stat^, "In all instances the SIS is in search of sensitive but unclas- 
sified information which provides the Soviet Union with the neces- 
sary tools to keep pace with America's scientific and technical 
achievements." 

Page 5, "The information available to the SIS in the specialized 
and technical libraries is not classified, restricted, or unlawful to 
collect or maintain." 

Page 11, "Much of the take comes from completely open sources. 
Trade and technical magazines are shipped to Moscuw by the thou- 
sands. Technical developments reported in the press are clipped. 
Soviet officials attending industrial fairs and exhibitions come back 
with shopping bags full of sales brochures and technical layouts." 

Page 30, "About 90 percent of the roughly 100,000 documents ac- 
quired each year world-wide are unclassuled." 
^ Page 31, "Virtually any American public library would reveal in- 
.jrmation in the areas of aviation, projectiles and explosives, armor 
and electroK)ptics, missiles and space. 

And it goes on and on about the terrible danger in any public 
library. Page 32, "The Soviet Union Intelligence Services informa- 
tion collection effort seeks to acouire significant material from 
America's data bases of sensitive but unclassified scientific docu- 
ments and technical reports." 
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Page 6 of the National Commission on Libraries and Information 
transcripts says— by the way, that was the testimony or the presen- 
tation of Thomas Duhadway, the Deputy Director for Foreign 
C!ounterintelligence— and he told the commission, "You must re- 
member that 90 percent of what the Soviets collect in this country 
is free, available and unclassified." 

On page 7, he reminds us, "As I previously mentioned 90 percent 
of what they collect in this country is unclassified, freely avail- 
able." On page 11 he tells us again, "Ninety percent." And so on 
throughout the report. 

Such emphasis on Soviet exploitrition of our open society leads li- 
brarians to suspect the FBI's plans and motives. However, the FBI 
did offer librarians some assurance in its NCLIS presentation. For 
example, on page 19, Mr. Duhadway tells us, "We don't have a 
problem with the GRU military man coming into a library and get- 
ting information that is available to each and every one of us. That 
is fine," he tells us. 

Page 25 he says, ''We are not there because we think they should 
not have legitimate access to unclassified information. If it is un- 
classified, anyone can have it, we don't have any problem with 
that. 

Page 30, "First of all we are not concerned about people having 
access to information, it is legal, its non-classified information. This 
country has made a decision and it is not the FZV^ business as to 
^hat is available.'^ 

Page 34, "We are not interested in the identities oi library users, 
we don't want you to be a spy." He tells librarians, "You are not 
trained to be a spy." 

Page 42, "We are not searching for lists of library users what 
have you, but the anomaly that takes place in the library." 

There was a question asked of Mr. Duhadway about the confiden- 
tiality laws such as the one signed into law a few weeks ago by 
Governor Schaefer. The librarian asked him, what do you think of 
those laws? And Mr. Duhadway says, "I think they are right. What 
is wrong with them, nothing. As I said when I started, I have no 
problem with confidentiality of lists of users, we are not interested 
m that at all." 

But there remain many contradictions in the FBI's words and be- 
havior. In the same NCLIS transcript, Mr. Duhadway concludes, 
"We can't, we are not in a position to get subpoenas or administra- 
tive Buh*)oenas or court orders or what have you. That all becomes 
public. We don't want to do that unless we absolutely have to." 

That sounds like a continuing interest in patron records. But the 
clearest contradiction is between the FBI's words and deeds. De- 
spit*, his insistence that the FBI haa no interest in the identify of 
user records, that ia precisely what they have requested in every 
visit to my libraries and as far as I know in every visit to other 
libraries around the country. 

Another contradiction concerns his claim, "We don't want you to 
be a »py." Let me quote from an a^-ticle entitled, "Spy, Spying On 
A Spy For The People Who Spy On Spies" by Robert Colbum, a 
librarian at Columbia University. Mr. Colbum was recruited by the 
FBI after Igor Mischenko from the Soviet Mission to the UN pur- 
chased technical reports from his library and Colbum tells us, 
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"None of the reports that Mischenko bought was classified, but/' 
he adds, "it is estimated that as much as 90 percent of the informa- 
tion collected by intelligence agencies is not secret." That sounds 
familiar. 

**Still, this placed me in an ethical dilemma. Here was a Soviet 
who wanted to get his hands on U.S. technology and librarians 
aren't supposed to restrict information or who gets it. I decided to 
call the State Department. An FBI agent phoned me back 3 days 
later and asked me to come down to the New York Federal build- 
ing. After I told what I knew, the agent said, Mischenko hadn't 
done anything illegal but would I be willing to become what the 
agent called an asset? Would I meet with Mischenko and then tell 
all to the Bureau. I bought in." 

CJolburn then attempted to conjure up a thrilling James Bond 
like scenario of free lunches and dinners with Mischenko, confer- 
ences with the FBI case officer and even a polygraph test of Col- 
burn to reassure Washington. 

Colbum tells us, "I cleared the polygi*aph test and continued to 
eat my way through my own version of a second Russian grain 
deal." But then suddenly just as we were prepared for some real 
action, romance, violence, anything other than free lunches. Col- 
bum's story ends, Mischenko returns to Moscow, no laws broken, 
no spies are trapped, just a lot of free loading by the librarian. But 
Colburn puts the best face on the affair, "I was relieved, my experi- 
ence had been relatively benign, I was able to steer clear of both 
super powers without jeopardizing my country. Others have not 
been so lucky. So goes the exciting life of a real librarian." 

Thank you. 

Mr. Edwards. How much weight did he put on? 

Mr. FOERSTEL. I didn't check. 

[The prepared statement of Mr. Foerstel follows;] 
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Test imuny Bnforr House Subcommittee on Ci\il 
and Const 1 tvjt 1 ona 1 Rights 

I am t.estif\ir»g today. not aj^ a representative of the 
Inivr-rsity of Maryland or its Library System, but as the 
administrative head of twn particular libraries at College Park 
uhich ha\e be'en visited by the FBI omt X.h:- pa*^t f^M. years. 
Several years age. before the recen* media attention* the 
En«uieerinh' and Physical Sciences Librarv at the University of 
Marvland 'ms visited b> an FBI agor.t . Th^- procedure followed then 
by the FBI has since become the pattern for all such visits to 
libraries around the country: n( prior notification or 

appointment and no contact of an> kind with supervisors. In 
their initial visit to the Kngineering I.ibrarv the FBI asked a 
staff membrr to note tie name of any librarv user, whether he or 
she be faculty, student, or general public, who read or : guested 
particular technical reports, and to report such names regulariv 
to the FBI. The staff mt-mber was intimidated, and apparentlv 
provid^'d the FBI with some patron information. Only sometime 
iHti-r. when she left employment at the Iniversity. did she not if v 
me of the entirf- episode. 

1-^ i"'Pf^T-*ant to keep in mind that the En>|ineering and 
fhycu.:,j Scjencpp Library ouns m classified material, and that 
anyone wishing a copy of an>thing on cur shelses is free to buv 
H fron: bt)(.kstr>res . pviblishers or T.S. Grvf^rnment ngen( ies. S-nce 
ui nun no restricted material, what ould be the possible purpose 
< f FBI hnrr nssn.ent Recent FBI comment <■ in the pres<=^ sugfiest a 

■ oncprh that Amnriean h n?h trchnolngy information is flovinj^ to 
f.ir^Mun .-ount rie-- thmufih the f-t.mdard schularlx publ i ci? t i on^ 
lt^M.la^.^. I.. Uip i-ubl.c. As ^» r^^sult. foremn.Ts in libraries' 
hM^. l....M..nf onr (f He FBI's m,sf reccr.* f o.us.ses . About a v..-,r 
^^^^ xi^'t...i tl,- rhMmi^try and V,uR i inn librarws 

C.I lit;, P.'itU. ML'Mir^ nil 1 nt ai n i nc lu^ ]U-^fil< and ;i\oidnr: 
vnp<r\ 1 s.>rs . Aftf-r flashing a badar* md ♦*\pr«»ssins iiispe.-ifir 
i:.n. rin f.r ■nMtit.n..! sf-.-uritx.' t h- h^vuI in(i\.jred »?eTiMr;ij|v 
f-.r-iCn.rs ■ . ;m.v ],!.r;.r-.-. u-.- .;Mh -fcreitln s-^ui.dinc 
l«'»TiMHr.^ (.T, dut\ u.-ff. H-ke.i tc recall ar.N such 
''-i'lL- '},.■ 'ibr-.uj.^ a-Mi ..h.-i t ni -i » r» ? i ;, ] s the-. r-ad. \t 

'-^'^ Iibr,-.i^ in.. nt .a j.i^ ^ ,i ^>-. r t i cu 1 .i r intrr^st i r. 

■■""■I ' ' '•••'^ 1 it-F:,!ur.. s»„,-. h.s. th.- data basf eqwixMient of 
' ' * i r.T.t.-d ,r.d... CM ab »r.MMK, and a^k. ti that 

!;•'; ' ' '"^ ^' -.■.-.i-.-h. ^ i... .■sMm,....d I.. d.-t . MLin.' ul,..; 1,( , 

"""■^ s.r^ici.. Fast Fiiropean or Rvisman 

" M-' Mil .T.t...,..t. .iL.n^' uith fin- sul;..--!. -;ueh 

-»:.wh..i. Th. l.'.r;Mi.ie ,..,> ui.t- .mr. = : t .,b I . ^)'.h the 
>'^d |.i..v littl.. .p....;fM- II, format inn. but. in 

-i* ?"ti 1 ..t p. ii,v(.f . c^nridf.nt lal 11 \ . shi did 

^■■'•I bi >-l 1.1 . >i>| . J .. t - , 
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ThM number of libraries that the FBI has visitrd natjonallv 
during thpir Library Awarenrss p.^oflram \s uncon f i rniMd , primarUv 
b(»rause of t.hp surrppt i t i ous way that libraries hn\p bepn 
apprcaohf-d. But at W^ast ninn librnrios havp formMiiv complained 
about FBI visits: Columbia Ifniversity. rmvprsitv of Linmnatti 
Nrw York University, SINV -Bu f f n 1 o , I'r.ivprsjty of MarvJand, George 
Mason University. New York Public Library, Broward Count v Public 
library (Fla.). and Brooklyn Public- Librar\. 

In 10H6 the Liiivprsity of Maryland campus legal offinrr 
indicated that Maryland law noithpr required nor prohibitpd the 
divulging of personal borrower or user records at the Universitv 
of Maryland. However. as a result of thnse unwarrented FBI 
intrusions on acadnmic frnedom, the University of Mar\land 
Libraries attemptnd to claiify and formalijjn an internal policM 
protPcting confidentiality of library records. But t he most 
important recent event \u MaryUtjd was the unanimous. passage of 
thp Rosenberg-Kopp Hi 1 1 ( HRl 239 ) , making it illegal for anv 
library in the state of Maryland to reveal thr contents of 
library patron record>;. including database spare hes. We now have 
the wpi]?ht of law behind our internal policy. ensuring that it 
cannot be rescir.ded or comprcjmised arbitrarily or frivolousjx. 

Currently Maryland :s among thirty-six states which ha\e 
confidentiality of library records statutes. However, it is 
imporlarM to nctt that all of these statutes address the bf-havior 
of librarians, not of FBI agpr.ts. Our profpssional ethics, now 
supported b> tclis us: .lust sav no' Rut t hr FBI cootinues 

attempts to restrict arrr ss to library i n forma t i or. , to solicit 
f-unf id.-nt '.al uspr information, and to intimidate or recruit 
librarians into comp I i c i ! y . 

f-.ipiPs of sPM-ial diu'umi'nts rri r^on f i den t i a 1 i t \ (.f borro\-er 
rr*-c.rds ac-c-omp.nti> thi^ t.-stinnt.y. inrludir.k/ art u Us ar. i 
intprvipus T havp wfittrn on this sub jfci fnr t h.- Ma r v 1 .irui 
Libra! y As- n.- , a t , or, ' s offi.ial pwMM-aticin. Alloi me to quote- 
bripfl> fr-oni my iritpr\ii»ws with fiirm^r Spfi-it w Ch.irlfS Maihias 
and S.»riator P/iuI S,»rb;uws. In July 198. i SpnaTor M.ithias stat^'d 
his (.(pf.sitMV, f;M inlru^tMM-. .,t. librai:ps: [ ».uM L- v^-r 

sPMsi-iM^ n\.iur iL. .■ff,..i. ui. ludtnc -M n i r: i si. i nL' i.st ..f 
lib:. ill. s, th.1t . n,,].l r.-s.iM .r p.n.l.. tl,MunM» W.-- xf^r.- ..inc ' .-- 
b. (pj. st ,(.r..Mj mIm..,. uh.it tiM- had :-.atJ. \ M . s t . . r i .i n m. gh t b.- 
"''""*'"*»'^ 'd;.iiu. ..jf M.-Mi K:.n.pf Ki-Mtnl. Up*., h-e-i 

-■•'t^'JM. t. >h I ^.,1 r.r liisriL- h, I r thf- -".-na-p.- In 

- s. -..H. i s..i:..u.. s ..1. .t,..,.»t 

d» r.c. ,r. inL- t»M-.. MU visMs: -I d-n't Ml . nK -his snrt ..f thini: 
^'""'■•^ »'''wr .-M'.n.r I ,r.'..- v.-r s!, M e «r. .11. L. f<u 

pi -1 . r..;^ . !• vIh.uM f,.-,- bt fi^fnr-w PNi-.d.tior. 

7hi- »s :. r,..,. S..C Mr.d th.. f,.-.. ..\plr,, ;,l ,, .t i.iPn. ,^ , n 

' I'-*' ' ^' ^--Wl^. \ft.M ali. rsMi. chMlvir.u 

■ •"• "'^ d.^..w' .mlI- ..ml .■■I.'.-., . iiLra;- 

'/^l'- • ^"^""'^ ' • ■q.,:.,..u» I ...i. ! .Mi.-r ^<U.r,.is 

'M'l''.- r-^)...'.^.- ., - ,».i;,tiwi thai s}w..il.l fu-t hi.\- 
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Thani' y<»u fur « i ra t i on . 



Hrrbri't N . For rnt f» I 
Hnad , Branch 1. 1 hra r . o s 
lniversit> of Mary ifUid 
Col Park , MO 2074 2 
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TMi Cupping ProotiMd by 
MODC^RESS CLJ^.INC 
••ItlmOff. Mvylwid 



Sun 

Baltimore, Md. 



Md bill to curb library probes pushed 



House OKs measure 
taiigeted against FBI 

By Doui Birch 
Annapoiia Bunau of The Sun 

ANN APOUS — A b(U detuned to 
thwart the Federal P ireau of mveatJ- 
tfition'i attempt to keep an eye on 
foftiarim thrtiiMh Ubraiy records in 
Maryland and elaewhere paiied the 
House of Delegatea yesterday by a 
vote of 1334. 

The bill. draAed to prevent the 
FBI from reviewing, vithoui a sub- 
poena, the records of Maryland's ac* 
ademJc Ubraiv patrona. next will be 
Ctken up by the Senate. 

Written by Delegate Samuel I. Ro- 
senberg. D-BalUmore. the blU would 
broaden eurrent state law. which 
now ban the releiM of patron rec- 
ordi from public libraries, to include 
private libraries and college and uni- 
^venity collections. 



While the legislation does not 
mention the FBI. Mr Ro6enl -;g said ^ 
he wrote ft in rtaponse to «^ncems " 
about the bureau a nationwide U* 
brary Awareness Program,* Under 
Chat prr^gnun. FBI agents have asked 



Ubraiy workera at the Udifflllty of 
, Maryland. Qplum bia University, the 
Untversitv of California at Loa Angel> 
c* and elaewhere to report on the 
aotvitiea of auspicious foretgnera- 

"Hie Information they're aecklng 
hen ts far removed from any \tpn* 
mate secuilty concern or legitimate 
criminal aurvelllance neecTof the 
FBI.' Mr. Rosenberg aaid in an inter* 
view yesterday. In a letter seeking 
■upport for the blU. Mr. Rovenberg 
warned that 'our university Ubranea 
axe no longer safe froM the antl* 
communist nystena and xenophobia 
of the Reagan administration.* 

Testifying befoiv a congmalonal 
Subcommittee in Washington 
Thursday. FBI Director William S. 
Sessions aald foreign Intelligence 
aemces. particularly the Soviet 



KCB. aee specialized technical l! 
branes aa key places to meet and 
recruit students and teachers for es- 
pionage. • • 

The Ubrary Awareneaa Prpgram. 
he said la meant to (ve Ubrarlans a 
Chance to alert theTBl when they 
see suBptekxis behavtor. • • • 

Repreaentatlve Don Edwanla. D- 
Okllf . aakl he wu dutuited by tome 
aapecta of the pnftm, Xet me teQ 
you 1 would be afraid to go to the 
library If 1 thoughi the Mbrmrlan was 
k»klng and m%ht report :ne to the 
FBI tf t took out a particular book 
Mr. Edwarda aakJ. 

In defending the program, the FBI 
has emphasized it la not interested 
In keeping track of what library ps- 
trans are rtJding. only in cod^utl 
by auspected ror«1(m agents. In^Mrac; 
dee. though, the FBI evidentlyfh|s 
•ought to use library records tOtUeh^; 

suspickxis pationa. * I **f 

Herbert N. Foentel. head ^£he 

See FBI, 6A. dXrh 



Marylaod House approves bill 
to curb FBI probes at libraries 



FBI.fnjmlA 



I 



University of Maryland's brar.ch li- 
braries, yesterday S4id that an FBI 
agent, visiting the Ch^mlstrv Ubrary 
at the College Park casnpusJast year, 
asked a librarian to comb computer* 
ized data base search records 

The FBI agent wanted to learn 
the nar tes of borrottjers with "Rus- 
slan*sound[ng or E^'utem Europe* 
an soundlnc names. Mr Foerstet 
said, and the subjecjs such people 
had searched " j 

The librarian, he' said, initially 
tned to help the a^eri but later had 
second Ihouahta and refused to co- 
operate further with )ui authortza* 
'ton from her Supen t> :re 

The FBI aijenl nrvr talked with 
library omrlaJb. Mr Ft ersiel sajd. al- 



thoi-gh he or another FBI agent a 
proached a librarian at Colie] 
Park's Engineering and Physic 
Sciences Ubrary — who re.used 
cooperate. 

No names of patrons were provl 
ed. said Mr Foerslel. who testified 
favor ofthe Rosenberg- Kopp bill B 
he said six years ago a librarian 
the Engineering and Physic 
Sciences Ubn»ry had. apparent! 
cooperated wi h a similar reque 
and. hr belirvrs. provided names 

Judith Krug. director of the Offl- 
for Intellrclual Freectom of tl 
American Librar>- Association sa 
hrr group is opposed lo tht release 
Ihr names of library patrons and U 
books they've rrad. unlrss the inve 
llgator has a subpoena 
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Sensitive But Unclassified: Government Thre^teA'^i 
Access to Data Bases 
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EDITORIAL 



MV are proud of the way those stalwart librarians responded to the FBI 

A Professional and Patriotic Duty 



We are iratcful to Paula Kaufrnan and (he many 
other librarians who firml> declined to coopcracc 
wiih ihe Library Awareness Program of ihe Fed- 
eral Bureau of Invest igation. Their painoiic and 
professional action has buttressed freedom of in- 
formation, und. now that it has become public, 
has demonstrated to a forgetful societ> and gov- 
ernment the strength of at least one profession's 
commitment to thai free, unrestrained access to 
information that is the nght of all the cin/cni of 
the world. 

As a reminder, the library position on the 
matter appears this way m the American Library 
Association's Code of Ethics; "Libranans must 
protect each user's right to privacy with respect 
to inforTTiation sought or received, and matenaJs 
consulted, borrowed or acqui*'ed." In 38 states 
that right to confidential use of libraries is now 
protected by state law. The principle of indivtdu- 
aJ pr vacy and liberty is. of course, as old as our 
nation and is embedded in our Constitution's Bill 
of Rii^hts It is our patriotic duty to defend it 

havf double-barreled sense of outrage at 
thjs kind Oi know-rothing intimidation by the 
FBP" Repre^niative M^jor R Owens of Brook- 
lyn told U. "M\ distnci faces a drvg cnsis >f 
huge proportions, about which the FBI docs a 
ver> poorjob. then the> waste taxpayers* money 
on this anti-intelleciua! absurdity " 

Kaufman, director of the Services Group of 
the Columbia *jn. ersity Libranes and acting 
vice president for information at the time, was 
among a number of librarians viMted b> agents of 
the FBI as part of lai agency's misguided Li- 
brary Awareness Pi gram (sec Sews: U. Octo- 
ber 15. 198". p i:. November 1. 1987. p i8 l^te 
Bulletins. Janua/> p 15. News, .^pril )5. p 16: 
and News, this issue, p 18) She poliiel> b*ii 
fifml> told the two soiing female agents of the 
FBI. both nearls as slight in st 'iure as Kaufman 
herself. • Columbia's libranans and librar> 
clerks eouid not coopcraie m the program to keep 
an e>e on "suspicicus looking people" and re- 
pon whai lihrar> maienaK ihe> consulted 

On the dark side 4f^^arcntl> the FBI ^^as 
sucsfs^ful in rcv.r\jiiing some library clerks and 
even a few special Itbr.iruns to their cause Re 
pons arc coming m of a fe^^ tnstanv.cs of voopc ra- 



tion in libranes. and one instance of endorsement 
of the FBI Library Awareness Program by what 
the agenc> called a speciahicd libraf> agency" 
that no one has been able to identif> so far 

In general, however, the librarians who 
faced this surpnaing attempt to intimidate them 
into sp> ing on Iibrar> users acquitted iliemselves 
with professional responsibility. dignit> . and dis- 
patch The reports, the most thorough of which 
was Natalie Robins s report on pages 497-503 of 
the April 9 issue of The Sation, made us more 
prouf" than ever to be a member of this often 
unsung and. according to the FBI agents who 
confronted Kaufman, underpaid profession "Li- 
branans arc clearly targets for recruiting by for- 
eign spies." one FBI agent said, "because they 

so underpaid " 

Among the other stalwart librarians who 
stood firmly for the freedom of library users m 
these sad episodes are Dorothy Byers and Marga- 
ret Lippert at the University of Cincinnati. Maur- 
ita Peterson Holland at the University of Michi- 
gan. SyWia Evans at the University of Maryland. 
Nancy Gubman of New York Universit>. and 
Paul Fasana of the New Vork Public Library 
There were many other unidentified librarians 
who stood up to the FBI when the agents came to 
call. 

Underpaid. eas> targets or not. those libran 
ans stood upfor a principle that is fundamental to 
our national tradition of personal freedom, and 
basic to Our entire apparatus of free access to 
information For their courage in the face of this 
unsceml> effort, and the patriotic and profession 
al dignii> wtih which thc> responded lo the FBI. 
as librarians and as viti^ens we owe them our 
deepest gratitude 
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Mr. Edwards. Thank you very much, Mr. Foerstel. 

Mrs. Schroeder, do you have any questions? 

Mrs. ScHOREDER. I am fascinated oy the foreign name thing. As 
far as I know, almost everyone here has a foreign name except 
maybe Pocahantas or Running Bear or something. 

Ms. Kaufman. They didn't get specific because I didn't let the 
conversation continue but the agent seemed to focus on names with 
Eastern European or Russian sounding backgrounds. And with 
people who had Eastern European accents. 

Mrs. ScHOREDEH. Did you personally feel at all intimidated by 
this? 

Ms. Kaufman. No. 

Mrs. ScHOREDER. And they didn't try to intimidate you at all? 

Ms. Kaufman. No, they were courteous. They asked a lot about 
the policies that Columbia has for access to our libraries. As a pri- 
vate institution we are not freely open to the public for much of 
our resources, although for some we are. 

And I gave them all of our standard printed materials and they 
left. 

Mrs. SCHOREDER. They didn't ask you to get into one of these 
feeding programs? 

Ms. Kaufman. No, I got no free lunches out of this, not even a 
cup of coffee. 

Mrs. ScHOREDER. That is very interesting. 

Mr. Foerstel, when all of this happened at your library, did you 
contact the FBI? 

Mr. Foerstel. The first time as I said I didn't find out about it 
until a year and a half later and it seemed at that time too late, 
and also I was naive to think that it was an anomaly and perhaps 
didn't justify pursing it further. 

The more recent visits I attempted to contact the FBI, but basi- 
callv got the run around and didn t get through to anyone. 

Mrs. ScHOREDER. What kind of a run around did you get? Did 
they treat you like you are some kind of a kook calling in? 

Mr. Foerstel. They made it sound like my inquiry was not really 
significant and they would have to leave a message for someone 
and have someone call me back, and they didn't call back, and so 
on. But it just did not give me the impression that anyone was in- 
terested. I was going to say that Paula was fortunate in having 
staff members who were responsive and conscientious enough to 
immediately pass the matter on to her and that doesn't always 
happen. 

Mrs. ScHOREDER. That is true. And I could see how someone 
could be very intimidated in certain kinds of situations. 

Ms. Kaufman. My speculation is that had our reference librari- 
an not happened along at the moment she did, that our clerk 
might very well have cooperated with the agents. 

Mrs. ScHOREDER. Because you are a little intimidated and not 
quite sure? 

Ms. Kaufman. That is right. And here you have two FBI agents 
tellmg you that this is your patriotic duty. 

Mrs. ScHOREDER. Hey, don t bother me, I am not a patriot. 

Ms. KATjFBiAN. Yes, and especially in a large library system like 
ours, with the level of turnover that we have in our clerical staffs, 
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even though we have policies printed and verbally transmitted 
about the confidentiality of borrowers' records, it is hard to insure 
that everyone is fully aware of what to do. 

Mrs. ScHOREDER. Does your clerical staff have name tags on? 

Ms. Kaufman. No, they are at desks and do not wear name tags. 

Mrs. ScHOREDER. It IB not quite as intimidating if they could get 
your name. 

Thank you very much. We appreciate your testimony. 

Mr. Edwards. Well, apparently, the FBI as of now approves of 
this program, and intends to continue the program. Now what are 
the results going to be if not only it continues but becomes naUon- 
wide and gets larger. If it is good, then it will probably get better. 
Tell me from your vantage point what will be the effect on our so- 
ciety? 

Ms. Kaufman. Well, I think your eloquent words a few moments 
ago really captured what will happen. I think people will feel reluc- 
tant to use our libraries, our public libraries or academic libraries 
as freely as they have in the past. 

One aspect of the environment is the freedom to follow a dispar- 
ate thought. To go from one kind of a book to another kind of a 
journal, following an odd thought. And I know that I would feel in- 
timidated if I knew that someone might be watching over my 
shoulder at what I was reading. I might be reluctant to read that 
or hide in corners, hoping that no one was watching what I was 
doing. 

But it seems to me that it does place an enormous chilling effect 
on our nation's right to read. 

Mr. FOERSTEL. Also, just my personal feeling and maybe I am 
being naive, but I see more gross incompetence than sinister con- 
spiracy here. And we could, of course, take the recent presentation 
by Mr. Duhadway at face value in which case we have been as- 
sured that they have no interest in any patron records and they 
have no interest in violating the confidentiality of library records. 

It may be that our best bet is to simply congratulate him on such 
a now— public statement— reluctantly public, by the way— and hold 
him to it. Also, if for some reason, the FBI simply does not live by 
its word and continues this program in contradiction to its own 
claims, then it would appear to me that the only lega^. basis on 
which one could change the FBI is that they are in fact soliciting 
illegal behavior from the librarians. We are prevented in most 
States— we are prevented by law from doing that and it would 
seem to me that there should be some restriction on the FBI's con- 
tinual request that we break the law. 

Mr. Edwards. I seem to remember that Winston in "1984" had 
the experience that all people in that nation had of the govern- 
ment having cameras everywhere and all of your privacy, all of 
your actions, you would have to get to a corner of the room other- 
wise the government headquarters could see what you were doing 
all the time. 

It seems to me that having Government agents in libraries, 
whether they are library employees or paid FBI agents would give 
one the same feeling that Winston had. 

Mr. FoERSTEL. I would think so. 
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Mr. Edwards. Well, I think what the three preceding witnesses 
pointed out is valuable, it is important to have a national dialogue 
on this. It is very important that the American public understands 
what is going on and understands that it is a threat to their liber- 
ties and their way of life and that the American people as well as 
Members of CJongress and committees must demand that this stop. 
And this hearing today is very valuable for giving momentum to 
that phenomenon, because I think it is very important. 

Mr. Dempsey, do you have a question? 

Mr. Dempsey. A question for Miss Kaufman. Has the New York 
State law been amended recently? Are you at all familiar with 
what has happened there? 

Ms. Kaufman. I am not familiar. 

Ms. Kruo. It has been amended and signed by the governor last 
week, as a matter of fact. 

Mr. Dempsey. For both witnesses I would ask, what is your re- 
sponse to the FBI's statement that they are protecting librarians 
from intrusions on their privacy by Soviet agents who are conduct- 
ing assessments of the vulnerability of librarians to recruitment 
and prying into librarian's lives in order to determine whether 
they might be subject to recruitment? 

Ms. Kaufman. That seems to me a very minor threat compared 
to the other side which is really the threat to everyone else's priva- 
cy. I am unaware— I am certain that there have been instances, I 
guess Herb mentioned at least one, where librarians have cooperat- 
ed with the FBI, well, that was with the FBI. 

I don't know of instances in which librarians have cooperated 
with foreign spies. It wouldn't surprise me, I suppose if that hap- 
pened, librarians are vulnerable as anyone else. But it seems not to 
be a terribly large threat and as I said before, the threat to the pri- 
vacy of American society, so outweighs any threat to individual li- 
brarians as to make that statement rather ludicrous. 

Mr. Foerstel. Also as I said before, what muddies the water so 
much here is that the FBI's pious rejection of any interest in inter- 
fering with librarian confidentiality makes it necessary for us to 
either reject their word as unreliable or to assume that they are on 
our side and it would have to be one or the other because Mr. Du- 
hadway was quite explicit just from the few quotes that I gave— 
but this is just my personal opinion— that the FBI has a right to 
look for spies in the local train station or airport and they have the 
right to do the same in a public library so long as they do not dis- 
rupt the business of people just as ai^yone else has a right to enter 
a public library if they want to sit thi^re all day and look for odd 
behavior, fine. 

But librarians are not an arm of the law enforcement agencies of 
this country and that simply is not only not our job, but such ac- 
tions are generally in violation of our professional ethics. 

Mr. Dempsey. Could I ask Miss Kaufman if she could, once she 
gets back to New York, to get a copy of that new New York law 
and send it to us? 

Ms. Kaufman. Yes. 

[The bill amending the New York statute follows:] 
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STATE OF NEW YORK 



7227 



IN SENATE 



February 25. 1968 



Introduced by Sen. VOLKER — (at request of thr Law Revision Comnlssion) 
— read twice and ordered printed, and when printed to be comnltted to 
the Coflvnittee on Codes 

AN ACT to amend the civil practlr.e law and rules, In relation to the 
confidentiality of jibrary records 

The People of tht S|ate_of Hew York, represented In Senate and Assetn« 
blVi do enact as follows; 

1 Section Section forty-five hundred nine of the civil practice law 

2 and rules I as added by chapter fourteen of the lews of nineteen hundred 

3 eighty-twoi is amended to read as follows: 

W S ^509* Library [circulation] records. [Records related to the clrCu** 

5 lation of library materials] Library records, which contain nMMS or 

6 other personally Identifying details regarding the users of pub1ic» free 

7 assoclat'on. school, college and university libraries and library sys^ 

8 terns of this state , including but not limited to recor**,! related to the 
S circulation of library materlalSi computer database eeaichee. Interll- 

10 brary loan transactions.,, reference flueries> requests for DhotocoDles of 

1 1 l lbrariL materials, title reserve requests, or the use of audio-visual 
^2 materials, films or records, shall be confldentla' end shell noi be dis- 
13 closed except that such records aiay be disclosed to the extent necessary 
U for the proper operation of such library and shall be disclosed upon 

15 request or consent of the user or pursuant to subpoena, court order or 

16 where otherwise required by statute. 

17 S 2* This act shall lake effect immediately. 



£XPLAV?ATl ON— natter in i tal ics (underscored) is new; matter In brackets 
C 3 Is old law to be offltted. 

L6DI316I-OI-B 
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Mr. FoERSTEL. By the way, the recent Maryland law, the Rosen- 
berg-Kopp bill, was a revision of previous law also. Somehow or 
other, Maryland had previously made it illegal to reveal the con- 
tents of borrower records of patron records in public libraries, but 
overlooked colleges and universities. So when the revision was 
made to include all libraries, it passed unanimously in both houses 
of the legislature. 

[The bill amending the Maryland statute follows:] 
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HOUSE OF DELEGATES 
8lr25l3 No. 1239 P2 

By: Delegates Rosenberg and Kopp 

Introduced and read first timet Tebruary S, 1986 

Assigned to: Constitutional and Administrative Law 

Committee Report: Favorable with amendments 

House action: Adopted 

Read second time: March IS, i988 



CHAPTER 

1 AN ACT concerning 



2 Libraries - Confidentiality o£ Circulation Records 

3 FOR the purpose of establishing the confidentiality of certain 

4 circulation recordo of cer'.ain libraries. 

5 BY adding to 

6 Article - Education 

7 Section 23-107 

8 Annotated Code of Maryland 

9 (1965 Replacement Volume and 1467 Supplement) 

10 BY repealing and reenacting, without amendments. 

11 Article - State Government 

12 Section 10-616(a) end-fet 

13 Annotated Code of Maryland 

14 (1984 Volume and 1987 Supplement) 

15 BV repealing and 'eenactinq, wi:h amendments ^ 

16 Article - State Government 

17 Section 10-6l6(e)" 

18 Annotated Code of Maryland 

19 (1984 volume and 19B7 Supplement) 

20 SECTION 1. BE IT ENACTED BY THE GENERAL ASSEMBLY OP 

21 MARYLAND, That the Laws of Maryland read as follows: 



EXPLANATION: CAJ'ITALS INDICATE MATTER ADDED TO EXISTING ^AW. 
[Brackets] indicate matter deleted from existing law. 
' n der 1 inmg indicates amer^.dments to bill, 
Strrfte-e-at .ndicaces xatcer stric»<en from the bU: 
amendment or dele: i from che law by amendment. 
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2 HOUSE BILL No. 1239 

Article - Education 

23-107. 

A FREE ASSOCIATION. SCHOOL, COLLEGE OR (/NIVERSITY LIBRARY IN 
THIS STATE SHALL DENY INSPECTION OF A ANY CIRCULATION RECORD OR 
OTHER ITEM, COLLECTION, OR GROUPING 0~INFORM AT I ON ABOUT AS 
INDIVIDUAL THAT; ~ ' — 

(1) IS MAINTAINED BY A LIBRARY; 

(2) CONTAINS AN INDIVIDUAL'S KhHZ OR THE I DFNT I FY I NG 
NUMBER, SYMBOL, OR OTHER IDENTIFYING PARTICULAR ASS IGNED TO THE 
INDIVIDUAL; AND ' ~ 

(3) IDENTIFIES THE USE A PATRON ;4A KES OF THAT 
LIBRARY'S MATERIALS, SERVICES. OR FACILITIES. »HAT-iBEHTtPte9>gHR 
fRANSAeVieNS-8P-A-B6RReHSRT 

Article - State Government 

10-616. 

(4) Unleai otherwise provided by law, a custodian shall 
deny inspection of a public recora, at provided in this section. 

(•) A custodian shall deny inspection of a circulation 
record of a public library fehafe-«dene*Het-fehe-tr8nsae»tiona-of--a 
borrowerr OR OTHER ITEM . COLLECTION^ OR GROUPING OF INFORMATION 
ABOUT AN INDIVIDUAL THAT; ' ' 

(1) IS MAINTAINED B^ A LIBRARYi 

(2) CONTAINS AK INDIVIDUAL'S NAME OR THE IDE NT I P Y I NG 
NUMBER, SYMBOL, OR OTHErTDENTIFYIWG PARTICULAR ASSIGNED TO THE 
INDIVIDUAL; AND ' ' ' 

{3J IDE NT IFIES THE USE A PATRON MAKES OF THAT 

LIBRARY*S MATERIALS, aERVICE^, OR FACILITIES. 

SECTION 1. AND BE IT FURTHER ENACTED, That this Act Shall 
take effect July 1« 1986. 



Approved t 



"Sovernor . 



Speaker of the House o. Delegates. 



President of the Senati 



101 

Mr. Dfmpsey. Thank you. 

Mr. Edwards, Minority counsel. 

Mr. Slobodin. Thank you, Mr. Chairman. I juat. wanted to know 
if this panel agrees with the previous panel on the ethical question, 
on the way that the ethical standard is worded. In the code versus 
the hypothetical I wati putting forward which is the FBI was re- 
questing information pursuant to a court order. 

Mr, FoERSYEL. Right. 

Mr. Slobodin. Do you have a problem with that? 

Mr. FoERSTEL. Ethics and law are not the same thing. But it 
would seem to me that in other professions, as v/as 8Ugg(«ited earli* 
er, I believe, there are ethical guidelines that are established by 
ths profession that occasionaJly come into conflict with law. And at 
that point, it is the etlncal Judgment of the individual in that pro- 
fession as to whether to suffer the penalty of law in order to follow 
the professional ethics or to comply with laiv. 

I think in virtually every profession you will find such conflicts, 
and individual decisions are the only way they are resolved. 

Mr. Slobodin. I guess what I am trying to get at is whether 
there is any professional— let's say the librarian decided under that 
situation to comply with the request. But the way the rode of 
ethics is worded, they could be found in ethical violation. 

Would there be any disciplinary action? 

Mr. FoERSTEL. If you read the NCLIS transcript, it sounds like 
the FBI has a vision of the various library associations as being 
much more heavy-handed than they are. The conception of the 
American Library Association controlling your libraries, these li- 
braries are under control, there really is no such thing. These are 
guidelines established by the membership of such libraries and 
they, to the best of my knowledge, have no punishment attached. 

Mr. Slobodin. Do you think you would feel differently about the 
program if the information was individualized or if there was a dif- 
ferent type of information being sought? Or do you think under 
any situation where the librarian is put in a si.;uation where they 
are cooperating with the Bureau to get certain information, that 
the librarian has through their own observations, the justification 
in that situation would be irrelevant? 

Ms. Kaufman. I think the justification would be irrelevant. 
ITiere are legal remedies, and which I also don't see necessarily a 
conflict between the professional code of ethics and the law. 

If there is an Individual instance such as in the State University 
in New York in Buffalo case, there are legal remedies for the FBI 
to request that information, 

Mr. Slobodin. Why do you think the court order would make a 
difference? Because to me, it sounds like the argument the librar- 
ians are making is an argument of principle. Yet, some of the 
panel members, the feeling I am getting, is that some of you are 
arguing that if they get a court order, that is different. 

I am trying to get a handle. Why would that be different? Why 
would that be more acceptable? 

Mr. FoERSTEL. I don't think that is quite the point. First of all, 
frequently principle is codified in law; there is nothing unusual 
about that. And before these library confidentiality laws were 
passed in the 37 States that had them, the library profession was 
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governed by its own ethics alone. And I think it did a pretty good 
job at that. 

What this does is it lends the weight of law to what until then 
had been basically a personal ethical decision^ agreed to, of course, 
by the library associations. Nonetheless, I would still think always 
a personal decision. Tliis is wrong. ''I shouldn't do it" is now ''this 
is illegal, I definitely shouldn't do it" 

Mr. Slobodin. No further questions. 

Mr. GowAHDS. Reporters sometimes disobey court orders in dis- 
closing their information and go to jail. That is acceptable conduct 
in our country. Certainly a librarian who feeU very strongly about 
the ethics of his or her profession could do that. I am sure that 
some of you would. 

Mr. FoEHSTEL. I can't guarantee what my response would be, but 
certainly someone would. 

Mr. Edwards. I want to compliment you on the toughness that 
you are exhibiting on this issue. You are really defending your 
turf, and you better because your turf is being invaded. Nobody is 
going to defend it any better than you will. 

We had experience a few months ago in regard to another 
matter where a church in New Mexico was infiltrated by INS 
agents. And the word got out that there were Federal agents 
amongst the members of the church and those attending church. 
Within a few weeks, the attendance dropped down so they could 
hardly make ends meet. That could happen to libraries, too, if the 
word gets out that you are on a nationwide basis being infiltrated 
by Government agents. 

Yes? 

STATEMENT OF JUDITH KRUG, DIRECTOR, INTELLECTUAL 
FREEDOM COMMITTEE, AMERICAN LIBRARY ASSOCIATION 

Ms. Krug. My name ?g Judith Krug. I am the director of the In- 
tellectual Freedom Committee for the American Library Associa- 
tion. In another capacity, I am the staff liaison to the Committee 
on Professional Ethics. The code of ethics comes out of that second 
responsibility that I have at ALA. 

If you are interested, I can briefly explain to you why we have 
taken the ethical stand we have and why it seems to contradict the 
law, although in my opinion it does not. 

The Committee on Professional Ethics when it developed a code, 
which is a revised code and it has a date of 1975 on it, was very 
concerned that eventually there might be a situation where indeed 
we might appear to be obstructionists. That is exactly what has 
happened in many instances, not only with the FBI. Indeed, our 
concern with being obstructionists began in 1970 with, of all Gov- 
ernment agencies, the Internal Revenue Service. That is another 
story. It was out of that that our code of ethics developed. 

When the Committee on Professional Ethics made its strong 
stand, it also recognized that indeed we are not obstructionists. 
Therefore, they needed to find a mechanism where librarians, if 
the facts warranted, if the situation warranted, were able to 
become a part of the process and to piovide whatever assistance we 
could that was legitimate. 
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And so in our statement called ''An Interpretation of the Ethical 
Article/' the article from our code of ethics, there is going to be a 
statement. In fact, we are now working on it, which goes to the 
point that the gentleman, the counsel, has been making, that if 
indeed the facts warrant, you are, within the professional ethic, 
very much not only permitted, but in fact encouraged to partici- 
pate in the process in order to ensure that justice is done, and so 
on and so forth. 

The way we have arranged this, or the way we have looked at it 
is to say if there is a show-cause order, a legitimate show-cause 
order, in whatever form it takes, then you have an opportunity to 
make a determination as to whether or not the legal documenta- 
tion provides us with the appropriate avenue to provide the infor- 
mation requested. 

And so within the interpretation of that particular ethical arti- 
cle, there will be a statement such as, and it is going to pick up 
from State statute. State statutory law, either a subpoena or other 
court order. If it is a subpoena, of course, we have an opportunity 
to move to quash it to make our position. Other kinds of court 
orders, we must, jf course, abide by. 

So we are not obstructionists. We are willing, we do show our 
willingness to participate in legitimate law enforcement endeavors 
where the facts warrant it. 

Mr. Edwards. That is very helpful. Thank you very much. 

I believe that we have completed our proceedings this morning. 
We thank the witnesses for being here today and making very val- 
uable contributions. We wish you well. Thank you. 

[Wh*3reupon, at 4:05 p.m., the subcommittee adjourned, to recon- 
vene subject ot the call of the Chair.] 



FBI COUNTERINTELLIGENCE VISITS TO 

LIBRARIES 



WEDNESDAY. JULY 13. 1988 

House of Representatives, 
Subcommittee on Civil and Constitutional Rights, 

Committee on the Judiciary, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 9:35 a.m,, in room 
2226, Rayburn House Office Building, Hon. Don Edwards (chair- 
man of the subcommittee) presiding. 

Present: Representatives Edwards, Sensenbrenner, and Conyers. 

Staff present: James X, Dempsey, assistant counsel, and Alan 
Slobodin, associate counsel. 

Mr. Edwards. The subcommittee will come to order. 

Mr. Sensenbrenner. Mr. Chairman, I ask unanimous consent 
that the subcommittee permit, coverage of this hearing in whole or 
in part by the television broadcast, radio broadcast, or still photog- 
raohy in accordance with Committee Rule 5. 

Mr. Edwards. Without objection so ordered. This morning the 
subcommittee resumes its oversight hearings on the FBI's so-called 
"Library Awareness Program" and other FBI attempts to collect 
counterintelligence information on library use and users. 

What disturbs some of us about this program is the FBI's appar- 
ent failure to recognize the special ttatua of libraries in our society. 
The FBI apparently believes that libraries are no different from de- 
fense contractors and is applying to libraries a program originally 
designed for developing counterintelligence awareness in the de- 
fense industry. 

The FBI should recognize that libraries and books and reading 
are special. In our nation, libraries are sacred institutiono which 
should be protected and nurtured. Going into libraries and asking 
librarians to report on suspicious users has ominous implications 
for freedom of speech and privacy. Everybody in this country has a 
right to use libraries, and they have a right to do so with confiden- 
tiality. 

No one disputes that the FBI has important responsibilities for 
counterintelligence, but the words ''counterintelligence" or "na- 
tional security" do not justifv anything and everything. There have 
to be some limits based on the values we share as a society. One of 
these vedues is the special position we give to libraries. The FBI 
should have the strongest justification in order to support going 
into libraries and asking librarians to report on suspicious individ- 
uals. 

(105) 
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I do not see that level of justification so far. All of the informa- 
tion at issue is unclassified. The FBI admits that it cannot stop the 
Soviets from using it. I also think the benefits are minimal, but we 
hope to hear more from the FBI about the benefits. Certainly they 
do not outweigh the chilling impact this program has had and the 
confusion and fear that it has generated among librarians. 

When Director Sessions testified before us in March I said we 
would want to see the instructions or guidance to agents in the 
field defining the purposes of this program and how it has to be 
earned out. Yesterday we were provided some documents and told 
there were no written instructions. How can the FBI say that the 
program is narrowly focused and properly carried out when there 
are no guidelines? 

I would hope that the FBI would reconsider this program, admit 
that it is over-broad, and get on to more productive work. With 
that said, let me emphasize that we deeply value the work of the 
FBI and what it is doing. We respect the organization. They have 
always been very cooperative with the oversight effort, including 
appearing before this subcommittee. 

We are pleased to have as our witness the head of the FBI's 
counterintelligence division, and we look forward to his testimony. 
I yield to the gentleman from Wisconsin, Mr. Sensenbrenner. 

Mr. Sensenbrenner. Thank you very much, Mr. Chairman. I do 
not have a lengthy opening statement, but let me say that I do 
agree with the chairman that there ought to be some written 
guidelmes directing agents on what they are supposed to be looking 
for and what the purpose of the investigation is. 

Unlike the chairman, however, I do think that it is worthwhile 
for the U.S. Government to find out what Soviet and bloc intelli- 
gence services are looking for in the public domain because some 
indication of what they are looking for will give us a far better idea 
of exactly what kind of covert activity they will be doing outside of 
the public domain. 

And I do not think that we should ignore that consideration 
durmg this investigation of what the FBI has been doing. Certainly 
FBI visits to anybody have a chilling effect, whether they be librar- 
ies, whether they be individuals, or whether they be defense con- 
tractors. 

But since the intelligence and counterintelligence gathering 
games are basically based upon piecing together little shreds of in- 
formation which standing alone t.3em relatively insignificant, I do 
not think we can ignore picking up any shred of information on 
what Soviet intelligence services are doing in the United States of 
America. 

again, we ought to have some very clear guidelines on what 
the FBI IS looking for when they do visit libraries. I believe that 
they should be in writing, but again I do not think that we should 
close the door to getting these types of shreds of information to 
figure out what they're up to. 
Thank you. 

Mr. Edwards. Thank you, Mr. Sensenbrenner. Our witness today 
is Mr. James H. Geer, Assistant Director, FBI. 
[Witness swom.l 
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TESTIMONY OF JAMES H. GEER, ASSISTANT DIRECTOR, 
INTELLIGENCE DIVISION, FEDERAL BUREAU OF INVESTIGATION 

Mr, Geer. The subcommittee, Mr. Chairman, aas a prepared 
statement that I provided on the 20th. 

Mr. Edwards. Without objection, it will be made a part of the 
record^ Mr. Geer. 

Mr. Geer. What I would like to do is not go through that aU e- 
ment but make some remarks, brief remarks, this morning that I 
hope will at least set the tone for my own comments. I am most 
appreciative, number one, to have *his opportunity to testify before 
this subcommittee because it is clearly time, or perhaps even past 
time, to get some of the facts of the Library Awareness Program of 
the FBFs New York office on the record. 

I am sure you would agree, Mr. Chairman, that the task of oper- 
ating an effective counterintelligence program in our open society 
is a difficult one. I believe we do a superb iob, and in the words of a 
former director of our organization, I beheve we do that in t way 
the people expect and the Constitution demands. 

It would be a much simpler task the Soviet Union. For in- 
stance, your initial hearing of June 20 on the Library Awareness 
Program was attended by Mr. Vladimer Cherkasov, the Third Sec- 
retary at the Soviet Embassy here in Washington. 

I point this out only to contrast the systems. Perhaps Mr. Cher- 
kasov is here todpy or one of his colleagues. It does not matter. It is 
an open hearing, and I do not object. But I will, for obvious rea- 
sons, make every effort to explain this program without disclosing 
classified information. 

I will start by addressing some of the misperceptions and missta- 
tements on behalf of earlier witnesses 

First, some of them tried to equate FBI contacts of librarians out- 
side the New York Citv area with an expansion of the Library 
Awarenees Program. All FBI contacts at libraries outside the New 
York City area have been in response to specific investigations in- 
volving basically Soviet and Soviet bloc nationals. The FBI does not 
have the time, the resources, or for that matter the inclination to 
undertake a program of the magnitude described or envisioned by 
earlier witnesses. 

Timewise, I estimate that the Lib'*ary Awareness Program lepre- 
sents about 3/lOOths of one percent of the New York Office's FCI, 
Foreign counterintelligence, resource commitment. 

Further, during the June 20 hearing the FBI was described as 
looking over the shoulders of librarypatrons to see wiiat they are 
reading. I can assure you that the FBI is not now nor has it ever 
been interested in the reading habits of American citizens. No 
records or reading lists of any U.S. citizen have been sought or ob- 
tained by the FBI in any of our contacts with librarians either 
within or outside the New York City area. 

One allegation made to the media and to this subcommittee by 
Mr. C. James Schmidt, chairman of the American Library Associa- 
tion's Intellectual Freedom Committee, was sufficiently outrageous 
as to demand a direct response. Mr. Schmidt alleged that the FBI 
has used telephone taps and hidden cameras in the library or li- 
braries to monitor reading habits of patrons. This is absolutely 
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untrue and a spurious statement of this nature only exacerbates 
the misinformation in this matter by adding disinformation. 

The previous witnesses further allege that if this program is al- 
lowed to continue it will have a chilling effect on the nation's right 
to read and quote "seriously and unnecessarily invade the intellec- 
tual life of citizens." 

These remarks are not consistent with the facts surrounding this 
matter. And I am very concerned that such statements are being 
used to encourage librarians to "just say no" to the FBI. I hope this 
hearing will assist in setting the record straight. Thank you, Mr. 
Chairman. 

[The prepared statement of Mr. Geer follows:] 
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OPENING STATEMENT 
OF 

JAMES Q* OKKR 
ASSISTANT DIEBCTOE 
FEDERAL BUREAU OF INVESTIGATION 
BEFORE AN OPEN SESSION OF THE 
SUBCOMMITTEE ON CIVIL AND CONSTITUTIONAL RIGUTS 
COMMITTEE ON THE JUDICIARY 
UNITED STATES BOUSE OF REPRESENTATIVES 
WASBINGTON, D.C. 
JULY 12,^ 198 8 



no 



The FBI welcomes the opportunity to respond to 
questions posed by the subcoamittee concerning the Library 
Awareness Progratt# To the extent possible in an open hearing, it 
it the FBI's desire to explain the basis for the program, its 
purpose and objectives and the methodology employed by the Sovic : 
intelligence services (SIS) in their intelligence collection 
efforts against apc-cial laied scientific and technical libraries. 

The FBI also desires to address the concerns raised in 
various newspaper and magazine articles that the FBI program is 
improperly focused, is an infringement upon academic rights and 
persona^ freedoms, and possibly encourages violations of state 
confidentiality lavs governing release of library records. 

FBI investigations since the early 1960 's have 
thoroughly documented SIS contacts with librarians in specialized 
science and technology libraries, SIS instructions given to 
developed sources to steal microfiche containing specific 
technical reports from those libraries, SIS targeting 

- I - 
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of libraries for clAadestine aeetiags and SIS efforts to recruit 
llbrArlaat «ad students sssoclsted with these libraries* In 
respoase to this SIS effort, the New York Office (KYO) Initiated . 
an awareness prograo whlcb has come to be known as the Library 
Awareness Program* 

Into rv lews of library personnel under this program are 
patterned after the FBI's " Oeve 1 o paen t of Counterintelligence 
Awareness" (DECA) program, whlct. seeks to heighten the awareness 
of corporate executives and their employees to t^c hostile 
Intelligence services threat. Our library contacts seek to 
Inform selected librarians that they and their libraries are, and 
have historically been, significant SIS targets for Intelligence 
activities and recruitment* Other objectives have included: 

Identification of intelligence officers; 

Identification of their agents. 

Identification of SIS objectives. 

Assessment of SIS tradecraft and methodology. 

Education of library officials and employees to SIS 

me t hodol ogy * 
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LibrArians coatAcsed under this program have been 
United to those enployed in libraries liv:ed In the **Speclal 
Libraries Directory oi Greater New York." These include 
specialised librsries of United States Covernme gencies, such 
as the Department oi Energy; specialized icifw^ ic and technical, 
sections of certain public, college and university libraries, and 
various engineering I'orariea. The Library Awareness Program has 
been restricted to the greater New York area. 

While the information available to the SIS in the 
specialized and technical libraries is not classified, restricted 
or unlawful to collect and maintain, SIS tactics and methodology 
employed to collect such information have illustrated a blatant 
disregard for American laws and the personal rights of American 
citizens. SIS officers have stolen, or caused to be stolen by 
their agents, hundreds of thousands of items of microfiche from 
these libraries. SIS officers have Initiated background 
investigations on indlvid-als whom they have identified through 
research and spotting conducted in the libraries. 

- 3 - 
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Suitable scenarios hsve been developed by the SIS to 
approsch students, llbrsrlsns, scientists «nd engineers to secure 

their cooperation* Payments or other Inducements have been 
offered by the SIS la an effort to recruit these Individuals as 
agents, either witting or unwitting, for the benefit of the SIS. 

If an Individual spotted by the SIS Is ultimately 
recruited, he or she may be Instructed to seek employment In a 
company, corporation or entity which deals with classified 
Government contracts* Once such a transition Is complete, the 
relationship between the SIS officer and his recruited agents 
which Initially Involved unclassified Information, may readily 
evolve Into a relationship In which classified Information Is 
obtained and passed by the agent* The Gennadly Zakharov case Is 
an example of this approach* As you may recall, the Zakharov 
case Involved the recruitment of a Queens College student by 
Zakharov, a Soviet national employed at the United Nations 
(U*N*)* Zakharov gave direction to the studeat to seek 
employment, after graduation, with a firm that had classified 



114 

contracts to that the irecrulCed student could furnish classified 
Information to the Soviets* This student was recruited through 
the Soviet's contact;i st the Queens College Library and was 
trained la his early stagea of development to exploit the library 
system* 

In enother example, in 1973, Anatolly Andreyev, a 
librarian at the Dag Hammarskjoid Library, United Nations 
Secretariat, met a civilian employee of the U.S. military at a 
librarians* conference on Long Island. After a year of 
exchangli^g unclassified documents, Andreyev offered to help the 
military employee financially In exchange for specific classified 
documents. Andreyev left the United States after a quiet protest 
from the V*S. Government* 

The objectives of this SIS effort have been; 

(I) to adequately respond to the tasking of the State 
Committee for Science and Technology (GKNT) by collecting 
scientific and technical documents on a variety of topics; by 
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researching the aoat recent developments In Aaerica's military 
programs and by identifying the nation's emerging technology 
before its components become classified or restricted* The GKNT 
collects, coordinates and processes Information in response to 
specific tasking for technical and military related data from the 
Soviet Military Industrial Commission* 

(2) the spotting, assessing and developing of selected 
librarians to work (wittingly or unwittingly) on behalf of the 
SIS in meeting its intelligeuce collection requirements* 

(3) the spotting, assessing and developing of college 
and university students to assist the SIS officer In t^ 
collection of needed information* 

(A) Che identification of scientists, engineers and 
corporations involved in the planning, creating, developing and 
producing of America's advanced technology* 

(5) the utilization of the libraries as an area for 
the training and developing of newly recruited agents* 
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/or instance, one specific SIS' objective has been to 
target librarians so as to develop and recruit sources who could 
subsequently be directed to seek employment with the Defense 
Technical Information Center (OTIC). i/TIC Is the central 
repository for technical reports generated by the research, 
development, test and evaluation activities of the DOD. It 
includes all work performed by DOD grant* Virtually all 
documents are classified or restricted in some way* 

Unclassified and nonrestr Icted DOD technical reports 
are made available to the general public through the National 
Technical Information Service (NTIS), Springfield, Virginia. The 
Soviets are barred by executive order from accessing materials 
through NTIS- Nevertheless, the SIS has maue continued efforts 
to access NTIS to assist themselves in rheir technical collection 
efforts. 

I wish tu repeat and emphasize that the Library 
Awareness Program has been strictly focutjed and confined tc 
scientific and technical libraries only in the New York areA* 
The proactive approach of this program, which alerts librarians 
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generally of the SXS threai:, should not be confused with 
occasional interviews of librarians in other areas of che United 
States which are in response to specific investigative leads 
iavolvic?i Soviet or other Soviet-Bloc aationals. The FBI, within 
the purview of its foreign counterintelligence (FC^.) 
responsibilities, frequently finds it necessary to investigate 
contacts between Soviet intelligence officers, and other known or 
suspected hostile intelligence officers and their agents and 
American citizens. These may include contacts with libraries or 
librarians. The least intrusive technique available to the FBI 
to resolve such contacts is direct interview of the person(s) 
Contac ted • 

An example of such an interview is a recent contact by 
the FBI of a library in Utah. A Soviet national working ia the 
United States attempted to u»e the library to gain access to the 
NTIS. The Soviet did not identify hifflself as such, attempting to 
conceal his true ^*ackground. After learning of the Soviet's 
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activity, the FBI contacted the library and received Information 
which helped Identify Soviet methodology and clandestine 
activity* This Is a clear example of an SIS attempt to evade the 
NTIS Embargo. 

X would like to address some of Che accusations that 
have been reported by the presSt First, I strongly emphasize 
that, under the Library Awareness Program, "reading lists'* of 
library patrons with for«rlgn sounding names or accents, are not 
of Interest or concern to the Bureau. The FBI Is not> nor should 
we be, Interestsd In such matters. 

Second, the FBI has not initiated any Investigations of 
American citizens on the basis of a foreign sounding name ot: 
accent, their use of libraries and/or their reading habits. The 
FBI certainly has not conducted physical or electronic 
surveillances in libraries contacted through this program In 
order to observe and to ascertain the reading habits of 
''suspicious' individuals. Such accusations are spurious and tend 
to distort the issue. 
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Third, the FBI does not itck out *lovtr level* library 
taployeei with the hope they will clrcuaveat rulea aad 
rtfulatlons la order to aaslst the FBI* The FBI doee aad vlll 
continue to Initiate contact vlth library eaployeea as logical 
Investigative leads dictate. This Is particularly so In the 
•vent of contact by an SIS officer with a lower level library 
employee* 

The FBI hsB the responsibility to Identify hostile 
Intelligence officers who are engaging ^n clandestine activity 
outside the scope of their stated diplomatic positions. This 
Identification is critical to the Bureau's efforts to protect 
this nation's national security* For three decades^ hostile 
Intelligence officers have utilized America's specialized 
scientific and technical libraries as a resource to develop 
sources, train agents and obtain Information vital to their 
government's needs* 

The FBI has visited libraries because of the 
demonstrated need to alert them of the policies and practices of 
hoatlle Intelligence services and to seek thslr cooperation. 
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The activities of the SIS, their misuse of these 



libraries and their efforts to recruit and utilize unsuspecting 
employees and patrons of these libraries have led the FBI to make 
contacts with librarians and library officials^ The FBI has made 
its contacts with ilbrailes because it followed the KGB and other 
hostile intelligence services to these libraries. Absent the 
activities of the SIS and other hostile intelligence services, 
thv\re would be no need to attempt to educate the librarians and 
other library administrators. Th*! program is a very measured 
response to a well planned and organized effort by the SIS and 
other hostile intelligence services to exploit our specialized 
scientific and technical libraries and recruit our citizens. 

This concludes my prepared statement. I would be happy 
to respond to any questions you may have. 
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Mr. Edwards. We welcome the gentleman from Michigan, Mr. 
Convers. Do you have an opening statement, Mr. Conyers? 

Mr. Conyers. No, Mr. Chairman. 

Mr. Edwards. Or do you want to wait for a few minutes? 

Mr. Conyers. I do not have any opening comments. 

Mr. Edwards. Well, I think your criticism of Mr. Schmidt, Mr. 
Geer, I am sure is well-founded from your point of view, but this is 
what happens when the word gets out, and the word is out, that 
you are conducting surveillances in libraries. So all kind of imagin- 
ing and fear is going to run through the libraries of this nation. 

And when you assure us that this is a New York program, we 
have v/itnesses who say that the program was alive and well in 
Maryland. So once something like this starts, there is no end to the 
pamc that overtakes our precious libraries, and that is what is 
going on today. 

I get lots and lots of mail on this subject, and I am sure that you 
do, too. 
Mr. Geer. Yes, we do. 

Bdr. Edwards. And so far I have not heard one word from the 
FBI that leads anybody to understand that you have the kind of 
keen appreciation for the importance of libraries in this society 
that you should have. Every sentence, every statement, that the 
FBI has made has been very defensive that, by golly, this is an im- 
portant program. We are watching what is happening in our librar- 
ies and we are going to continue. 

Somewhere along the line, you have got to justify this by saying, 
first of all, that you have very strict guidelines, which you do not. I 
have readyour guidelines. They are not worth anything, and you 
know it. They do not give any instructions, any limitations, any- 
thing. 

Secondly, the justification. The justification in the paper that you 

Sut out has some problems. You have not measured what you are 
oing to freedom of speech and privacy and so forth against the 
panic that you are causing in this country. And it is real. Even 
though the FBI does not appreciate it, it is very real, Mr. Geer. 

Mr. Geer. I would like to respond by saying, first, that the FBI 
doM appreciate it. And I know that we are here to get the facts, 
and the facts is what I hcoe we will all be able to deal with here in 
addressmg this. 

As far as the iustification we can provide more justification than 
you have seen, but we cannct do that in an unclassified setting, or 
m an unclassified document. We are preparing such a document 
for the oversight committees, the intelligence oversight committees, 
and certainly the members of this committee will have access to it, 
and give them a better sense of what led us in this direction to 



I would certainly reiterate, though, that we have contacted 21 
specialized, scientific and teclmical libraries in New York City 
under this program. Now a survey done by the Intellectual Free- 
dom Committee turned up some 18 to 20—1 do not know the exact 
niunber — of contacts over the last several years of librarians. 

I would reiterate that it had absolutely nothing to do with the 
Library Awareness Program. They were m response to specific in- 
vestigations and I hope that as we get at the facts here today that 
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we will be able get at some of the sensitivities that you so cor- 
rectly identified. 

Mr. Edwards. Well, thank you. Let me ask vou a couple of spe- 
cific questions. When you go to a particular library, do you try to 
talk to all of the staff who work there? Why do you not just ad- 
dress a staff meeting in an organiz^^d way and why are there not 
instructions to the field offices that that is the way they should be 
handled? Get them all in the room after hours and explain your 

Erogram rather than sort of surreptitiously tiptoe around the li- 
rary and talk to individuals lower than the director of the library. 
Mr. Geer. Now again, Mr. Chairman, we have got to differenti- 
ate here whether we are talking about the New York office's Li- 
brary Awareness Program or some of the other contacts around the 
country that have been necessitated by specific cases. And in fact, 
some of them have been caused by contacts by the librarians them- 
selves coming to us. And I would like to separate out these things 
because I think that is one of the key things that I want to estab- 
lish here this morning that we are not talking about a nationwide 
FBI program. 

We are not talking about a resource commitment, and you said 
we had described it as an important program. In ranking it as in 
its degree of importance as to our overall foreign counterintelli- 
gence program, I do not rank it very high. But it does have a place 
m that program. And I think I have tried to give you some sense of 
what our commitment was. 

We made a best guess at looking at how much time the New 
York Office probably spent doing it, and I came up with 3/lOOth's 
of one percent of their time. 

INfo. Edwards. But you apparently do not have guidelines or reg- 
ulations that tell the field offices involved and the individual 
agents involved how to go about this program. They jo to low level 
employees sometimes. Sometimes they go to the heac of the library 
and sometimes they will just go up to the desk without knowing 
who the person is and so forth. 

You can imagine what that does to these people. 

Mr. Geer. I will not attempt to defend any situation in which I 
think the approach was less professional than we would expect and 
demand. The justification is there for the program, as far as I am 
concerned. We are talking about 21 contacts. We are talking about 
people who have reviewed, who have seen the analysis that 
prompted this, and who are experienced in working foreign coun- 
terintelligence. We do not try to duplicate precisely along the lines 
of the defense—that we would if we talking to a defense contractor. 

But we do try to convey the method of operation of the hostile 
intelligence services, how they go about contacting librarians, and 
what use they make of them. And we see situations that are ex- 
tremely helpful to us. I do not need to know the content of the 
reading material just because it was a Soviet. We have had situa- 
tions where agricultural attaches might contact a scientific and 
technical library to look for information on pulsed power or some- 
thing of that nature. 

That tells us that here is an individual operating outside the 
scope of his assigned duties or his nominal duties at whatever em- 
bassy is involved. We have seen a number of those cases. That is 
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helpful to us. We do not need to go back and start getting records. 
That tells us that here is an individual we need to be concerned 
about. 

Mr. CoNYERS. Would the chairman yield, please? 

Mr. Edwards. Sure. I yield to the gentleman from Michigan. 

Mr. CoNYERS. Why would you have to concerned about it if it is 
public information? 

Mr. Geer. It goes well beyond that, Congressman Conyers. The 
library is not the only place this individual is going to go. If this 
helps us identify him and causes us to focus more on him because 
we recognize now that here is ono more thing that says to us he is 
not an agricultural attache as he is listed. He is, in fact, a KGB 
Line X, which is the scientific and technical line. This is part of 
what we put together to decide where we are going to focus the re- 
sources that we have. 

Mr. C!oNYER8. Well, it just sounds to me like a person could un- 
wittingly get into a lot of trouble browsing through the library and 
happens to be interested in any particular area that you seem to 
think would be unusual, and there we would be off to the races. 
And that seems to me limiting the whole idea of the public access 
and the ability for everybody to examine library matenal. 

Mr. Geer. I understand what you are saying, and I think the 
chairman made reference to the perception, which I hope is what 
we are really addressing here. And I do not know that you were 
here for my opening comments at which point I stated that we 
have not sought or obtained any library records on any United 
States person in the Library Awareness Program or in any of the 
situations cited, the 18 or 20 contacts around the country over the 
last few years. 

The only instance I could find where we asked for information on 
a U.S. person was in Florida, where an agent in attempting to 
locate the address of an individual had sort of run out of leads, and 
he stonped at the library and made an inquiry of that nature, and 
was advised that this would not be in accordance with the law in 
Florida, and at that point he immediately withdrew his request 
and departed. 

Mr. Conyers. Well, Mr. Chairman, we are making a distinction 
between citizens and non-citizens. A non-citizen legally in the coun- 
try should be able to peruse the library without bringing down the 
FBI on Mm, too, or her, would you not think? 

Mr. G£ER. Yes, if we can separate non<itizen into separating in- 
tciiigonce officers from legitimate libranr users, and I think if you 
look at the size of what we are undertaking here, you would have 
to sav that we are not trying to blanket anything. But is more fo- 
cused than it seems to be described. 

Mr. Conyers. Well, we are now saying that citizens are not the 
subject of this overreaching, but a non-citizen legally here would 
have to distinguish whether he or she is a i intelligence officer or 
not of another country. 

But I am assuming that a person legally in the country is not an 
intelligence officer. Even, as a matter of fact, I suppose intelligence 
officers may get in the country legally, as far as I know. But I do 
not understand these distinctions. Why should not a non-citizen 
eiyoy the right to go to the library? You know the Consticution has 
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been tested to apply to a lot of people that are in the country, those 
constitutional rights, even though they may not have citizenship. 
Mr. Geer. You are not going* to get any disagreement out of me 



Mr. CONYERS. mean this seems like just another area of that 
kind of consideration. 

Mr. Gker. I am not sure how you can come to that conclusion, 
though, based on the facts I presented that we made 21 contacts in 
New York City to brief these people. And then over the last few 
years some 18 plus identified contacts on specific cases around the 
country. That does not say to me that the program is in danger of 
doing what you are saying. 
Mr. CoNYERfl. Well, thanks, Mr. Chairman. 
Mr. Edwards. Thank you, Mr. Conyers. 

Mr. Conyers. I get the impression that maybe you should have 
had somebody here at this last hearing. It seems like we are in two 
different hearings. I mean we are getting information now that 
seems to contradict a great deal of the testimony before. And I am 
going to have to go back and reconcile it. 

I want to go back and look at our previous witnesses and what 
thev said. They did not appear to be reckless or people that were 
making statements that the^ did not believe very sincerely in, and 
they made a great impression upon me about the FBI incursions 
that they thought that were happening. 

Mr. Edwards. Well, they were some of the leading librarians, the 
most respected librarians of this country, and they are frightened 
to death, I must say, as far as any great impact. 

Mr. Conyers. They were heads of organizations. Well, for my 
part, as one member of the committee, I am going to have to 
review those, and then compare this with your statement because 
what we have now are two unreconciled positions on a subject. 

Mr. Geer. Well, I appreciate that. And I agree with the chair- 
man that there are obviously people concerned, and there are obvi- 
ously sensitivities in the library community, but again that is my 
understanding of one of the purposes, if not the primary purpose, 
of this hearing is to get the facts out so that judgments can be 
made. 

Mr. Edwards. Get the facts out, yes. And we are finding out 
from other wtnesses, and the FBI does not deny it, that when the 
agent comes in to the library, there is no general plan or instruc- 
tions. They might £:o to a low level employee and start to talk to 
him. They might go to the head of the libraiy, which would be the 
appropriate thing to do unless that person was a suspect or some- 
thing like that. And that is where I am sure you agree that missing 
is structure, guidelines, and the necessary protections for any sensi- 
tive program like this. And I hope that they are being written 
right now. Are they? 

Mr. Geer. I do believe, and I certainly will concede, because I do 
believe strongly that there are areas of direction that we can bring 
to the program. But what I have not seen is any abuse or a pro- 
-am that went beyond what its intent was. But at the same time 
if there are areas, and there are, some of the situations — and one 
of the problems is everything got lumped together, the New York 
program and the contacts outside New York. 
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In certain of the situations outside New York, there was reason 
to go to a specific individual. And we can make that kind of infor- 
mation available to you> too. 

Mr. Edwards. Yes. 

We had testimony from both the Director and somebody else in 
the FBI that the program was also taking place in San Francisco 
and Washington, uC. The director testified before the Senate Ap- 

?ropriations Committee. He said it is actually restricted to New 
ork City although there have been other activities in connection 
with San Francisco and Washington. Now what do you suppose the 
director meant by that? 

Mr. Geer. a number of years ago there were some contacts. A 
number of years ago there were previous contacts in New York 
City. You go back to the early to mid-1970s. There was, again, a 
very small program that made contact with a number of libraries, 
almost the same number as the current situation, which happened 
in the 1986-87 time frame, without incident. And where I think 
our message got across clear. 

And I cannot sit here today and tell you there were any great 
outcomes to that, but there were some very, very helpful things 
that came out of it. 

Mr. Edwards. Well, your February report said that the Soviet in- 
telligence services in New York, San Francisco and Washington, 
DC. have long recognized the importance of scientific and technolo- 
gy libraries. 
Mr. Geer. Yes. 

Mr. Edwards. Well, if the threat, then, is as large as you de- 
scribe it in your report in Washington, DC. and in San Francisco, 
why doprou not have programs going there? 

Mr. GrEER. It is largest in New York, and the program there was 
initiated by the New York office without being directed to do so by 
our headquarters. And the Washington Field Office and the San 
Francisco office have not instituted similar programs at this point. 
They do not anticipate instituting similar programs at this point. 

Mr. Edwards. I hope they are not going to without direction 
from headquarters in Washington, DC. 

Mr. Geer. Well, no, certainly. 

Mr. Edwards. Right? 

Mr. Geer. Yes. 

Mr. Edwards. And accompanying the orders to start a program 
would be some very strict guidelines, I would trust. Somehow or 
another the word is out that this program is existing and these in- 
cidents happen that are very upsetting to people, where low level 
people are contacted and then Mr. DuHadway said that the FBI 
was interested in "anomalous activities of library users.'* What do 
you think he meant by? 

Mr. Geer. I think it is taken a bit out of context. What Mr. Du- 
Hadway was saying, and what we believe, is in many, many situa- 
tions the person contacting the librarian, and let us say, a Soviet, 
will use his name. He will use his full name. Fc will not at that 
int identify himself as being an official representative of the 
viet Government. At some point in time that may become known 
to the librarian. 
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It is an awareness program. One other key thing is that we are 
not asking nor would we ask any librarian to violate any State 
statute that might apply. The idea, though, of privilege, I do not 
think, has a legal basis. When it comes to something that would 
not require violation of the State statute, then beyond that it is a 
decision of the individual librarian. Because privilege has really no 
legal basis in that case. 

Mr. Sdwards. I am going to yield now to counsel. Mr. Dempsey. 

Mr. Dempsey. In the case of the visit to Columbia University Li- 
brary, where in fact the FBI did approach initially support staff 
personnel, and then were referred basically up the chain of com- 
mand at the library. 

Mr. Geer. Yes. 

Mr. Dempsey. Since that particular visit, have there been any in- 
struction*} from Headquarters to New York sajdng please avoid this 
situation in the future, call ahead for an appomtment with the 
head librarian? Has that instruction gone out from Headquarters? 

Mr. Geer. I have had a personal conversation with the assistant 
director in charge of our New York office. He knows precisely what 
we expect in subsequent contacts. 

Mr. Dempsey. And what would that be? 

Mr. Geer. I do not want to run through the format, but we want 
to see it done as professionally as it can be done, and there are sit- 
uations, and I will not even disagree that in most instances the 
contact should be made with the proper person, that being the 
chief librarian. You will not get an argument from me on that. 

There are circumstances which would mitigate against that, but 
they are few. 

Mr. Dempsey. So are you still holding out the possibility of in 
certain cases still approaching support level personnel at libraries? 

Mr. Geer. Yes. I am holding that out because I will go back to an 
earlier statement. Not everyone of these contacts has been at our 
initiative. We have been contacted by librarians asking to talk with 
us, number one. And number two, we have had circumstances on 
specific cases, not Library Awareness Program, but specific cases 
where we needed to talk to specific individuals. And it is probably 
not a situation that we would want other personnel in the library 
involved in the discussion. 

Mr. Dempsey. Well, but in those latter cases, they are not Li- 
brary Awareness type programs anyhow. 

Mr. Geer. No, but it has all gotten lumped together here. 

Mr. Dempsey. I realize. And I am trying to separate out, on the 
one hand, the specific targeted interview with a specific individual 
about a specific situation versus the aweueness type visit. 

Mr. Geer. Yes. I think in the situation you are talking about, in 
a library awareness kind of contact, that we would be well-served, 
of course, by contacting the principal person in that library. 

Mr. Dempsey. But j^ou are still saying— are you saying then 

Mr. Geer. I am saying there could be a circumstance that would 
dictate that we take a different approach, but generally not under 
Library Awareness. 

Mr. Dempsey. Now most of what you have been talking about, up 
till now, it seems to me, involves the element of the program that 
strives to identify Soviet or other hostile agents. When you go to a 
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particular library, do you try to talk to all of the members of the 
staff there? 

Mr. Geer. I cannot say that that has been the practice in each 
case. I know it has been the practice— I think there has been some 
inconsistency, and I think that is one of the things you are trying 
to point out. 

Mr. Dempsey. Because if you spoke with some employees and not 
with others, and a Soviet agent were to come in the next day he 
might deal with one of the employees that you had not briefed. 

Mr. Geer. Yes. 

Mr. Dempsey. And you would not, then, get the benefit of the 
knowledge of that person having been there. 

Mr. Geer. Clearly possible. And if that was the case, then our 
program has certainly not achieved what it was intended to 
achieve. 

Mr. Dempsey. Now how is the librarian supposed to identify the 
Soviet agent? You mentioned the circumstance in which the person 
comes in and says my name is so-and-so, and he gives a Russian 
sounding name, but does not identify himself as an official with the 
diplomatic establishment of the Soviet Union. How then is the li- 
brarian supposed to determine whether that person is a Soviet 
agent? 

Mr. Geer. The librarian may never make that determination. In 
an awareness program you can brief an awfully lot of people, but if 
you only have one return on that small investment, it can be well 
worth it. We have had situations where on the fourth visit, the li- 
brarian determines that the person was affiliated with diplomatic 
establishment. 

There had been no contact with that librarian with us prior to 
that time. 

Mr. Dempsey. But is there not also the possibility that librarians 
will be reporting to you names of individuals without knowing one 
way or the other what their affiliation is? These people may be, in 
fact, U.S. citizens who have Russian names. 

Mr. Geer. We do not open investigations even if that were to 
happen. People report to us suspected bank robbers and all sorts of 
things, but we do not run out and open a case on all the names 
that people might provide the FBI. If the name they provide hap- 
pens to be on the list that we have of someone that we are interest- 
ed in, a known intelligence officer, or another official of an estab- 
lishment, a diplomatic establishment, in which we might have an 
interest, then we will pursue it. But we are not going on fishing 
expeditions. 

Mr. Dempsey. Then if you pursue it, is not one of the first ques- 
tions that you are going to ask— you go back to the librarian and 
you say we appreciate your telling us about so-and-so— is not one of 
the first questions you ask going to be what was he using at your 
library, what was the purpose of his visit at your library? 

Mr. Geer. Could be. 

Mr. Dempsey. And in New York, at least, where there is a very 
strict confidentiality statute, is that not going to require or at least 
ask, is that not asking the librarian to disclose what information 
that person was using at the library? 
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Mr. Gker. I do not know. I would have to review the New York 
statute. Some statutes say they cannot furnish records. Some atat- 
utes say that they cannot furnish information, period. If the New 
York statute just applies to records, then there is no prohibition 
and there is certainly no privilege, or prohibition, against individ- 
uals furnishing something of their knowledge. 

Mr. Dempsey. So you are saying that a person who knows the 
content of the record or knows information in the record and dis- 
closes that information to you would not be violating a prohibition 
against a disclosure of the record? 

Mr. Geer. I am saying that is technically possible. I am saying if 
an individual, a KGB officer, came in and asked the librarian for 
some specific information and many, many times in some of the 
specific cases I have referred to, what they have asked for is ac- 
cessed in the National Technical Information System, which they 
are denied access by executive order which was instituted during 
President Carter's Administration. 

[Materials regarding technology transfers and NTIS follow; addi- 
tional information is reproduced in the Appendix:] 
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THE WHITE HCU6C 



WA9H)NOtOM 



MEMOIUmDUM FOR 



January B, 1980 




TBS BBCRSTARY OF CQMMERCB 



0OBJK71 Policy on Technology Transfera to the USSR 



Z direct that you^ in conaultation with the Secretary of 
Defenae and other appropriate. of ficiala, review and revise 
our policy with reapect to the export of high technology and 
other atrategic items to the Soviet Union* Pending review, 
no validated export licentea for ahipment of goods or 
technical data to the Soviet Union are to be approved • 
This review ia to reaaseaa what export a will nake a aign'.fic:£.nt 
contribution to the military potential of the Soviet Unison 
and therefore prove dittrimental to the security of the 
United States In light of the Soviet intervention in 
Afghaniatan* ~ . 

*Jn addition, Z direct that you ijvmediately review those 
transactiona for which validsted lioenaes have already 
been issued but export has not occurred to determine whether 
any auch lioenaea should be auspended or revoked in light 
of the changed national security circumstancea* 

Finally, I direct that you, in consultation with the 
Secretary of State and other appropriate officials, 
determine whsther certain transactiona now under general 
license reqniireaenta should be subject to validated license 
requirements* 
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o\ THE WHITE HOUSE 



WAS HINOTON 



*5 

January 9« 1980 

MZMORAKDUM FOR 

TOE SBCRS7ARV COMMERCE 
SUBJECT t . Policy on Technology Tranifara to the USSR 



I direct that you innediately euapend all exiating apeoifia 
export lioanaea to the Soviet Union and freete all ahipmnta 
undsr thaaa lioenaes pending prompt review of whether theae 
licenaaa should be Indefinitely auapended or ravoked in 
light of the changed national security circumstancea. Zt 
ia important that thia review and resulting deciaiona be 
Mde with the utmost urgency. 
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FEB S -' 1980 




The Atsistpnt Socretar> for Sclenct and TaohnotoBy 

cSn?i 377-3111 



IIEMORANDUM FOR: Melvin 5. Day 
Director 

National Technical Information Servica 



After considerinq the policy behind President Carter's 
recent restrictions upon export licensing of high tech- 
nology to the Union of Soviet Socialist- l^epublics (USSR), 
the iseues raised by your January 25, 1980 memorandum 
on the sale of NTIS reports to the USSR, and a legal 
opinion on the same subject prepared by the Assistant 
General Counsel for Productivity, Technology and Innovation, 
I have decided as a matter of policy to direct you to 
suspend all sales of NTIS materials to the Union of 
Soviet Socialist Pepublics, including any USSR organi- 
zation or agent, whether located in the United States 
or abroad. 

In carrying out this directive, you may make appropriate 
refunds of deposits for publications v;hich have not 
already been sent. This directive applies to all 
materiftls sold by NTIS (directly or through dealers 
or other parties) which have been, are now, or may in 
the future be, ordered by the USSR, or «ny USSR organi- 
zation or agent, until further notice* 



FROM; 



Jordan J. Baruch . i'-i 
Assistant Secretary for."?r6' 
Technology and Innck'Etion 




uctivity , 



SUBJECT? 



Sale of NTIS Reports to USSR 
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THE lECRETARV Or COMMCIIC 

JAN J 6 199S 



MBMOUNDUM FOX TBE HONORABLE CBORGC SHULM 
Thi Sieritary of stati 

THE lONORAILC CASPM WCINIEXCER 
Thi lietttary of Dtfinat 

TRE aONORAILB DONALD lODEL 
Thi tierttary of Enirgy 

THE HONORAiLE ROIERT C. MePAXLANB 
Aaalatant to thi Ftiildint 
for Natlenil iieutlty Afeilti 

THE lONORABLE JANES lECGS 
Admlnlitriter, Nitlenil Aireniutlei 
•nd Ipiei Adffllnlitritlen 



«0»JECT: Seviit AccMi to liniltlvi Seii.itif le and 

Tichnleil meomitlon Froduetd by or for 
tht Dnittd gtatii Gevirnaint 

On thi bull of ■nilyili eenduetid evir thi put viir. it 
•ppiari that aivital o.f. Oovirnaint ■ginelii in teliritlna ■ 
Miaivi fivi-awiy pre«tM that pttaitt thi feviati to lequlfi 
ttna of thouiandi of aeiantieie and taehnieal atudlii •r«ill 
a« ethir atratagle iRfotHtion. I aa vtitlna to thi f I'l ef 
yeu^eiuii I havi no ptaetleal eipabUity to control thli flew 
of inforution. Nbilo thoio atudioa and iBeetHtien ari udi 

tochnleal InforMtion lotvleo (NTXI), Couiteo dooi not 

or InforMtion. Noriiwor Wtxi cannot 
'•Si!!!"^"" ««>.«i''««> thi vaat voluRi and acopi of 
MaaltifUy! "'••'» for 

tht aearea of aanaitiva inforHtieti of latiroat and of valua to 
tha lovitta ia tht ttpa ef thouaanda of Hnclaaalf iid and 
prtvlMaly elaaalfitd atydita preductd by or for tht Mpartaint 
a Vt^lTll'm^l Btpartatat of intrty, anS >ASA. and aSSfttrS ' 
!! J?*f.*"^""** of ita Cea«rtaalonal-Bandatt to aaki 

SuIJSi'k-S.S"' JW-orlflnatid at.dlta, acEa ST 

«ltarin« houat, .atlling data baaia and atadlta to eoaairdal 

*>R«T. Thtat vindora In turn uat 
tBt«rnatlonal Bitworka auch aa TtWIET to aill auch 

SSS^Sw^SiU'htS "ith thla prograa In placi, 

■oacow baa had unllalttd acciaa to all laforaation in wh 
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throuvh tht DSSH Ml-Onion SciUntifie Matareh Xnatitutt. whieh 
la ■ prOBiiitnt subaeribtr to thit teuret of data* 

tpaeifically, studitt tubBltttd tQ MtXS havt ineludtd: dod 
analytaa of tpaet vtapona, chHieal varfarti nueltar vtapona. 
eoBputar ttcurityi bifh-ttehnology toltcouunieationt, 
•Itctronlca, cooputtrt, and lattrai Cntr^y analyett of nuelaar 
■fiorfy and high intoniity phyaieoi ond NASA analyooa of tpiei 
and roekat tochnology. A iaaplo Hot of actual itudiaa ia 
ottachodi 

Tht pottntial dangar to our national aaeurity ia that, through 
tht fivt-avay prograa, tht Soviota bava aeetaa to ttudita and 
otbtr ttrat09ie information eovtring such of tht aaat tyot «%f 
toehnologitt and produett that tht Adainittration it trying to 
kotp out of tovitt handa through tht aultilattral oiport 
control tyttOB. nit dangtr it cospoundtd daily by rtaaon of 
tht dtpthi braadthy tiMlinttat ond oggrtgation of tht 
inforMtion availablt, 

o X rtctntl . :irtd with atvtral roputablt tcitntiata in 
Govtrnnti i: laplt of ttn ttudioa dont by OOD contractort 
on laatr: - on coopotitt Mttriala, and X atktd if tht 
ttudita vw. >d havt any national otcurity iaplicationt if • 
obtaintd by tbt Sovittt. Tht unaniMua opinion vaa that 
tht compilation it trtatndoualy btntficiali that io, taktn 
aa a vholt, tht rtportt givt Notcov ntv Mttrial 
inforaation to corroborate prtviout lab vork, focua future 
approachta, ond tliainatt costly trial-and-trror proctaatt. 

o A July 1911 otody iont for tht Xnttlliftnco Conunity 
concludod that Soviet accttt to O.S. and ¥ttttrn 
unclaatifiod data battt hat playod a tignificant rolt in 
Sovitt Bilitsry dovtlopMot. Tht ttudy tiaaintd tht Sovitt 
cruitt Bittilo and coacludtd that Notcov probably uatd at 
Itatt 10 prtvioutly clattifiod o.s. Govtrnatnt docuatnta in 
itt dtvtlopatntt at loatt 22 of tht aoat tignificant of 
vhich vara f roa tht NTXS syttoa. Of thtat, nlntty ptrctnt 
vtro POD docuatntt. 

Aa giva-svay prograa ^at rotultod f roa a dttirt by prtvioua 
Ateiniatrailont to coabat vbat thoy porctivtd to bt 
ovar-cUttificationi.^ad to dtvolM grtator public accttt to 
ttttditt and inforaation gontrattd by or for tht Ptdtral 
Sovornatnt, It Hat alto rotultod froa tht appartnt 
annilliagnttfl to data of tht ptrtinont Qovomatnt agtncita to 
WMit tht f undt and a«npotftr atctttary to dtal vith and 
control tht rapidly iacrtac^'ag asounts of inforaation gtnarattd 
aadtr govtrnatnt spontort: . As a conatqutnct. tht annual 
voluat of docuatntt aadt ikv nablo through NTXs continuta to 
grow* 

iffortt by prtviout Adainittrationa, rtfltcting tbtir policy 
goalti havt taktn tht fora of ehangta to txtcntivt ordtra, to 
rogulationa oovtriag clattifieation authority^ and to 
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laflaiatiea •ueb th» rcMdciB e( Inferattien Act. Prttidtnt 
Cartar. Car •itapla. iMuad •n.|iaeutift ordar •hortaning tht 
tlM that • OtC-eentrellad deeuatnt rtMintd el»a$iti%i, with 
•tudiaa rrapartd by OSC eentraetera iutomtieaiiv daclttaifiad 
■fur lie ft», 

Ondar rrMidant Uagan. aeat aeCerta hava btan atdt to ■top 
thia htMrrbaga. Tbua. igaeutiva Ordar laiSC of 1912 rttainsd 
tha ■utOMtie daelataif ieatien, unlaaa *tha eltaaifiettlon !■ 
•Btandad by an official of tba ori9inatin« aganey.' Stetion 
lai? of tba IH4 safanaa Appropriation Act authoritad boo to 
raatriet lii^jm aanaitiva atudlat. 

Mapita tboaa autbericattena, practical raaulta raatin yat to 
5* »0D aat up a ayataa purautnt to 

•action 1217 wharaby atudiaa bagun in IHI will eontinut to ba 
«aelaaaifiad by tba DOb-erifiaatiaf ceapeaant and raviavtd by 
5*'*«5?!*"f\7*"??*"* «"'o5««tion Cantor (nxc) bafoca ralatto 
to KTXS. indicationa aro that MD'a abi)«ty to ravia* tba 
annual voluaa of docuaanta ia liKltad. for oiaapla, I 
adviaad tbtt OTZC will aot ba fivan additional raaourcai to 
aaaiat in tba raviaw precota. lacond, tba 1914 lagialttion 
4eaa net iapeao raatrtctiena en atudiaa andarvay or eoaplotad 
?5.i5*'£'f ica eovarad andar . 

liacutivt Ordar 121S«, but, aeeording to DOD and iatallif anca • . 
eoBRunity offieiala, tbia capability to aitond elaaaificatien 

5*L!?! !"* i!."'*^^**! *• • naaaroua aanaitiva 

caperta ara being duapad late tba RTIt ayataa witbout proper 

30,000 BOO docuaanta vara eiven to WXC and sere tben 1S,000 of 
tbeaa vara raleeaai te «TZi, iaclMdibe ieeuMnte relt :ed te tbe 
•eaaittva laaer and eoapeaita Mteriat tafocMttoa I cited 
vreyioualy. lacauee of • •peadulaa" affect reeeltiaf frea the 
peliciea aet ta aetiea by prevteue adaiaiatratiena, tba enautl 
velnae of teeaaeate received ky nxf f raa DOD, Bnefey, and MMa 
haa inetaeted by IS pereeat Julu tbe teegan Adainletrttioa. 

Tbe Xatelligeaee CoaBuatty tattitlly raieed tbia Better in 

2!5fi*t«!i!f! V*"^' *y eoBiwrce end the 

UtellifMee Ceaaunlty te enaura tbat tbe relevent egeaciee 

IlJ^i.«f!Lf Ml* •ituetioo, end to 



4cte bave been wbolly taadequete. 

tbe feebnology Traaafar Sntallieeaee Ceaaittee 
lS5£i ^2f' **• ib wgeat lli4 for tbe 

tXO/n. tbe eleaaiiied »aper» atill ia draft* wee reviewed by 
•a iateregeney fuel la Jaaeety aad eboald be ready tor 
Meeeaaiea by '•braery. xt ia ay aaderatending tbet. la ite 
preaant draft Ceta, tta eoacljatone ere eiailec te alne — that 

deaegiag tnferaetien that aaat be 

eteaaed et tbe eouree. 

«e cannot etep ell soviet eeceea to 016-preducad inferMtien, 
bat «e auat ie aero to control tbe flew of aeneitlve 
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infetMtlon. sttanlm; fchia flew would net only tnhanct our 
national ■•curlty, but It would alto ba coot cfficiant 
CurrMtly* wt ata aipandlng algnlflcant raaourcaa to Bravank 
•lllUrliy-alfnlf leant tachnology froa raachino Hoacow throuah 
illatal trada. yat, Intalllfanea aiparta balliva tbiU ao"cr 
•eeeunta far llttla aora than 10% of govlat aequlattlona. x da 
Mt knew what ahara accaaa to thaaa data baaaa and docuaanta 
auppl.laa» but It ia elaar that thle Inforaatlon could wall h. 
of vraatar valua to Moaeow than tha tachnology and producta »h. 
•ovlata aequlra through lllagal trada. prooucca tha 

110 ona aganey can aolva thla problaa. zta raaolutton aay 
involva naw laglalatlon, naw Biaeutlva Ordara and coordlnatad 
Covarnaant-wlda ragulatlona. Tharafora, x racoamand that tha 
MIC taka tha laid In aaaklng raaolutlon, fuat by oraanliinC > 
eoaprahanalva brlailng en tha laaua and, If ay dioraj Sf 

t::v',:iii a%'r:a"Jn'f;gK/ic'fini?' 



Stcrttary of CODmtrct 



cc: Attornty Gtntral 

Oir«ctor» ctnttal Xnttlllgtnet 

Dir«ctor« Offict of Hanagtntnt and Budgtt 
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ttltCfd »tui\»f ^»«i l.bl> in y..> 

in lovitt reretptiena 
(Stttnat Nueltar Agtney) 
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(Morthrop/otetnat DapartMnt) 
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DtvtlepMnt of Miero*Froctasor*bistd Uaar 
. ITannttttt Dnivtralty/O.itr J^riy) 

fulsad DF Uitr Iffacts ttady 

lioaini Aarotpaca/U.i. Air r^rea) 

tnginaarlRa Data for Haw Aaroapaca Natariala 
liattalla/O.S. Air rorca) 

fraquancy Scanning Mdar Concapta for Arsy ligh Bnargy Laiar uaaponi 
(U*t. Army) 

A tisulation Hodal of tha Arvy'a connand, Control, Communication, 
and Intalliganca Procaaa 
(Oafanaa Dapartsant) 
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Mr. Dempsey* Denied direct access. 

Mr. Geer. Denied direct accessi which is an attempt to deny 
them access obviously. 

Mr. Dempsey. And obviously, as well, they continue to have 
access to that material. 

Mr. Geer. By going to a library in some cases, yes, and asking 
that it be accessed by that library and then provided to them. 

Mr. Dempsey. And also they nave the access through resale of 
that material. That material on NTIS is available abroad, and, in 
facti is aveulable abroad on on-line services. 

Mr. Geer. We cannot prevent all that. We do not have the re- 
sources to undertake to enforce the executive order, but it does tell 
us something. 

Mr. Dempsey. What does it tell you? 

Mr. Geer. It tells us that perhaps looking at what this person is 
accessing that we ought to be interested. Ab I say, maybe it ie an 
agricultural attache. I gave an example. I mean you learn a lot 
from bits and pieces. Again, I want to go back. I do not want to lose 
sight, at least, from my own sight, I do not want to lose sight that 
we are not asking for hbrary records on Americans, period. 

And if we find that we are about to vioU^te a State statute in any 
sense, we will back away from that. 

Mr. Edwards. Does every agent involved in this program have 
copies of or knowledge on the State conHdentiality laws? 

Mr. Geer. They most certainly should be in tneir State. So the 
New York office, everybody on that squad, is familiar with, and if 
everyone was not, they are now. 

Mr. Edwards. Do you have somewhere in the Bureau one place 
so that you can access the results, the consequences, the rewards of 
this program? 

Mr. Geer. Yes, sir. 

Mr. Edwards. How big a file is that? 

Mr. Geer. I do not think we would expect a very big file on 21 
contacts. And particularly, with the sensitivities and things that 
have come out, and again, I have got to restate that this is not any 
kind of massive program. We do not have that much of a commit- 
ment. It is veiy focused, and I do not expect any really great 
return. But again, we get bits of information that help us and help 
our program. 

Mr. Edwards. Well, you describe a modest program. Do you com- 
pare that or judge that vis-a-vis the rather massive public reaction 
that you have gotten on this? Have you ever set down in a room 
with your colleagues from the FBI 

Mr. Geer. Yes. 

Mr. Edwards [continuing]. And said, now, look, this is the pro- 
gram we are operating. This is what wp have accomplished with it, 
the value to our national security programs. On the other side, we 
have this sort of national panic with Congress and with the media 
and everjrthing looking into it. Is it worth the candle? Have you 
talked like that with your colleagues? 

Mr, Geer. Yes, obviously we would have conversations of that 
nature. At the same time, we will try to bring more direction to 
the program. At the same time, we believe that there is a necessity 
for the program. And we are hopeful that armed with the facts 
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that we will get the cooperation we are looking for. And as a 
matter of fact, we have received some very, very favorable letters. 

Theyare not all letters based on the situation that has been cre- 
ated. There are letters, and particularly since the hearing on the 
20th, the positive letters have exceeded the others. 

Mr. Edwards. Well, we have quite a number of people in this 
country who can say anything they want to say, and that is what 
free speech is all about 

Mr. Geer. I am talking about letters from librarians. 

Mr. Edwards [continuing]. Yes, who would say that the FBI 
ought to do everything possible to accomplish their duties, the 
goals that the FBI must try to accomplish in national security. You 
could stop the Soviets or bloc nations from utilizing our libraries by 
closing the libraries, too. 

And that would really take care of them getting the information. 
But we certainly do not want to go that far. 

Mr. Geer. We certain do not. 

Mr. Edwards. So some of the letters you are getting would li- 
cense the FBI to do almost anything. We are well acquainted with 
that. A lot of people do not appreciate libraries like perhaps you 
and I do. 

Mr. Geer. Well, I understand what you are saying. But again, I 
am only referring to the letters from librarians who are harking 
back to the testimony on the 20th, and have taken a very positive 
view of it. So I am not trying to make a point about a general reac- 
tion of the public. I am just sticking to the librarians. 

Mr. Slobodin. I wanted to follow up on when the chairman 
asked whether you had reviewed the program in light of reaction 
from the library community. Has that review over the last couple 
of months included Director Sessions? 

Mr. Geer. Yes, it has. 

Mr. Slobodin. And during the existence of this program has 
former Judge Webster, when he was the Director, was he ever in- 
volved in reviewing this program? 

Mr. Geer. No. 

Mr. Slobodin. But Director Sessions has reviewed it? 
Mr. Geer. Yes. 

Mr. Slobodin. I wanted to just briefly compare because there 
seems to be some conflict, appears to be some conflict in testimony 
we got at the last hearing. I want to get your reaction or response 
to some of the statements that were made. 

There was a statement made by James Schmidt. He says the al- 
leged targeting of libraries as a place of recruitment and of librar- 
ians as potential operatives by Soviet intelligence agents is unsub- 
stantiated. Fair statement? 

Mr. Geer. No, not at all. I think he seized on the fact that the 
student ultimately recruited by Mr. Zakharov was, in fact, sort of 

gushed in his direction by another student. And the fact is that 
Ir. Zakharov identified the first student through the bulletin 
board in the library premises and contacted him and ultimately he 
suggested a friend or acquaintance might be able to assist more. So 
r^ardless of how he read that, the initial contact did come out of 
that. 
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Mr. Slobodin. Another atatement. This is from Duane Webster, 
and he says the FBI assumes wrongly that the threat of KGB col- 
lection of unclassiHed information available in U.S. libraries is suf- 
ficiently great and the payoff from FBI efforts in libraries so signif- 
icant that they outweigh any unintended chilling effect on the life 
of the mind. Is that a fair statement? Is that based on an assump- 
tion? 

Mr. Geer. Well, it is obviously based on an assumption. But it is 
disturbing to me, as it is to the chairman. That is one of the rea- 
sons I was looking forward to the opportunity to meet with this 
committee is because I felt that a lot of this examined, and a lot of 
pmitions were taken in the absence of facts, and it is a very hard 
thing for the FBI to get those facts out there once something like 
this starts moving. 

And it is disturbing to me that the initial assumption seems to 
be that the FBI is out there as one statement was "looking over the 
shoulders of Americans in libraries" and what have you. And it be- 
comes a dilemma, a dilemma for the organization, and a dilemma 
for me to say that that is not the fact, that that is considerably 
overblown, and then I run into situations where I cannot fully ex- 
plain the circumstances because of the need to classify certain 
parts of it. 

And that is a frustrating thing for me. 

Mr. Slobodin. Well, let us talk about the— if I could just briefly 
review— so I understand exactly the scope of this program, is that 
the awareness pro-am includes an educational side and an intelli- 
gence gathering side. And that amounts to about 8/lOOth of one 
percent of the FCI operations of the New York Field Office? 

Mr. Geer. That is a figure I came up with mysfilf by just looking 
at how many people were used and how much time it took them to 
do this and compared that to the number of resources we have op- 
erating there in our Foreign Counterintelligence Program. And my 
only point was to attempt to show that this is a very, very small 
part of our program, and just a contributing part, though. 

Mr. Slobodin. And that is limited to the New York area? 

Mr. Geer. Absolutely. 

Mr. Slobodin. And you are not asking for library records? You 
are not trjring to put librarians in a position of violating a State 
statute? 

Mr. Geer. I have not found one situation. I mentioned the situa- 
tion where our original request, had it been acceded to, would have 
been a violation of the State statute. I'hat was pointed out to us, 
and we withdrew tho request. I have found no situation at all 
where we got any records or any information on any U.S. person as 
far as library records or personal information goes, any. 

Mr. Slobodin. And the 21 contact-s, fill me m on exactly. The 21 
contacts was over what time span? 

Mr. Geer. My recollection like late 1985 to 1987, during sort of 
that time frame, 21 libraries that are listed on this sort of general 
directory of scientific and technical libraries in New York were 
contacted. 

Most of those contacts, I think it is obvious at this point that 
most of those contacts resulted in at least a successful description 
of our program to the point that the vast m^ority of those librar- 
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ians were not disturbed, or if they were, that was not made known 
to us. 

But the chairman makes a point, and I believe in it very strong- 
1:!^, that we have got to make certain that we are talking to the 
right people, and that we are presenting it in the way that is clear- 
ly understandable. 

Mr. Sddbodin. Just one final question. And that is as you are de- 
scribing it, this Library Awareness Program is a modest component 
of your FCI operations. What would be the impact if you were 
unable to do this intelligence gathering or be able to seek out these 
shreds of information? 

Mr. Geer. Well, that is difficult to answer. I have certainly tried 
to convey that I do not see the Library Awareness as being the 
final bulwark between us and the "Red menace." I am certainly 
not here to Red-bait or even to wave the flag. Just to say that it is 
a small part of our overall FCI program that does provide very» 
very useful information. 

Mr. Slobodin. Thank you very much. 

Mr. Edwards. Mr. Dempsey. 

Mr. Dempsey. The one case that has been frequently discussed in 
this context is the Zakharov case. Now in that case, Zakharov was 
using a student to go into the library, and at least in the elements 
of the case that have attracted the most attention, did not do the 
xeroxing or other research himself So the librarian there might 
never have seen Zakharov. They would have seen the Guyaman 
student, Leakh Bhoge. 

Mr. Geer. Yes. 

Mr. Dempsey. So this program would not have alerted the librari- 
an to that kind of situation. 

Mr. Geer. Hard to say. If any person in the U.S. public who has 
some sen^ of how these services operate sees something that is re- 
curring, if the librarian, and let us say it is a librarian, that Gen- 
nadiy Zakharov was a Soviet representative, if the librarian over a 
period of time had noticed that on the third Tuesday of every 
month he seemed to be meeting someone in or near those premises, 
It might cause a reaction. It might raise a question. I do not know 
that the Zakharov case ever would have. 

But this is an awareness program. It does not mean that there 
will not be a situation like that. 

Mr. Dempsey. But the one example that is most fret;uently cited 
m discussion of this case did not involve an approach to a librarian. 

Mr. Geer. That is true. 

Mr. Dempsey. It did not involve a Soviet diplomat going into a 
library. 

Mr. Geer. That is not true. 

Mr. Dempsey. He sent in students that he had hired. 

Mr. Geer. He went into the library. It was within the library 
premises that he got the name of the student to begin with from 
the bulletm board. 

Mr. Dempsey. But that could have been— I mean I think you are 
talkmg about a single visit with a name off of a bulletin board. 

Mr. Geer. It could have been. 

Mr. Dempsey. Again, not even necessarily approaching a librari- 
an. 
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Mr. Geer. Possibly. 

Mr. Dbmtsey. Getting that inrormation off of a passive source, 
the bulletin board. 

A number of the reports that have come to us both in the testi- 
mony and in some of the published reports, in some of the corre- 
spondence we received, talk about agents approaching librarians 
and asking for information about suspicious persons or persons 
with Russian sounding names, or persons with foreign-sounding 
names. 

Mr. Geer. Yes. 

Mr. Dempsey. Has there been any effort to limit those kinds of 
statements by agents? 

Mr. Geer. The only one that I am aware of as the allegation in 
that regard was one that supposedly happened seven years ago in 
Maryland. I do not know even know how I would identify it. I 
cannot imagine that it happened, but 1 cannot deny that it hap- 
pened because I cannot even identify. 

Mr. Dempsey. Well, the Maryland incident was, in fact, more 
recent than that. 

Mr. Geer. No, no. The one you are talking about is the first one. 
The more recent one was quite focused. 

Mr. Dempsey. The two reports that we have are Spring 1987, FBI 
agents requested information on library users with foreign sound- 
ing names, particularly Russian or Eastern European. 

Mr. Geer. My recollection is that goes back to the context some 
seven vears ago that Mr. Forestal mentioned. That is not a descrip- 
tion of the most recent contact. 

Mr. Dempsey. We also have a report of a ^dsit at the ^Jniversity 
of California in Los Angeles— whicn would have been, I assume, a 
non-library awareness visit, that is a specific individual was the 
focus of the FBI's interest in that instance— but the report is after 
the agent requested information about the specific individual, he 
then asked to be informed if anyone of a suspicious nature ap- 
peared in the library. 

Mr. Geer. I cannot imagine an FBI agent using those words. 
Again, I am not in a position to deny it, but I certainly cannot 
affirm it. 

Mr. Dempsey. How about the word "anomalous"? Would an FBI 
agent use the word "anomalous''? 

Mr. Geer. I would think there would be circumstances that that 
could be used, yes. 

Mr. Dempsey. OK. 

Mr. Edwards. Could not spell it though. 
Mr. Geer. Probably not. 

Mr. Dempsey. Mr. DuHadway explained to the National Commis- 
sion on Libraries and Information Sciences that librarians should 
watch out for anomalous behavior. 

Mr. Geer. Yes, I tried to address that a little bit earlier. 

Mr. Dempsey. Now has there been any direction to agents that 
anomalous or suspicious behavior is not to be a focus of concern 
here? 

Mr. Geer. Well, I think I have addressed that. The people in our 
New York office who are involved in the Library Awareness Pro- 
gram have a very clear understanding of what their approach 
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should be. I sense concern that it has not been memorialized so 
that you could review it. I would be pleased to do that if that would 
be helpful. 

Mr. Dempsey. Now going back to the question of suspicious per- 
sons or persons with foreign-sounding names— let us leave aside 
suspicious for a second and just focus on foreigners— Paula Kauf- 
man did testify that in the June 1987 visit to the Columbia librar- 
ies that the agents referred to foreigners and persons from coun- 
tries hostile to the United States. 

Now how is a person supposed to, how is a librarian supposed to 
identify a foreigner or a person from a country hostile to the 
United States? 

Mr. Geer. I think that answer is clear. I mean the librarian is 
not supposed to identify any such person, and I do not question Ms. 
Kaufman, and if that is the way it was presented to Ms. Kaufman, 
I do not even disagree with her concern. 

My next step might have been, if I were Ms. Kaufman, to call a 
responsible official of our New York office and say give me some 
more information; what is this all about? I have just been told that 
this is the focus of this program. Is that true or is it not true? 

I can only assume, and I made a reference to it earlier in our 
discussion in my testimony here, I must assume that the persons 
presenting that particular one did not present it in the manner 
that we would expect them to present it so they could be clearly 
understood. 

I think some evidences of that would be that out of the 21, the 
rest of them did not cause that kind of a reaction. So our need to 
do It professionally and properly is obvious. It is very obvious to us. 

Mr. Dempsey. Now one of the points you made earlier was that 
the fyi. as a result of this or any other effort, has not requested 
records, library records on anv U.S. person. 

Mr. Geer. That is correct. 

Mr. Dempsey. Has there been any sort of a conscious or uncon- 
scious effort on the part of the Bureau to limit those requests to 
non-U.S. persons? 

Mr. Geer. No. I am not sure I even understand that question. 
Most of our cases in this program are on non-U.S. persons. 

Mr. Dempsey. And implicit in the question is, or implicit in your 
statement was the point that you have requested library, actual 
non-U.S. persons. There was certainly an incident at 
SUNY-BuiTalo where the library originally said no, and you ob- 
tained a subpoena, in fact, and then the libranr complied. 

There were other situations, for example, University of Houston, 
where the library did not comply, and you did not pursue the sub- 
poena route, and the matter was dropped. But you have requested 
library records on non-U.S. persons. And my question was 

Mr. Geer. Not as part of the Library Awareness Program. 

Mr. Dempsey. Not as part of the Library Awareness Program. 
And my question just was would you see this request for library 
records on a U.S. person as some extraordinary step that required 
some extraordinary justification or some higher level of approval 
or perhaps a subpoena? In other words, would you draw a distinc- 
tion if you did go and ask for library records on a U.S. person? 
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Mr. Geer. I am familiar with the legislation that has been intro- 
duced in that regard, and I do not nave any problem with the 
intent of that legislation. I certainly would like to be in a position 
to formally respond to some of the technical parts of it. But there 
are situations, and they are quite frankly rare, and the case you 
mentioned in Buffalo was not even in the FCI program, situations 
where that could happen. But I mean it would just be pure specula- 
tion on my part to try to come up with a scenario there. 

Mr. Dempsey. Much of the discussion has been relating to identi* 
fying Soviet agents as the focus of the program. But in the report 
on 'The KGB and the Library Target, much of the thrust seems 
to be the Soviet exploitation of unclassified information in U.S. li- 
braries. 

Now to what extent does that play a role in this program? 

Mr. Geer. To a lesser extent. There are certainly situations 
where it would be helpful for us to know, and I have tried to make 
that point early, helpful for us to know what they were looking for. 
If it is emerging technology that, again, I describe someone who 
may list himself as an agricultural attache or whatever. 

Mr. Dempsest. But that goes to identifying him as an intelligence 
agent. 

Mr. Gee:^. Precisely. 

Mr. DEMPsrv. It does not go to the fact that he is collecting 

Mr. Geer. t'ome of it is obviously positive intelligence. And 
whether it is oi any use to the FBI or not, it could well be of use to 
other parts of the intelligence community. 

Mr. Dempsey. But the FBI, once it learns that an individual is 
using unclassified material at a library, the FBI cannot stop that 
person from u^.ing that information. 

Mr. Geer. That is clear. We might choose to advise the librari- 
an—as the librarian would certainly want to point out to us any 
provisions of a State statute that we might be unintentionally at 
odds with— I certainly would not hesitate to point out to the librar- 
ian that this request for information accessing through the librari- 
an the National Technical Information Service was prohibited. 

Mr. Dempsey. Although in the Utah case what the library did 
there on their own was simply to refer the writer back to the NTIS 
Headquarters, to the NTIS Clearinghouse wher<oi presumably 

Mr. Geer. Well, those are not the full facts, but the facts vf that 
I cannot get into. 

Mr. Edwards. Walk me through a hypothetical case or one with 
some history behind it without, of course, disclosing any classified 
information. The New York office is the headquarters for this sort 
of work. I think you have testiiEied to that. OK. Is there a squad 
with a head, an assistant SAC or something, that is Mr. Library 
Awareness of the New York office, and do they report to him in 
the morning and say, well, now what do you want us to do, or here 
is an assignment? We used to get little cards, pieces of paper, go to 
this library and do this and that. Is that the way it works? 

Mr. Geer. I do not think that there is anyone there at this 
moment that would want to accept that title. 

Mr. Edwards. Or maybe Ms. Awareness. 

Mr. Geer. But there is a squad that has a responsibility for a cer* 
tain line of the KGB that instituted this as part of their attempts 
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to ftilfil their responsibilities. It is even on that squad, again, how 
long does it take to contact 21 libraries, and what kind of commit- 
ment does that take. So it is just, even of that squad and that su- 
pervisor's responsibility, it is a minor thing, and those libraries 
were decided upon and the contacts made as being the most reason- 
able ones to initiate a contact with. 

But I mean this is not something, this scenario that you would 
suggest, where you go in in the morning and you pick the name of 
the library. Again, I hark back to we are talking 21 libraries. 

Mr. Edwards. Well, at a hearing we held here in March the Di- 
rector promised that he would review ,he Library Awareness Pro- 
gram. Has he done that yet? 

Mr. Geer. He has been provided all the information that we 
have at our disposal on the Library Awareness Program, all of it, 
and he is truly concerned, as I am concerned, as I have tried to 
convey here, with the reaction to some of the sensitivities that 
have been expressed, and he is equally interested in our getting the 
facts before the public and particularly before the librarians. 

Mr. Edwards. Yes. We asked him on March 30 by letter urging 
him to address three issues in the review. Do you know if he is 
done that yet? 

Mr. Geer. I do not know. No, I do not know. 

Mr. Edwarts. Well, you can carry the message back to Head- 
quarters that we would be interested in a response to that letter. 

Mr. Geer. All right. 

Mr. Edwards. And we would like to invite the director back for 
the results of his review, his conclusions and their general plans. 
We would appreciate that. 

Mr. Geer. I will certainly pass that message. 

Mr. Edwards. Thank you. 

[The subcommittee's March 30, 1988 letter, a subsequent July 14 
letter, the Director's response of September 14 and a December 8 
letter follow:] 
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March 30, 1988 



The Honorable William S, Sessions 
Director 

Federal Bureau of Investigation 
J. Edgar Hoover Building 
Washington, O.C. 20535 

Dear Director Sessions: 

As I mentioned to you at our hearing on March 17, I recontlx 
reviewed the transcript of Deputy Assistant Director Ton 
DuHadway's presentation to the U.S. National Commission on 
Libraries and Inforraation Science regarding the FBI's "Library 
Awareness Progra»." The transcript has heightened my concern 
that the program is inadequately defined in terms of goals, 
scope and methodology. 

The prograa would not be troublesome if it were limited to 
warning librarians at non-publici non-university libraries that 
they nay be the targets of hostile recruitment efforts. 
Problems arise, however, when the Bureau also visits public or 
university libraries and asks librarians to report to the FBI on 
suspected attempts to recruit library users, on "anomalies" like 
theft that often occur unrelated to intelligence activities, or 
on the interests and usage patterns of library users, both those 
who identify themselves as foreigners and non-foreigners who are 
suspected, on the basis of ill-defined criteria, to bo working 
for the Soviets or others with hostile intelligence efforts. 

I was pleased to hear you say that you would review the 
Library Awareness Program, As part of your review, i would urge 
that the following issues be addressed; 

(1) What libraries does the program apply to? Is it 
limited to special and technical libraries (and if so how are 
they selected) or does it extend to some university libraries and 
to certain sections of some public libraries? 

(2) Is the program limited to warning librarians of the 
possibility they njay bo targeted for recruitment or is it also 
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Thm Honorable willian S, Sossions 
March 28, 196S 
Pag« 2 



intended to identify hostile intelligence agent* or utudente or 
other library users who may have been recruited or who may be 
subject to recruit.nent by hostile intelligence e-jrv^cei? If it 
include* the latter, how does a librarian dotemine whon to 
report on? Ze it when an individual engagee in certain 
"anomaloue" behavior? 

, ^^l^/i program concerned in part with determining what 
unclassified information Soviet* are collecting? if ao, how is 
this done without asking for information on library usage? 

Given the current lack of clarity on these points, the 
prog ran is likely to generate continued concern and to have an 
unintended chilling impact on librarians and library users, it 
appears fron reports we have received that agents in the field, 
sone of then apparently new to foreign counterintelligence work, 
have not adequately explained the progran to librarians and have 
acKod inappropriate quostions, without specific reasonable 
limits on the progran, nisunderstandings are bound to occur, and 
there will be both over-reporting and under-reporting of 
information to the Bureau* 

I look forward to your responses to the questions outlined 
above and to the other results of your review. 



Sincerely, 




Don Edwards 

Chaiman 

Subcommittee on Civil and 



Constitutional Rights 



DE: jdw 



148 




Committee in tte Jublclirp 



July 14, 19S8 



The Honorable Willian S. Sessions 
Director 

Federal Bureau of investigation 
J. Cdgar Hoover Building 
Washington, D.C. 20535 

Dear Director Sessions: 

Assistant Director Geer's appearance before the Subcommittee 
yesterday was very helpful to our consideration of the FBI's 
counter-intelligence visits to libraries . 

Our concerns focus on three points. First, was the in- 
ability of Mr. Geer to describe how a librarian is to decide 
which individuals to report. Unless an individual at sone point 
identifier himself to the librarian as an officer with a Soviet 
diploeatic establishaent, the librarisn can only act based on 
whether the person has a Russian or Eastern European-sounding 
naae, or is engaging, as Mr. OuHudway stated, in **ano«alous 
activities.** Such deterainations coald be very subjective and 
night be dangerously overinclusive. It is easy to see how 
agents, without clearer guldince than Hr. Geer could give us, 
would ask librarians to be on the lookout for foreigners or 
suspicious persons, as hae been reported. 

Our second concern has to do with asking librarians to 
disclose inforBation on library use. tt ie clear that if a 
librarian does call the FBI to report that a Soviet has been 
in the library « the first two questions thb FBI will ask is 
"what was the Soviet's nane** and '*what eaterials was the Soviet 
interested in.** Both of these questions require the librarian 
to disclose Inf creation in records protected by New York statute. 
The distinction that Mr. Geer drew between disclosing the records 
and disclosing the inforaation in them seens to ignore the spirit 
of the New Vork law. 
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Th« Honorable Mllllaa 8. stttlont 
July 14, 19lt 
Paq* Two 



Our third concarn has to do with tha lack of any guldallnaa 
daflnlng or ll»ltlna tha prograa. Aa 1 asKad in ay opanlng 
atataaant thla aorning, how can tha FBI aay that tha prograa la 
narrowly focuaad and proparly carrlad out whan thara ara no 
auldallnaa daflnlng It? it aay ba poaalbla to draw up aaanlna- 
ful guldanca to aganta aaklng Library Awaranaaa viaita. Such 
guidalin^a ahould anaura that viaita ara coordinatad with tha 
haad librarian. Thay ahould focua on circuaatanc a in which a 
paraon haa idantifiad hiaaalf aa a Soviat national, and ahould 
not involva conaidarationa lika anoaaloua activitiaa or foraign- 
aounding naaaa. And thay ahould diatinguiah univaraity 
librariaa froa othar typaa of tachnical librariaa, auch aa thoae 
affiliatad with trada or profaaaional aaaociationa. It ia claar 
that univaraitiaa ara far aora aanaitiva to iaauaa of acceaa and 
confidantiality, ao a prograa that did not includa public or 
univaraity librariaa would ba auch leaa troubleaoaa. 

I racognita thait thia prograa rapraaanta a ainuacula part 
of tha FM'a foraign countar-intalliganca afforta. civan tha 
liaitad raaulta coaparad with tha confuaion and concarn that 
it haa ganaratad, I think tha Buraau would ba baat aarvad by 
atrictly Halting tha prograa or curtailing it altogathar. 

Aa to viaita to librariaa that ara not part of tha Library 
Awaranaaa prograa, I think thara ahould ba a aaparata airtel to 
all SACB or Boaa oth^r diractiva to tha fiald uaking it claar 
that aganta ahould avoid ganaral quaationa abort p^raona 
axhibitina auapicioua bahavior or paraona with Turaign-aounding 
naaaa. Slnca in aach of thaaa caaca thara ia intaraat in a 
particular individual, aganta ahould confina themaalvaa to 
inquiriaa about that paraon. 

I look forward to hearing froa you on thia matter. As I 




Sincerely, 




Don Edwards 
Chalraan 

Subconnittee on civil and 
Conatitutional Righta 



0£: jdb 



150 




Federal Bureau of Investigation 



VS, DepartmcRt of Jiistkx 




Office or ihfDireciOf 



\ 



W$ifunficn DC 20m 



Septeipber 14 1 1988 



Honorable Don Edwards 
Chairman 

Subcommittee on Civil and 

Constitutional Rights 
Committee on the Judiciary 
House of Representatives 
Washington » D. C. 

Dear Mr. Chairman: 



Than)c you for your correspondence on the FBI's 



Library Awareness Program. Rather than detail its history 
or set forth In detail Its Importance to the Bureau's 
foreign counterlntolllgence work, i thought I would instead 
describe for you the dl;:ectlon i have decided this program 
should ta)ce. 



(1) When deemed necessary, the FBI will continue to 



contact certain scientific and technical libraries 
(Including university and public libraries) In the New York 
City area concerning hostile Intelligence service activi- 
ties at libraries. The purposa of such contacts will be 
twofold t to Inform these libraries that hostile Intelli- 
gence services attempt to use libraries for intelligence 
gathering activities that may be harmful to the United 
States, and to enlist their support, along the lines 
discussed below. In helping the FBI Identify those 
activities. Incidentally, I share your concerns about 
public £ind university libraries, and where feasible the 
Library Awareness Program will not focus on them. 
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Honorable Don Edwards 



^ u . T^" librarians at thasa sciantific and 

technical libraries will be asked to advise the FBI of any 
contacts their personnel have with persons who identify 
themselves as Soviet or Soviet-bloc nationals assigned to 
certain Soviet or Soviet-bloc establishments in the United 
States and who do any of the following; 

(a) seek as w . s t snce in 

conducting library 
research; 

(b) request referrals to 
students or faculty who 
might be willing to assist 
in research projects; 

(c) remove mater ials from 
libraries without 
permission; or 

(d) seek certain biographical 
or personality assessment 
information from librarians 
themselves and/or on 
individuals who are known 
to the librarian being 
queried, particularly on 
students and academicians. 

This information will also be sought on contacts with 
individuals who indicate that they are acting for such 
Soviet or Soviet-bloc nationals. These criteria are narrow, 
and in my opinion they will not require judgments by 
librarians as to who is of interest and who la not of 
interest to the FBI. More importantly, they should make it 
clear that the FBI is completely uninterested m the 
library activiti-^s of anyone other than those persone who 
meet these specific criteria. 

l!L^^ i*^^^ Individuals meeting these criteria 
are identified to the FBI, we will inquire further as to 
what these individuals are aeeking from librarians. 
The FBI is charged with keeping track of hostile intelli- 
gence service activities in the United States, and i 
believe it is essential that we make these inquiries. 
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Honorable Don Edwards 



( 4 ) In conducting this program, tha FBI will not 
attempt to circumvant local library managamant in contacts 
with librarians ; ask for information about people with 
foreign sounding names or accents; ask for reports on 
"suspicious" or "anomalous* behavior; or ask for circu- 
lation lists or other records of what people choose to 
read. 

(5) We intend to ask librarians for help along the 
lines set forth above. If they do not wish to help, that is 
up to them, but we are confident that they will help if the 
program is explained to them properly . To that end , 
training of FBI personnel participating in the program will 
be enhanced, where necessary, so that personnel will be 
particularly sensitive to the limitations that I have 
described in the above paragraphs. 

Thus, I anticipate that the Library Awareness Program will 
help the FBI identify hostile intelligence service officers 
without causing the Bureau to collect library information 
on the general public. 

As you are aware, in many cases the FBI will have 
already identified known or suspected hostile intelligence 
service officers and co-optees. when the FBI needs 
information about the activities of such persons, it will 
continue to contact anyone having that information, 
including librarians. Such contacts will be nationwide, and 
such contacts will be no different from any other FBI 
investigation. These contacts will, however, differ from 
Library Awareness Program contacts in one significant 
respect. In the Library Awareness Program, the FBI will be 
asking librarians to help in the initial identification 
process using the criteria set forth above, in any other 
contacts with libraries, the information sought will 
concern specified subjects. 

I hope that the foregoing serves to answer your 
questions about the direction that the Library Aw&reness 
Program will be taking and about other FBI contacts with 
libraries. With respect to your request for various 
documents, the classified FBI report on Soviet Intelligence 
Service library targeting is being sent to you under 
separate cover, other documents describing the Library 
Awareness Program were given to Mr. James X. Dempsey of 
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Honorable Don Edwarda 



your ataff on July 12, 1988. Pleaae contact the Bureau- a 
mat2r?"i°" ^••^ additional 

or your requeit for analyaia of the impact 

of atate library confidentiality atatutea on the Library 
Awareneaa Program (or on other contacta with librerieai i 
am continuing to review thla laaue^ and I expect to have 
further information for you ahortly. 

Thank you for your queationa and coronenta about the 
i:^?''^^. ^^■^^"•V P^^o^^^am- They have been extremely 
helpful to me in determining the direction the prooram will 
? ^""^ heaitate to contact me If you 

wlah to diacuaa thia matter further. ^ 

^Sincerely you 




William S. sesaions 
Director 



1 - Honorable David l, Boren 
Chairman 

Select Committee on Intelligence 
United States senate 
Washington, D. c. 

1 - Honorable Robert W. Kastenmeier 
Chairman 

Subcommittee on Courta, Civil Liberties, 

and the Administration of Juatice 
Committee on the Judiciary 
House of Representatives 
Washington, D. c. 
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U.S. DcpartBitiitof Jaitk« 



Federal Bureau of Investigation 



Office of the Oirrcior 



December 8f 1988 



Honorabl* Don Edwarda 
Chairaan 

Subconnittee on Civil and 

Constitutional Rights 
Connittsd on the Judiciary 
House of Representatives 
Washington I D. c. 

Dear Mr. Chairaant 

In furtherance of our prior correspondence, enclosed 
is an analysis, prepared by the Special Staff of the 
Bureau's Intelligence Division* of fifteen library contacts 
with respect to which questions have been raised about the 
applicability of state library confidentiality statutes* 

Of the fifteen contacts, twelve were conducted 
pursuant to specific investigative leads in furtherance of 
FBI counterintelligence responsibilities and were not 
related to the Bureau's Library Awareness Program. Two of 
the contacts were in connection with the Library Awareness 
PrograVf and one was in response to an unsolicited 
telephone call to the FBI froii a staff aember of the 
particular library. 

of the thirteen contacts for purposes unrelated to 
the Library Awareness Prograa, six were in states that had 
no confidentiality statute in effect at the tine. Of the 
remaining seven contacts, in six instances no records were 
requested, and in the seventhi records were obtained 
pursuant to a grand jury subpoena. The two Library 
Awareness Program contacts did not involve requests for 
records I such that the New York statute was not at issue. 

Underlying factual information on these contacts, 
which is classified, is available ro you and to any members 
of your staff who possess requisite security clearances. 
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Honorable Don Edwarda 



Plaaaa contact Suparviaory Spaclal Agant John S. Hooka, 
Jr., at tha Congraaalonal Affalra offlca, talaphona numbar 
324-4515, who will tnaka arrangamanta for you to raviaw thia 
natarial if you wiah to do ao. 



Sincarely youra. 




William S. seasiona 
Director ^ 



Encloaura 
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STATE CONPIDRNTIAIITY STATUTES 
AND 

FBI CONTACTS 



BROWARD COUNTY LIBRARY. FT, LAUDERDALE, FLORIDA 

Prior to requesting any Information, the FBI Agent 
aiked the librarian If there was any legal prohibition agslnst 
such dliclosure. After being advised by the librarian that state 
law required production of a court order, the Agent left without 
■aklng any further request. 

There was no violation of state law, nor did the Agent 
encourage any violation ulnce no request for Information was made 
after being advised of the statutory requirement of a court 
order • 

UNIVERSITY OF MICHIGAN ENGINEERING LIBRARY 

There was no violation of state law since the FBI's 
contacts occurred prior to the enactment of Michigan's statute 
(1982, effective March 30, 1983) requiring confidentiality of 
library records. 

NEW YORK PUBLIC LIBRARY (NYPL) and CONTACT OF AN NYPL LIBRARIAN 
AT HIS RESIDENCE 

There was no violation of the New York statute 
restricting disclosure of library records since the FBI neither 
requested nor obtained any records during either of these 
contacts • 
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UNXVERSXTY OF UTAH 

There la no atate scacuce in Utah prohibiting or 
restricting dlaclosure of library records. All library records 
In the atate of Utah are considered public records, with 
unrestricted access by an* person or agency* 



PRINCETON UNIVERSITY, NEW JERSEY 

The FBI's contact at Princeton University, circa 1978, 
involving an FCI Investigation of GKU officers, occurred prior to 
enactment of the New Jersey statute (1985) restricting disclosure 
of library records* 



UNIVERSITY OF CINCINNATI 

There Is no statutory authority In effect in the state 
of Ohio prohibiting or restricting disclosure of library records, 
although legislation is currently pending In the Ohio legislature 
which v/lU require that these records be made confidential. 



UNIVERSITY OF MARYLAND CHEMISTRY LIBRARY 

There was no violation of Maryland state law since 
there was no atate statvte in effect at the cinie of the FBI's 
contacts at the University of Maryland restricting or prohibiting 
disclosure of university library records* 

In 1984, the Maryland legislature enacted legislation 
restricting disclosure of public library records, however, this 
statute did not Include records of university or college 
libraries. In June, 1988, the Maryland legislature enacted a 
statute which will now require that library records of 
educational 1 ns t 1 t u t 1 r 1 o ns also be confidential, with 
restrictions on disclosure* 
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PMIVERSITt OP HOUSTON 

Th«r« la not statutory or judicial authority In the 
atatt of Ttxaa prohibiting or reatrlctlng dlacloaure of library 



recorda • 



OBIVERSITY OF WISCOSSIN 

Thare waa no violation 
Inaaauch ai the FBI did not uake 
Inforaatlon fro« the Interviewee 



of the Wisconsin atate vtatute 
any requests for library 



NYU^S COURRANT INSTITUTF. 

This was a library awareneaa contact. There was no 
vlolstlon of the '^ew York statute since no requests for records 
were msde during tne FBI'^s contsct. 



GEORGE MASOH OWIVE RS ITT , FAI RFAX > VIRGINIA 

There was no vlolstlon of the Virginia state statute 
restricting disclosure of library records since no requests for 
records were made during the FBI's contsct. 

Additionally, the FBI's contact at George Mason 
Univeraity waa in reaponse to s telephone csll placed by a staff 
■eaber of the library who waa concerned about defenae docuaenta 
being checked out by an individual the librarian believed to be a 
Soviet. These contacts were initiated by the library , and not 
the FBI, 
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STATE UNIVERSITT OF NEW YORK - BUFFALO (SUNTAB) 

In coapllance with New York law, the FBI presented a 
Grand Juvy lubpoena to official* at the State University of NY - 
Buffalo (SUNYAB) requesting ipeclflc library records necessary to 
a criminal proaecutlon Involving violation of the Foreign Agents 
Registration Act (KARA). 

After a review by the University's legal staff, SUNYAB 
compiled with the federal subpoena* 



BROOKLYN PUB T.TC LIBRARY, NEW YORK 

Th 8 a library awareness contact* There was no 

violation of state law since no records were sought or obtained 
during the FBI's contact. 



ONIVERSITY OF PENNSYLVANI A 

There was no violation of the Pennsylvania state 

statute since the FBI neither requested nor obtained any records 

which would fall within the purview of the statutory restrictions 
regarding disclosure of library circulation records. 



UNIVERSITY OF CALIFORNIA 



There was no violation of the California state statute 
restricting disclosure of library records since no records were 
sought or obtained during the FBI's contact* 
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Mr. Dempsey. Do you have any sort of analysis of the State li- 
brary confidentiality laws? Have you assembled that? 
I^r Oeer Ybs. 

Mr! Dempsey. Could you make that available to us? 
Mr. Geer. Yes. Do vou not have it at this point? It is my under- 
standing that you had most of it. j u 
Mr. Dempsey. No. Your analysis of the laws, no, we do not have 

that. ^ , , - . , 

Mr. Geer. An analysis of the laws. I have the provisions of the 
laws. What do you mean by an analysis of it? _ ^ 

Mr. Dempsey. Well, other than xeroxes of the code provisions 
from the 38 States, has your legal division interpreted those laws, 
read them, analyzed them, summarized them, said what they say, 
said hew they influence either the Library Awareness Program 
with respect to the New York law or the 20 or so visits to other 
libraries that were not Library Awareness, but have occurred in 
the past several years? , ... 

Mr. Geer. Perhaps not in the form you are describing but in a 
form sufficiently helpful for our needs, yes. 

Mr. Dempsey. I think we would appreciate seeing that to help us 
understand this issue. 

Mr Geer All right. 

Mr! Dempsey. You have emphasized several times 21 special and 
technical libraries. Are there current plans in the New York office 
to go and do a second round, to go and do another set of libraries, 
or are you going to leave it at the 21 for the time being? 

Mr. Geer. We will make additional contacts with libraries as \ye 
feel the need and the requirement is there, and we will do it in 
such a manner, if we need to, that it will be very, very clear, and 
not subject to misinterpretation of what our intent ^s. . 

Mr. Dempsey. Do you contemplate a second round of the size ot 

the first round? ^ Ti. -n 

Mr. Geer. I do not want to give you a yes or a no on that. It will 

be more event driven, and how we see. I mean the awareness that 

has been created is really quite substantial. 
Mr. Dempsey. There are not many libraries that do not know 

about it. , . * J T • T 

Mr. Geer. I think that is an understatement. And 1, again, i 
think this is helpful. I think getting the facts out and getting them 
out hopefully in a forum where they can be used by persons in that 
profession as well as the public will be an extremely helpful thing 
to all of us. 
Mr. Edwards. Anything more, counsel. 

Mr. Slobodin. Just one question. Do you feel there has been an 
over-reaction to this by the library community? „ , , 

Mr. Geer. Well, there has. I mean there clearly has. But I do not 
know. It is easy to say that, but getting at the root cause of it and 
turning it around is not quite as easy. I do not think if the facts at 
all had been understood there would have been any reaction like 
this, and just what we could have done to have prevented it, my 
only sinse is we could ha\e perhaps described— I really do not 
know* 

But I follow and agree with some of the chairman's comments 
about the sensitivities, but it truly did get overblown. 
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Mr. Slobodin. Thank you. 

Mr. Edwards. Well, the word certainly should go from Head- 
quarters to the New York office or wherever else you plan to have 
the program that before they get permission to move ahead with a 
program that has caused this much anguish to the FBI and to some 
people that they had better have a very carefully, narrowly drawn 
charter of some sort that protects the agents, protects the office, 
and protects the rights of privacy and the State laws. All that has 
to be written down, does it not, Mr. Geer? 

Mr. Geer. Agreed. 

Mr. Edwards. Right. Well, thank you. You have been very help- 
ful. We always like to see you here, and we will expect in due 
course the results of the study and the review by the Director, and 
perhaps he can come up and visit us at a hearinf^ on the matter. 
But thank you again, Mr. Geer, for coming. 

Mr. Geer. I will pass that on. Yes, sir. 

[Whereupon, at 10:55 a.m., the subcommittee adjourned, to recon- 
vene subject to the call of the Chair.] 
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Mr. Toby J. Mcintosh 

The Bureau of National Affairs, inc. 

1231 25th Street, N.W. 

Washington, D.C. 20037 

Dear Mr. Mcintosh; 

This is in response to your request dated January 22, 1988 under 
the Freedom of Information Act for a transcript of the 
Crzaission's January 14, 1988 meeting in San Antonio, Texas, in 
particular that portion of the tape pertaining to the Federal 
Bureau of Investigation's presentation. The information you have 
requested is enclosed. 

Please note that some sections have been blacked out by the FBI 
as sensitive and classified. Those portions are withlield under 
5 U.S.C. 552 b(l)(B). You will also note that an additional 
section on page 56 has been deleted under 5 U.S.C. 552 b(7) C, 
which authorizes federal agencies to withhold from disclosure 
information compiled for law enforcement purposes when disclosure 
of sucn information could reasonably be expected to constitute 
an unwarranted invasicn of personal privacy. 

This decision was made by David R. Hoyt, Deputy Director of the 
U.S. National Commission on Libraries and Information Science. 
You may appeal this decision. To do so you must submit your 
appeal in writing not later than thirty (30) days of your receipt 
of this letter to chairman Jerald C. Newman, 63 Captain's Road, 
North Woodmere, New York 11581. 

We hope that this information will assist you with your research 
and will satisfy your inquiry. Thank you for your Interest in 
the Commission's activities. 




David R. ^ 
Deputy Director 
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FBI PRESENTATION 
to 

U.S. NATIONAL COMMISSION ON LIBRARIES AND INFORMATION SCIENCE 

by 

Tom OuHadway 

January 14, 1983 
4:15 p,m,-6:15 p.m. 
san Antonio Public Library 
San Antonio, Texas 

m» NEWMAN: Let me start the meeting. We've asked for a closed 
meeting and at the end of the meeting we'll either decide what 
further the Commission will want to do. We'll either decide that 
today or decide that tomorrow. The closed meeting is so that we 
can have a sharing of information from the Federal Bureau and as 
well as input to the Federal Bureau as to how our Commission 
views what they're doing in this regard. Let me just say I was 
in the Orient when this hit the Nev York Times and I have to tell 
you, some of you may already believe, that I'm inclined, and I^m 
supposed to be impartial, but I am inclined on behalf o f what the 
Bureau is doing. And that comes to a great extent from some 
personal ejcperiences that many of you may not have had, may not 
be aware of. The Soviet intelligence threat in our country is 
only rivaled by the Red Chinese. I'm talking as a layman, this 
is no classified information, I can tell you of two direct 
instances in the most unseemingly places of all where their 
operatives have shown up — one was in Uew York City, at a 
meeting of the Association of the United States Army, This was a 
meeting of, you know, for people who are interested in the United 
States Army, and it's aff;*:rs, reserve officers, reserve enlisted 
men, regular people, etc. We have a regular luncheon in an 
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armory on 14th Street. And low and behold we're going to talk 
about how the Army fights in the 1980 's, when somebody comes up o 
whispers to our guest speaker, who's a Major General, that there 
is an assistant Russian military attache in the audience who he 
recognizes in civilian clothes. And the other instance, and I 
just found out about this last week — I have a friend who is a 
senior vice president of a major New York brokerage house. His 
specialty is nuclear materials, metallics, mining, those kinds of 
things. And he comes back from lunch one day and finds this 
fellow at his desk going through his papers. He asks him who he 
is, and he says oh he's interested in an investment. He had an 
accent. Finally he found out that he was another assistant 
military attache of the Russians who was very interested in how 
we make our new armored piercing siwivA* for thcnew M-1 tank, 
which there had been some writings on, that this fellow had "d^f" 
some writings on for investment advice, but obviousely had some 
more technical information, just yesterday before coming down 
here I was talking to a fellow I know in New York who was working 
on an investment proposition in an African country and who had 
been working for years with this Israeli citizen and it turns out 
that he was arrested in Israel on Monday, this was an Israeli 
citizen, as a, I guess they call it a deep level, a KGB agent. 
Who had come out with the Soviet immigration a long time ago and 
they finally got their hands on him last Monday, By the way, 
he's under, this particular individual, under indictment in the 
Carolina's. You may or may not know of the case, but if you 
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don't I'll tall you about it laUer — I'm sure you're — okay? 
And ay friend who I've known I guess for ten years, American, 
American-born, had no idea that this fellow who he had gone to 
Africa with, who he'd gone to the Middle East with, who he had 
entertained in his hoaa, was a KGB *gent« Now I only tell you 
that because I've had these brushes on the fringe, and I'm just 
your ordinary citizen like yourself, and maybe New York being the 
kind of malting pot it is, with all the things it has, you see 
more of it than you see elsewhere. But we have, as you know, 
last May, we looked at sensitive, but unclassified information 
which had created a furor in the library and information sciences 
community, and I think we cleared the air to an eAtient in terms 
of what the issues were and what the requirements of national 
security are and what the rec[uirements of the other sectors of 
our society. We hav2 the responsibility, as Commissioners, oZ 
being sure there's freedom of access of information, but I think 
we have another responsibility in upholding the Constitution of 
the United States, which is probably a higher, which is a higher 
responsibility, and that includes citizens protecting our 
democracy and our republic. Freedom of access is very important 
and it is one ot the mainstays of the library community. But I 
will tell you that freedom is much more important and to protect 
the freedom of the United States, I think is more important. The 
investigation, or our looking into, or having the presentation by 
Tom DuHadway, can be a valuable service in helping to clear the 
air. The FBI recently doesn't present their rationale for 
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action; they really don't. You'll normally get a "no comment." 
I think the fact that they are here shows that it is important to 
them and important to our Commission. Our support for the 
maintenance of the freedom of our country, since charges have 
been made against the FBI that could undermine their efforts to 
protect security of our nation. Now undermine it how? I would 
say by restricting their access to information, and I think 
that's another way of looking at the same issue. You'll remember 
that at our last meeting, John Juergensmeyer, who is very active 
in the library community, representincf libraries, and who is an 
attorney, said one of the charges by the librarian from Columbia 
University and the Intellectual Freedom's Committee of the ALA, 
was totally false. That charge being violation of first 
amendment rights. I think we have to take a balanced look, a 
real balanced look at what is going on. We never really knew 
what the operation was or what is ^oing on, and I think this will 
give us an opportunity, and I think it's important that we have 
this opportunity. We have with us Thomas DuHadway, who's flown 
down from Washington just for this- purpose. He's the Deputy 
Director of Operations for Foreign Intelligence, which means they 
have the primary job of countering the activities of foreign 
intelligence agents in the United States, of all nations, it's a 
massive responsibility. He's had assignments on the East Coast 
and all over the United States. He's a graduate of Southern 
Illinois University; he has done graduate work at George 
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Washington University, and I'm really glad and proud that he's 
here to talk to our Commission. I'm sure you'll entertain 
questions? 

MR. DOHADHAY; Certainly. 

HR. NEWMAN: And with that very limited introduction I'd like to 
turn it over to you and if there's any questions after he's made 
his presentation, and that includes staff, if anyone has any 
questions, we'll be glad to ontertain them. 

MR. DTTHADHAY: Thank you very much, Mr. Chairman, and it is my 
pleasure, and on behalf of Director Sessions, who is a native of 
this area of the country, and today is in Waco, Texas speaking, 
and will be back next week to speak to a group at the University 
of Texas in S^n Antonio here, and it is with his knowledge that Z 
am here, and his blessings, and what I would like to do is give 
you, and not insult any of your intelligence, hut counter 
intelligence is an area that alot of people are not familiar v/ith 
what it means, how we go about doing it ^nd how the Soviets, 
which I will direct my remarks to primarily, go about doing their 
work in this country, and I'll give you a little idea of what the 
KGB and the GRU are, what their presence here in the United 
States con.^ists of, and what it's about. And again, if any of 
you are students in this area or scholars, what have you, please 
bear with me, I don't mean to impugn in any at your knowledge. 
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When you hear the term cou nter intelligence, and that the FBI is 
the primary counter intelligence agency in the United States, 
most people really don't Jcnow what that means. , It encompas ses^ 
bo'^h a responsi bility to counter espionaqei which is the 
traditional stealing of classified information most always 
related to some national defense information which is classified, 
but it als o has to do with non-criminal activity on the part of 
Intel ligence_ agencies, it's the responsiblity of the FBI to 
collect information and analyze that and do something with it. 

You must remember that 90 percent of what the Soviets collect in 
this country is free, available, and unclassified. The KGB is 
the civil, non--military state committee for security. It's an 
organization of about 300,000 peopj^. That includes about 
100,000 what they would refer to as border guards. If you have 
ever been to the Soviet Union, they have i massive presence all 
throughout the country. The other 200,000 people are involved in 
the business of collecting intelligence either against thei;- own 
Citizenry or worldwide. They don't operate in a v^^€t«n. «ben 
'^heir government is set up there are two main organizations that 
give the KGB, which is the non-military aspect, and the GPU, 
which is there equivalent of our military intelligence. They get 
specific guidance and direction from two areas, and there are 
numerous public source documents that would lay this out for you, 
but the two main guiding and directing bodies, I'm getting a 
little ahead of myself and I'll come back, or basically their 
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national ministry or science anc*. technology, which they refc" to 
as the GKNT. If you've dealt with the Russian alphabet, it's 
much easier to deal with initials — I have trouble with English, 
let aloi.e with Russian. And in the organization which they refer 
to as the VPK, which is their military industrial commission. 
It's very structured forthright approach. These two groups, 
which are represented by Members of the 9mm^ Buwyaii, highest 
levels of the government, meet on an annual basis and they set 
out their intelligence needs. And they get 90% of their 
intelligence needs from the United States, Western Europe and 
Japan. We have a very healthy conflict in our government, in 
that we encourage production and co-production internationally, 
we sign alot of licensing agreements, we encourage our industry 
to go international and produce internationally. So alot of 
things that we consider hign technology that we may want to 
restrict tor export and what have you, we at the same time sell 
(license agreements] (???Tape 1, #11) and it's produced overseas 
and wo 're kidding ourselves if we say we're restricting the flow 
of th^t* technology. That's why alot of it comes from Europe. 
But ** .%^je two organizations actually levy requirements on the KBG 
and the GRU. We need x, we need y, we need z, and you go get 
it. And wherever you get it is fine, and how you get it is fine. 
As I^ preyjjmgly^mentioQ.^d^_9p% of what the^ collect in this 
country is unclassified, freely available. There has be en a 
decision made by our government to make that information 
available to anyone and the FBI has no qua lm with that ^d^jsision 
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at a l U W e do like to )cnov what it is they're collecting because 
that give s us an i dea based on their illegal activities , whYch "we" 
also follow, as to wha t their intelligence needs are, where 
they're 9oij^^_vrtiat_^indus^ ^^y^^oping^, what 

t echnologies^, we a ay^ven need to suggest .becopie ^classified. And 
Mr. Chairman the area you're talking about is growing new 
technologies, and alot of times are available out in our economy, 
in the library systems, and in the public sector that are non- 
classified that later are taken out of the public sector and 
become classified as our ability to use that technology is 
dtTnonstrated and we can put in to use and then we classified it 
and we worry about what we lost later. But t.iat's the nature of 
our government and that's fine. So, that's where they get their 
guidance and direction. And they, of course, are told you can 
get this information any way you want. And I -ve you some idea 
of their presence here, and again as I go through this if you 
have any questions first of all there are no questions that are 
"off-the-wall" or not inappropriate because no one has all the 
answers in this business because we're learning all of the time 
and if you've got a question, please don't consider it 
inappropriate and I'll try my best to answer it. Between the 
Soviet Union, the Bloc and the Chinese, there are approximately 
3500 people in the United States who have diplomatic immunity, or 
have diplomatic status. There are another 23,000 Chinese 
svuder.cs, half of which are sponsored by our government, another 
half are sponsored by private individuals. We have 700,000 
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visitors froa the Bloc and other countries, china and what have 
you, that have in some way or another have conducted activities 
that are [????] (tap6 |13) to our well being, 

MR. KEWMAN; Seven hundred thousand annually? 

MR. DOHADWAY; Annually, yes. And then we have another 7,00o 
delegations that aay come from the Soviet Union, Poland, 
Hungaria, Czechoslovakia, China, what have you, coming over, 
looking at our industry, looking at you name a part of our 
economy, our society and there's a delegation from a communist 
country here exploring it. And that's great. I think that's a 
super thing to do. We're proud of what we do as a nation and we 
don't have anything to but those countries tend to use those 

people for illegal activities, and we've been able to document 
that through the years. And I don't mean to say that every 
Chinese student here is a problem, that's not so. Or every 
Soviet scholar that visits here is a problem, that's not so. But 
they have utilized these people in the past and we're able to 
document it in great detail as they choose to use these people 
illegally, very often, so consequently we have to have our 
antennas raised to take a look at what the individual is or is 
not doing and if it is a legitimate situation we go on about our 
business. Most of our foreign counterintelligence work is 
centered in five or six areas, and that's because these countries 
choose to use their diplomats to conduct t^eir 
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counterintelligence activities. We have a very large prennce in 
New York City for two reasons: the great melting pot of the 
world is in New York and the United Nations is there. We have 
representation at the United Nations from governments that we 
don't even have diplomatic relations with such as North Korea, 
the Republic of Vietnam, All those people are present, the PLO, 
Libya, Those people are present in New York have diplomatic 
status and conduct activities there, so we have a very large 
Contingent , 

MR, CARTER: Is it true that Brooklyn probably is the hotbed of 
all this? 

MR, NEWMAN: That's because I was born there, 

MR, DUHADWAY: I was going to say there's a hidden agenda there, 
I was going to wait to see who volunteered to be from Brooklyn, 
Washington, D,C, That's because again of all the diplomatic 
establishments there. Most of the countries "^^J^^ ^^^^^^^^^ 
relations with have their main embassy there [?????} (tapelf^ 
#17) throughout the country, San Francisco, Chicago, Miami, 
Houston and Los Angeles, That's primarily where we have our 
largest concentration of FBI agents who work for 

counterintelligence. Approximately 35%, and I won't get into the 
classified area, I'll use just a round figure, 35% of all the 
diplomats from the communist countries and Bloc countries are 
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engaged in intelligence activities outside of the scope of their 
stated diplomatic positions. They do that for one basic reason. 
They have diplomatic immunity. Their persons are not subject to 
search. If you do catch them involved in an espionage activity 
you could prosecute them for, we do not prosecute because the 
U.S. government has extended to them diplomatic immunity and we 
then go to the State Department and ask that they be declared a 
persona non grata and sent home. On rare occasions they use 
people who do not have diplomatic immunity and we refer to those 
people as illegals. Not that they're in this country illegally. 
That's a jargon term that we use in the trade is that they are 
operating outside of their legal establish. Alot of times they 
will have false identity and they're here legally according to 
their papers, but they're not a legal diplomat working out of one 
of the embassies or consulates* And they use their diplomatic 
-establishments for lots of different things, and you've seen it 
in the paper and those of you from New York see that Senator 
rfoynihan is always beating the bush about the Soviets 
intercepting the communications of U.S, citizens. We know they 
do that. They do that from their diplomat establishments. It 
you talk on a non-secure phone in the Washington area and you use 
the right buzz words, you can bet that your conversation is going 
to be intercepted, taped, translated and sent back. They have a 
very good capability of doing that. 
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MR. KEWMAN: Out Of Cuba? 

MR. DUHADHAYs They do it out of Cuba, they do it right out of 
Washington, they do it right out of New York City from their 
diplomatic establishments. So, you're private telephone 
conversations^ according to the Senator, according to ny belief 
you snouM have a right to be able to talk with some degree of 
privacy. We have w^e belief in the right of privacy in numerous 
situations, one of which is your telephone alls, but you don't 
have that and won't have that because they have diplomatic 
immunity to be able to conduct those types of operation from 
their establishment, which is considered legitimate foreign soil 
and there's no privacy in the airwaves and if you get into a 
microwave situation, if you call from her-a to Washington, it's 
going to go by microwave and it's floating around in the air, 
it's very easy to intercept and they do that sort of thing. 

Lastly, and it's a sad note, but since 1984 we've had 26 
individuals arrested, prosecuted and sentenced to jail in this 
country for espionage. From 1965 to about 73 we had none. From 
7 3 to 8 3 we had five or six, now all of a sudden we have this big 
mushroon.inq of U.S. citizens, as well as foreignors who have been 
arrested and convicted of espionage, and is that really 
indicative that we've gow a monsterous problem. No there are 
some unique explanations for that. But, there's been change in 
philosophy by the federal government that with the passage of 



176 



13 



several laws that would allow the government to protect their 
information, while at the same time prosecuting individuals, it 
is now possible to go to court and prosecute someone for an 
attempted theft of classifed information about a weapons system 
without putting a weapon system out and wind up doing yourself 
more damage by giving it out than you would have had you not 
pro/ecuted. Ther^ has been that type of legislation passed and 
it has been reviewed by the Supreme court and all our judiciary 
people and lawyers have attested to its constitutionality and 
we're able to prosecute alot more cases in the past than we would 
have been able to because we wouldn't have been able to keep the 
information segregated yet give the accused h.< s just day in 
court. So that's one of the main reasons. But it's a sad note. 
There are all facets of the government involved in espionage. Me 
had the first and only FBI agent. There have been ciA people 
past and present, military people past and present and civilian 
people past and present, all involv*.d for lots of different 
reasons. As a result of this, the FBI, considering that 
education is probably the key in an open society, and I'll jump 
on one of /our themes here that I had the pleasure of looking at 
your little video, the sharing of information is extremely 
important in an open society. We have set about on a program 
which we call ;The^_Develo^^^ of Counterintelligence Awareness." 
And what wc do ^routine basis is^to go out to all contractus 
that have classifjed^contract s, fro m a confidential, secret, andT 
top secret level, and try to educate their people as to what they 
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can expect from the Soviets and other intelligence agencies in 
this country and just develop their awareness. We do that. And 
we do hold a firm belief that everybody is susceptible to 
recruitnent pitch. You could get one in your own business if 
they thought you had access, but we also recognize that eve. /one 
is not recruitable. The day of the ideological spy is gone. We 
don't have the Herb Philbricks that you might have seen on 
television anymore. The Soviets especially are convinced that 
Americans arti motivated strictly by money. The main reasons for 
people being involved, those 26 people I talked to ycu about, the 
primary rc^ason was money. The second reason was revenge. They 
felt they had been mistraated by the government or the military 
and to get back they'd do so:nething rather ridiculous and they 
say it's ridiculous after they've been arrested and faced a long 
jail tenr.. At that time they're able to reason it out and say 
aybe they shouldn't have done it. But those are Uhe two major 
tivations and we've seen in recent espionage cases 
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To Counter that 300, 000 pooplo, there are only 9,000 FBI acjonts. 
Wo don't htive all ol thor,i* workinq for or on countcrintcl 1 iqoncQ 




Some, you could see the Soviet military, the GRU, they travel 

throughout the country with state Department permission and tJ^ey 

come down hv-ro to thi3 area fiequently. Thoro arc three very 

Larqe, active military btir-os hero, alot oC retired rilitary and 

they'.ll come right into tliis buildinq routinely every trip, cone 

in get ne\/ maps, get new street maps, get new phone cooV.s and 

they take them all back every place they go. They co that for a 

reason and it doesn't -^ke a plot to figure why. bi:t t' it 

mforniation is pubii-ly accessible, available and v.n-it have you. 

but tney systematically and routinely do that. If cne of ou. 

military attaches, on a travel through the countryside in the 

Soviet Union, tried to pick up a city map or a phone book or what 

have you, there would be an international incident .. .differed 

in society. We, of cours e^can li ve wUh tha t, but you have to 

"^//VTer//,^ C A/^ ~~ — " ■ ^ 

d evelop this [ ???] (tape 1, 826) why are the y^cjajn g this, why are 

they collec ting th at type of information. 
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KGB has four separate units [???] (tape 1, |26) and they're two 
that I'll speak to. The first Chief Director is responsible for 
all their overseas espionage and intelligence s,-^thering and in 
that there are four groups: Une x, they call lines, that's just 
a group of people that you'd see on a wire diagram, line x, which 
is their science and technology people, line pr, which is their 
political people, line kr which is their own counterintelligence 
and security people. Wherever they have a large colony, they 
have sufficient people there to ensure they all live together 
with one exception and that's their intelligence officers and 
they keep close watch over them. They don't want them talking to 
Americans. They don't want them associating out in society, if 
their family situation is such that they have a teenage son or 
daughter or younger child, the teenage son or daughter doesn't 
come with them to the United states. He or she stays in the 
Soviet Union, you can bring your younger children, but you can't 
bring your whole family because they're afraid you'll walk away. 
Common practice. And then they have line n which handles their 
emigres and immigrants who are over here as well as servicing 
their legal people who are not stationed. Line x and line pr, 
political areas, it's very difficult to separate l*.gitimate 
political activity from their intelligence-gathering activities, 
so there are alot of then here. They have a right to lobby for 
their country's point of view, we accept that. They don't have a 
right to do it covertly, or using an innocent U.S. citizen to put 
their ideas and goals forth. But the most active group, and 
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what's going to impact on the New York situation, which I'm joing 
to get to quickly is line x which is their science and technology 
collection. Our technological edge over the Soviets is our 
greatest strength, when you sit down and do any basic reading 
about the military strengths and counter strengths, and weapons 
and what have you, they outinan us and they outgun us in totality. 
But, they don't have the technological edge that this country 
has. And, we're greatly ahead of them in almost everything you 
can conceive — there are some areas that they're better than us 
— and when you see a major change in the Soviet weapon system, 
it's usually modeled or reverse engineered after something the 
United States has done and you can see those following, alot of 
timeF espionage cases. There was a case involving and Hughes 
Aircraft Radar Engineir by the name ot Bell and a Polish 
individual by the name of Marion Soharski, who was President of 
r»olanco, and wno was out in tMe Los Angeles area. [???] (tape 1, 
#29) Mr. Bell was and is a radai* expert, and the radar that we 
used in our F-16's and what have you was referred to as •*look 
down, shoot down radar", which is very similar to a 35 mm camera, 
the new ones, what you see is what you're looking at. The new 
versions on the MIG of their radar is just an exact copy or 
reverse engineering of our "look down, shoot down" radar and the 
Poles are the ones who got that, so they have a nice sharing 
program too. A^ain, 90^percent of what they collect is 
legitjjnat^. We d on' t have a n^ conc ern abqut_^ that , but we do like 
to know yix n' .s rnnprf j nr^' jj^d^at they are collecting and that's 
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a burden that's been put on us by Presidential directive and law, 
and we try to do that. Because it affects alot of things our 
government does or ioes not do as well as what things we might 
want to move to see if we can classify them and whoit have you. 
Alot of ways we attack their activities. The biggest problem we 
have here in this country, because it's a free and open society, 
is identifying which one of their diplomats, hew a..)ny of their 
diplomats are in fact intelligence officers. That's a major 
problem for us. They all come under diplomatic immunity. They 
•:oroe over here ~ some we'll know from recruitments we've made in 
their own service, we follow those recruitments in place. If we 
were successful in recruiting the Chairman here, he would tell 
the FBI that Tom DuHadway is coming ever here to serve as Second 
Secretary, but he's really a KGB spy. Now that makas our job 
very easy, but those people are very difficult to get and 
maintain. We get some of their identities from defectors. You 
may have read about Yuri Vurchenko (SP??) who came over and he 
could say Tom DuHadway is a spy and he's been with the KGB for a 
long time. And they all use different areas cf cover, either in 
the United Nations or in their ministry of foreign affairs, it's 
extremely difficult for us to find a ''firsc termer" when he comes 
over here on his first tour to identify what he's doing. 'frhc 
U.S. government and our society doesn't have the manpower and 
wouldn't stand for surveiling all of these peopU hours a day 
to find out what they're doing. We just don't do that, we don't 
have enough money, we don't have enough manpower and it's 
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Lopossible to do. So the first tning we try to do is identify 
who the intelligent officer is* And that is, was and is part of 
our program in New York city and I'll get to that. We have to be 
able to identify him or her and there are no hers by the way, but 
I'll throw that out so it's not to offend anyone. So the first 
thing we try to do, routinely we'll looh dt every diplomat that 
comes in from one of those countries to see if he's a legitimate 
diplomat. If he's a legitimate diplomat, that's fine, we don't 
care, he serves a function and goes about his way. But if he's 
an intelligence officer ve really care about it, because his 
mission is to go out and develop people such as yourselves as 
sources of information for him because they refuse to go out and 
collect information overtly under their own name. We don't hav^ 
any problem if they do that, we do: 't have a problem_withj:he 
GRU military man coning into this library or any other library 
and getting information that's available to each and every one of 
J^s. That_'_s_fijne We as_a_SQCietY h^v ^ chns^^n ^r> ) ^,y_^^^h that 
and we liv e with that,^ But what is interesting is, and 
especially when you get to the library situation, is they have a 
perfect right to 90 into any library and say, "I'n Ivan 
ivanovich, the Second Si-cretary of the Soviet U.N. Mission, and 
I'm interested in this material." And I don't think that it 
would cause any librarian any problem, it wouldn't cause anybody 
in the United states government a problem, but they won't do 
that. But they won't do that. They don't want us to know what 
they're collecting, ^nd if he happens to be assigned to the U.N., 
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Why didn't he go to the Dag Hanuncrscjold Library at the U-N-# 
which is run and operated by a Sovieu and get whatever 
information he wants- They have total 1/ legal, acceptable access 
to anything, but the intelligence officcirs don't do it- They 
don't want to be identified as an intelligence officer, out 
collecting things outside the scope of their diplomatic 
assignment and they don't want us, the U.S. government, to know 
who their sources are because they want to guide and direct those 
sources, and I'll go throught the case in New York for you where 
it starts out doing research and goes on into collecting 
classified information. So that's what we're trying to do is 
first of all identify these people — who are the legit 
diplomats, who are the spies? And once we have them identified 
then we're going to try and find out what we can do with that 
individual. And we'll try and either neutralize them, put a 
double agent up against them, which would mean a U.S. volunteer 
would come to us and we'll develop one and have those people have 
the opportunity to meet so we can find out what that individual 
is about. And then wa will try and have them neutralized if we 
can negate what he's trying to do, fine, you'll never read about 
that. We'll have him PMG'd, and you won't read about most of 
those because it's a political decision made by our government 
and their government that they will send diplomats back and forth 
home earlier than their tour and not make a big deal out of it. 
Or, who'll arrest them. And f.hen you'll hear dlot about it. 
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The case in New York I wanted to point out to you is about a guy 
who was assigned to the U.N. Secretariat, a Soviet [???] (tape 1, 
#36) there, by the name of Gernardi Zacaroff (sp) . You probably 
heard about that. His arr^^st spawned the arrest of our reporter, 
Nicolas Daniloff over there. A long story made short, there were 
80 Soviets expelled and six U.S. citizens expelled. It got to be 
very big power politics. The case starts off very, very 
innocently. Zacaroff is assigned as a researcher to the U.N. He 
has total access to all of the U, N. information, legitimately, 
on behalf of the U.H. as well as his governnent, but he doesn't 
do that* He's out to places like Columbia University, Queens 
College in New York, tr> ing to get students to do "'research' for 
roe because I'm a Soviet professor, but I really don't want to go 
into where I work or what school it is, but I • your help. 
I'll pay you ten dollars an hour to do basic research for me. 
I'd like for you to go co the library and gee copies of certain 
articles and brim' *"hQm back to me, but don't tell anybody you're 
doing this foi me, just keep this between you and I." So he 
elicited the help of a student who was here from Ghana who said, 
"This really isn't right.*' And this happens frequently. "Why 
would this guy be coming to me wanting to give me ten dollars an 
hour to go get copies of initially innocuous nfcWtipaper articles, 
and magazine articles and journal articles from the library, 
something must be wrong." So he came to us. And we said, "Yes, 
j^omething probably is wrong, let's continue and see where we go." 
So over a two and a half period it went from initially get me 
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copies of articles from the Queens College Library to trips to 
the University of Connecticut Library to steal microfiche, and 
here take these two briefcases and as you go out and the guard 
stops you and finds the microfiche in there, well say hey this 
must be a mistake i*: looks just like mine and you go back and get 
the other one. Not very complicated schemes, but good enough to 
work, bring the microfiche out, take it back to the U.N., copy 
the microfiche, give it back, take it back the next day. All 
this is basically a training program. They had him sign a 
docurr.ent which said that in return for working for the Soviet 
Union they would pay for his education and when he got out of 
school, finished his degree at Queens College, he would try his 
level best to get a job in the Defense industry where he would 
have access to classified information. So we got him a job and 
we told him, "You're going to go to work. Tell the Soviet that 
you're going to go to work basically at a plant in che New Vork 
area that manufactures aircraft engines, but you're really not 
going to have access to classified information." So that whet 
Mr. Zacaroff's appetite a little more. So he said, "Okay you're 
working there, now we'll pay for your Master's Degree, but isn't 
there any classified information.?" "Well the only classified 
information is in my bosses safe." "Well go m his safe and just 
get it." So we arranged this, and at the same time he's doing 
this with several other people. Our major concern as we work 
these cases is we know about these three, and we know what kind 
of access they have which is none, thank God. But how many more 
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does he have and how many of them might have legitimate access to 
legitimate classified information that's really hurting us. So 
you can't continue to run one of these things from an 
investigative standpoint for an extended period of time. So we 
wound up arresting Mr. Zacaroff — only the third time in the 
last twenty years that the Soviets allowed someone without 
diplomatic immunity to accept classified information, w^'ve had 
other cases where people without diplomatic immunity have worked 
up an agent, developed an agent that they referred to to the 
point that there vould be a classified information exchange which 
is your violation of the espionage statute, but at that time 
someone shows up with diplomatic immunity to accept the document. 
This is only the third we did it. We coordinated this at the 
very highest levels with the National Security Council and the 
State Department because the last time we did this we arrested 
cwo of ;:heir citizens, they arrested six of ours. They work 
under a little bit <wf philosophy over there, if they wanted to 
walk into this room and arrest us all, they have grounds to 
arrest us and we'll worry about that later. We will all have a 
trial, we'll all go to jail — that's a guarantee. We don't 
operate that way, thank God. We arrested Mr. Zacaroff, they 
immediately arrested Mr. Daniloff. The President became 
infuriated, he threw 25 of their diplomats out cf their mission 
to the UN, They still didn't budge, they threw six of our 
legitimate diplomats out, we threw another 55 out. Everybody 
called (??????] (tapr 1, #42), time out. We have to run 
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Embassies, we have to get along, it's over. They made a mistake 
in this case by allowing Mr. Zacaroff to continue to the point 



where he a ccept ed information. He is an identified line x .a-^^ 
rt officer. 




We've been able to document this and we will keep it 
in the unclassified area that they have used this system in 
approach in specialized libraries since the early I960's, 
especially in New Vork. 

MR. NEWMAN: May I interrrupt. Your use ^r.c tj-- "^peciaUzed 
libraries" may be different than our consider<ition of specialized 
libraries. There is a Specialized Library Association which is 
medical libraries and technical libraries. Are you talking wnen 
y ou talk of specialized libraries of special sections_Q f_ 
libraries? 



MR. DUHADWAY: A little of both . I'm g---ing ahead of my story 
here. Scientific an d technicalj.ibraries as well as some of the_ 
sect jQn i o f p ybH n i j.hririn a ^that may hav e a very comp lPta 
scienc f* or ma Lb section or what ha ve yo u, but not the general 
bookj?????] (tape 1, ?43) public library . Again, these people 
have access to all of that information legitimacely if they want 
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to get it. They don't want to get it legitimately. They want to 
develop coiitacts^w associations that they can utilize to put 
either in other jobs or other positions, or develop people who 
can spot people for them. We've had Soviets tell us that they 
think it's better to recruit two librarians in a science and 
technological library than it would be to recruit three engineers 
whi could put together a system, because those librarians hc^'e 
access to people, places and things that can front for the So* let 
that the engineer can't. They think it's extremely important to 
have sources in libraries and to be in libraries so they can 
associate with students and professors that they get a chance to 
recruit which their normal job would not give t.hera access to. 
And they do this all under a cover. And th e reason I keep 
ero phasisinq thi s is tha t we are not there because we think th^ 
s houldn't haJ/fi^.ecfitimate access to unclassified information. If 
if s unclassifieu anybody in this country has access to it, can 



have it. We don't have any problem with that. I don't think 
anybody in this room has a problem with that. But they doi^t 
want to be identified operating out of the scope of their 
"diplomatic cover" and^^^obtaining information that they hav^ 
legitimate access to [??? erent mission. 

And our concern is what is that mission, and the people out there 
doing it at a not legitimate diplomat, they're intelligence 
officers and it's a very big clue to us along with alot of other 
indicators that tney guy is, in fact, an intell ig(2nce officer. 
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HR* KMR: May I ask a question here? Are there cases of their 
having recruited professional librarians? 

Kft. OUH]U>irAY8 Yes. 

DR. MOORBs Did the prof es:; lonaX librarians know they were being 
recruited? 

MR. DUHAOWAY: Some yes, some no. 

HS. PHLLAM: Did thuy come to the FBI to tell them they had been 
recruited • 

MR. DOHALWAY: Yes. Some have, some haven't, when I go back to 
the student I described for you in the Zacaroff case, he didn't 
have any idea he was being recruited when he started either. He 
is a typical — I won't say typical, everytime you say typical 
you get in trouble — he's a student at Queens College, needs 
money, put his name on the bulletin board, said willing to do 
research, etc., and all of us can define research here in 50 
different ways, need $10 an hour. This Soviet who's a legitimate 
diplomat at the United Nations was routinely going from college 
campus to college campus to do two things: to go to the 
bulleting board and take those names off and see what he can come 
up with. That's his job, he's an intelligence officer, he has to 
develop contacts. He took his name off the board, called him up 
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and said, «l'd like for you to assist me in some research.' And 
he had a heavy Russian accent. The double agent later told us, 
"I recogniz^-d him immediately as a Soviet", but he met with him 
four times before he called the FBI because each time it was very 
innocuous, very slow, what have you. And if they don't recruit 
an agent at a library, that's how they train t*iem. They use that 
as a very tried and true and proven technique as to how to 
develop an asset. You send them into thr library, you get them 
used to doing things for you. You send them into the library, hn 
steals things. Vou send them into the library, he copies things. 
It's a very slow progression. And each time you pay him money 
for this. So you get the Pavlov's dog thing — reaction, money, 
reaction, money and then you move him e.long and VvU say, "Well I 
really need more information — could you get something that's 
r'^-stricted maybe, but not classified." And then you work him up 
to the classified intormation. 

MR. NEWMAN: {??????] (tape 1, 49.8) years. 

MR. DUHADWAVt This took three years before we arrested him. 

Ml. CAPTER: What other professional disciplines or professional 
environments are targeted by 
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MR. DUaADfTAY: Military people, engineers, 

MR. CARTER: Acadeaia? 

MR* DUHADWAYs Academia, professors, 

MR. NEWMAN: But librariars are more important than you thought 
to the Soviet scheme of chings you see, 

MS, VASICXO: Coiud I ask a question? You repeatedly use three 
words, and I'm not sure in the bottom line as to where you're 
going and wu^rc we're going and what we're supposed to do with 
all of the information you're giving us. Mission, recruitment 
and access. And if I'm following you correctly it's really 
ritcruitment situation you're concerned about as opposed to an 
do-ess: kind of situation that. 

MR, DUKAl.ffAY: Right. We'ire concerned about their recruiting 
U.S. citizen^/ or what's defined under the law as U.S. persons. 
Anyone har-j is legally a U.S. person as differentiated from the 
U.S. citizen. We're concerned about Soviets recruiting those 
people to I 3 illegal things starting off with probably legal. 
And we're concerned with — your first word was again? 
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MS. VASICKOi Mission. 

MR. DOHADHAY: Mission - what they're trying to do. We need to 
know what they're trying to do. 

MS. VASICKO: Right. I think I'm understanding what you're 
saying, what they're trying to do and so in the terms o£ tUe 
recruitment and his access to information. 

MR, DDHADHAYi Right. W e don ' t^ar&^^*bOttt-h^ n rr e^ to 
^information because again I'll start .... if Zacaroff wanted to 
walk into Columbia University and say, "I'm Nattie Zacaroff, I'm 
the second secretary at the United Nations and I'm interested in 
X." They do that all of the time. What's very interesting is 
legitimate diplomats normal 1 don't go to those types of 
libraries. If he needs something they go through the normal 
channels. If he was a u.N. employee, he would go to the U.N. 
library and say I need x, x and x. The non-legitimate diplomat 
who normally is engaged in trying to recruit people is out: in the 
university libraries, the specialized libraries, doing things 
outside the scope of his employment, 

MR. NEHMAKs Is it safe to say that the legitimate Russian would 
not be seen in an American librax-y because he knows he would be 
identified as a GRU or a KGB agent? 
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XR. ODRAOWAY: Yes, under, there's a twist. I mean they 
certainly go to the libraries, but they don't do it in a covert 
manner that the intelligence officer does. And if he needs 
something for his legitimate diplomatic mission, he has 
legitimate, diplomatic channels to go get it and noone in this 
country is going to care* 

MR. NEWHAHs Sally Jo mentioned three items. There's really a 
fourth as I listen to you and that is identification of who is a 
Soviet and that's probably your most important. 

MR. OtTHADWAY: That's what we're trying to do. Now what happened 
in New York is very basic to us. And first of all we're not 
concerned about people having acce ss to inf ormation — i t's • 
legal^ it 's non-c l assified information. This country has made a 
decision and it is not the FBI's business as to what's available. 
That's not our concern. The sharing of information is not our 
concern. J t' s hQV L_they cfo about getting it and identifying 
i ntelligence office rs so we can then run a double agen t_case^r 
try to develpp_gther assets, infoi T pani^s if ymi ^iii^ Agaijnst 
them^ In New York as I said we've documented since 1963, and 
this has also taken place in Washington, D.C. and San Francisco, 
but primarily in New York, their use of specialized libraries. 
Since th e^ early 70 's we h ave routinely . contacted specialized 
librarigi§_aijd alerted them to this kind of activity that takes 
place and asked would you please alert us if you see something 
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that you think is out of the ordinary. Prior to reinstituting 
routine contacts in specialized libraries, we went to the 
President of the New York chapter of the Specia.l Library 
Association and explained to her what we intended to do. She, in 
turn, contacted the Executive Director of the Specialized Library 
Association in Washington, D.C. and said FBI agents are going to 
go to the library to explain our [???] (tape i, #55), And 
everything I^ve t old you here is nonclassified and we could shar« 
that with anybody and we.'ve done that and until wa received a 
complaint from a librarian at one of the universities, we had 
probably contacted 25 specialized libraries and talked to the 
people, explained our problem to them, solicited their help as a 
U.S. citizen, and it's everybody's right in this country, and 
thank God it is, that if you want to help us fine, if you don't 
want to help us, fine. It's not against the law or [???] (tape 
1, 556). It's your decision to make, but we're not trying to 
make librarians into spies. We want them to call something out 
of the ordinary to our atten\:ion. And the investigations are 
just like in white collar crime, we get a an allocation that, I'm 
going to use your name in vain here just as an example, that 
Commissioner Daniel Carter, who gave the fiscal report year, as 
embezzled some of the library's funds. Now, we conduct those 
kind of investigations all of the time, I'm sure that Mr. Carter 
would be pleased to know that as a result of our investigation 
he's been cleared and there's no problem. We do that all of the 
time with allocations of political corruption. We, in fact. 
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prove people's innocence as often or not, more often, than ve do 
their guilt. If someone were to tell us that Tom DuHadway, alias 
Ivan Ivanovicz is in the library and looking strange and is 
called to the FBI, and we would say, no he's a legitimate 
diplojiat, he's fine, there's no problem. We would tell you that. 
But we would also like to knov what was strange about him, what 
was he doing there. When you tell us we're going to know more 
about him — why Tom DuHadway was there, what was he doing and 
that's really out of the scope of his [???] (tape 1, #58). 

MS. VASICKOi When you alerted the libraries involved what was 
their response, what was th'iir reaction? 

MR, DUHADWAY: Very favorable, fine. With one exception and I'll 
get to that. 

MS. HA6HIM: Are you going to talk about the Columbia University 
situation? Then I'll wait because I have some comments I'd like 
to make about librarian's point of view from special libraries in 
contrast to public and academic libraries. There's a different 
mind set there and I think you people have real pr problems on 
your hands. 

MK. DOHADWAY: Oh we do have pr problems. I don't know, but I'll 
be happy to pass around here I'm getting ahead of the story 
here and I'm trying to watch the clock. 
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MR* KEWMAN: We'll taJce as much time as required, I want you to 
know that. 

MR. DOHADWAYi We had been to other^segmtnts ot Columbia 
Univers. ly in their specialize d library system a ndhave had no 
problems an d hav e ha d exc ell ent response , and we have evidently 
struck a chord with one librarian who thought this was atrocious 
and said she would not cooperate, and she said it's a violation 
of the first amendment and I'm going to call the Intellectual 
Freedom Committee at the American Library Association and she's 
gotten on a letter writing campaign, and, as a result, other 
people have agreed with her and there is this mailing that goes 
out under the office of Intellectual Freedom, American Library 
Association, out of Chicago and it puts ou;; an advisory about the 
FBI activities in libraries and requests that state librarians, 
I'm showing my ignorance here, heads of state library 
associations, write their congressmen and senators and they want 
the congress to look into this. Well when the New York Times 
article came out I was selected — I get these choice assignments 
frequently — to go up and talk to Congressman Edward's 
subcommittee on constitutional and ^ivil rights, i appeared 
before that group, the councils and explained to them what we 
were doing. I also appeared before the House and Sentate 
Intelligence Committees in closed session and explained to thoi: 
what we're trying to do, so I want to assure you before this 
callt?????????????????????] (tape i, #61) went out I was already 
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thmrm and I'v« talked to those p«opl^ and have explained to the* 
juat as 1 a« explaining to you, maybe with some more detail 
becasue we're in a sealed vault, classified type of v»rea, but I 
haven't kept any salient fact from you and th ey have been 
satisfie d 'that this type of inquiry is not a treaeni^g aM 
infringement upon anyone's right, chilling by definition, «e 
couid argue that, so on and so forth. But we did write letters 
back to the people that complained to us explaining what it is 
we're about and then we got letters in return equating us talking 
to a librarian, us being the FBI talking to a librarian, being 
equated with the enterment of the Japanese in World War IX as 
well as the black listing of U.S. citizens during the McCarthy 
era. And there is a letter writing campaign of that vain going 
on from the library associations coming up to congressmen also. 
And it's a very viable, emotional issue, we recognize that. We 
think we're very professional in our approach. We think we have 
a very legitimate approacfa^ W e emphasize to them we're not 



i ntereste d i n the i>qentitie3^f library us ers. We don't want you 
to be a spy. You're not trained to be a spy. if, in the 
legitimate course of your business, you see something you think 
we ought to know about, please tell us. And you should also know 
from an educational standpoint that there's a possibility that 
you could be an individual target of a recruitment [???] (tape 1, 
#63) and if you see certain types of things taking place, maybe 
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MS. HASHIM: Well. I've woDced both in public libraries and 
special libraries, and by special we mean corporate, medical, 
legal, all the kinds that can't be identified » an academic or a 
public or a school or a special library, it seens to me that 
from all that's happened since the Colunbia incident, as I said 
you have a pr problem because you may not know or maybe you 
didn't know before you got into this that in the public libraries 
and in the academic libraries, in particularly, most librarians 
take it as a very serious. commitment to never reveal the identity 
of libra.-y users, to never deny access to anyone who comes in and 
as you said you don't seem to care that if it's an open 
collection that people are using it. However, they think you do 
care. 

MR. DOHADWAy: Right, that's the issue. 

MS. HASHI.M: That's where /ou have that big problem. 

Ma. DOHADWAys Wa were aware of that, 

MS. HASHIM: Because, also in the bo.ginning when Jerry was making 
his introductory comments, our job as Americans, all of us, is t- 
defend the Constitution and to uphold the Constitution. The 
Constitution includes the first amendment which librarians are 
really hung up. * 
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MR. oawiDWAy: They should be. They should be. 

MS. HAfiHIMi I'm not trying to be critical of you, but I think 
you ought to know these things if you don't know. Now I'm not 
saying that special librarians have any less commitment, but 
there's a little different nind set because in special libraries, 
particularly those in companies who have contracts, and 
therefore, the librarians and staff of the company of security 
clearances. 

MR. carter: Proprietary interests too, 

MS. RASKXMs Proprietary interests as well, are much more used to 
handling classified information, not allowing people who don't 
have an appropriate clearance or a need to know, the right to 
look at alot of things. Also in special libraries they don't 
keep circulation records the way they do in public libraries and 
academic libraries because anybody who works for that company and 
has a company b&dge can take out materials or use materials, 
however, clearances are always checked before they get acccess. 
But I say this just as background for you in case you didn't know 
that segments of the library community and the commitment are 
different and I, as a Librarian, am total** y committed. Well, I 
should go back and say that I'm an American citizen before I'm a 
librarian ant I'm totally committed to what my country stands 
for. I am, however, on the Council of the American Library 
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Association, that's th« governing body. I am an elected official 
of that Association • I uphold access to information as a very 
important thing. My personal and professional concerns may be 
somewhat different, but they really shouldn't be. 

MR. DOHADWAY: No, they should. I think that's very healthy. 

MS. EASRZMs But I think that, you know, as I said, as a Member 
of the governing body of the American Library Association, I'm 
not going to say to ycu or to anyone that what the Office of 
Intellectual Freedom is putting out is alot of garbage. 

MR. DTOADWAY: Not asking you to say that at all. Wouldn't want 
you to say that. 

MS. HASHIMi No, I know. Or that I disagree with it, or that I 
disagree with the principles at public and open access because 
that's the first priority of the association that I'm an active 
Member of. If i didn't believe that, I wouldn't be a Member. On 
the other hand I think I'm a very loyal American. I don't know, 
I don't know how to resolve the dilemma because I think it's a 
dilemma for you and I think it's a dilemma for the profession. 
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HSL. DUHADWAY} Surd it is. 

Kfl. UBBXH! And I think Unfortunately there ift a great 
Bisunderstanding between the Members of the profession and the 
government and what they're trying to do, T!h«» -^am^ thing with 
the sensitive, but unclassified issue. And we need, if we're 
going to have a democracy we need to have an educated citizenry, 
we need to have an exchange of information, you said so yourself 
and I know you believe it. 

MR. DOSADWAY: That's why I'm here. 

MS. HASaiMi We all believe it too* 

MR* DUHADWAY! Certainly. 

MS* KASHIM: And I, I don't )cnow what the answer is. 

MS* FORBES: We could do with a few less librarians who are so 
naive in these things. 

MS* HA5KIM: Well I don't know what you mean by naive Wanda. You 
know lots of librarians, and I think it's a bad thing, and I said 
this publicly when I first became a librarian and got active with 
the library association. One of the things I wanted the library 
association to do was to get active politically because th^y were 
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looking for money from the state legislature for support of 
various programs. But to all of those people politics is a dirty 
word. And I was horrified because I've been involved in politics 
long before I became a librarian. And I said you know you've got 
to change your mind because unless you're going to be aware of 
what's happening, you've got to li active politically, you're 
never going to get anywhere* And alot of people in the library 
profession have come a long way since the early 70's in that. 
But the problem, I think, lies with there are many who are not 
involved, but there's a problem there because if you're employeed 
by a municipality and you're a library director or your 're just 
working in a public library or whatever, you're not encouraged to 
be involved in partisan politics for a number of reasons. And so 
alofc of librarians have stayed away from that process and they 
may be the ones you consider naive becauso they're not aware of 
those processes tiiat m^ny of us h^ve been aware of for a long 
time . 

MS. FORBES: Okay, for instance if you get a letter from the 
state library, their newsletter, and it's partially paid for with 
federal funds, but yet it calls attention to the fact that the 
FBI might be coming around to your library, and it doesn't say 
there may be a need for you to give assistance to people who are 
trying to protect this country. I'm saying that there's 
something wrong when there's only one side presented here. 
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HR. KEWXAHt Thdra's & big gap. Well that's why I wanted to have 
this session and then determine where we go from here* One ot 
the things I and it aay be an over simplification, but is the 
librarians's responsibility as a citizen no less than you or Z 
looking out of our house window and seeing somr^^ne who loo]cs 
suspicious across the street, around your neighbors house, around 
your neighbors car, and you call the police to come and take a 
look* Now that may be an over simplification, but as far as the 
national picture is, I really don't think it is. 

HR, CARTER: What is the Bureau's strategy* Has it developed a 
strategy to deal with this situation? 

MR* DUHAOWRYi Well part of the strategy is is to come here to 
talk to you all and we have tried to talk to the Intellectual 
Freedocv Committee of the ALA, but we have a tremendous pr problem 
as you say. We've done it in writing, but they don't accept: w.iat 
we say, and they're not going to accept what we say. If I might 
go back to your analogy* When you're talkinc about classified 
libraries, we don't have any problem. Restricted access 
libraries, we sometimes do have a problem. There are certain 
sections of specialized libraries that are supposed to be 
restricted* And those are some of the areas that we find our 
Soviet friends out mucking about in* They really shouldn't be 
there* But. they also, if the librarian wants to give them access 
to that kind of information, that's/ftefl choice* There's an 
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alledged, not an allegeded, but a specified group --eot^lc who 
are to have access or anybcay who gets tberu, and thay end up in 
that " or anybodi'.'* But corporate • ibraries, or people who 
handle clastfitied information, we don't have a problem with that 
at all. 

MR. NEItM>V.< Bessie brought up a point I'd like to interject, i 
huve found that at our New York meeting, and this got me a little 
up«et, was it was claimed that there was no response from the 
FBI. I don't know how m^iny of you were at that meeting, but the 
Intellectual Freedom's Committee put out a publication which said 
there was no response from the FBI. But yet in my contacts with 
the FBI I found there had been a response, a written response. 

MR. DUHADTTAYi We printed our response. 

MR. NEWMAN: I think that's after I jabbed a few people. 
MR. CARTER; That's what I was asking about. 
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MR. NEWMAN; They werf^ less than honest at our meeting. 
MR. CARTER: Do we need an education program? 

MR. ODHADWAYf You'jre in a dilemma here where we can't go out and 
publicly accuse every soviet of being a spy. We're trying to do 
a limited, specialised 'zaucational procesa of people who are 
profe ssional, vp-^y conce rned about what they do, do it on a very 
proper a'-.a highly educated level, and serve a very useful purpose 
tz» this country, and that's the sharing of information. These 
people are targets. Vou take a differer'j group of people who 
have the same intellectual level, the same concerns, and maybe 
the sai!se access to classified information. We go through an 
tiducational process with them and say you mighc be a subject of a 
recruitment and we don't get that back. Now C????] (tape 1, #80) 
the prcbletr.. We^re _not searchi n g £or lists of li brary users, 
wh -».t have you, we're look isjg_fo r the anamoly^ that takes place in 
a library that r aig,fis th e antenna of^that professiona l person who 
thinks that so mething is wrong . Maybe it's not wrong, we'll do 
wh*:e -er we need to do and it's over and done with, but if it is 
vrong all we're looking Jor is a little help. 

MS. PHEIAN: Okay. Let me give you just a little background on 
myself. My brother in law, we used to laughingly say, not 
laughingly but in jargon, he chased commies. He was with the 
FBI. He is not living, but he didn't die in the line of service, 
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SO I sort of am v^ry partial to the FBI. Number two, I am a 
librarian, I do business research. I work very much in 
scientific libraries. I also )cnow who I am working for. I do 
have some information about or ideas about what you're talking 
about. In the scientific library that visit frequently, nobody 
asks me what my name is, they are open stacks. I am amazed at 
the information that there is there. But I can wander around 
there, I know what I'm doing, hopefully. 

MR. HEWMAK: Which library is thisT 

MS. PHEIAN: The Linda Hull Library in Kansas City. I can go to 
what I'm looking for and get it, you know. I can make copies of 
it. The librarians don't know anything about it. I mean chey do 
know who I am, they know me by name. But somebody else can come 
in there and do the same thing and the librarian is busy doing 
his or her thing. 

MR. DUHADWAY: We would not have a problem with that. 

MS. PHELAK: I know, but what I'm saying is .... 

MK« DOHADWAyi If the Soviet went in and did that legitimately, 
fine. 
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MS. PHEIAN: But the Soviet could go in there and do it anyhow 
and nobody's going to know it because he or she is going to look 
just like n«. The other thing is I don't believe you're going 
to find any type of information like that in thn public library. 

MR. DUHADWAY; J^o, we'^e not in public libraries. We're not out 
to talk to the public. 

MS. PHEIAN: I know it. You're only talking about special or 
scientifically-oriented academic libraries, that's all. We have 
oper stacks. I don't think there's anybody that could say she 
looks peculiar and could be. 

MRS. WU: But iiince it's a problem that involves the scientific, 
the special library, the technical libraries, do you intend or 
plan to expand your awareness program to this group. 

MR. DUHADWAV: No, we're in, that's, we are where we want to be. 
Je 'Vft n oR tarfft fi mo st.^all o f them. ' But there are occasions where 
we have to go back now and contact librarians. Now when we go it 
appears in the paper again that the FBI's out here doing 
something wrong again and it'ii based on this letter writing 
situation and I'm trying, maybe I'm not getting it done, to , we 
don't have a broad-based plan to go out and talk to all of the 
librarians. We_haye ji specialized pro blem in New York, 
Washington, D.C. and maybe San Francisco with the Soviets. Very, 
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v«rv limited, snail approach, v^ry closely held. However, we 
hav4 upset sone people and they have a legitimate right in this 
cojntry to print what they want to print — they don't have to 
print both aides either. 

M. NASH: I'm still a little unclear of what you expect — let's 
say there had been no publicity and this program had simply gone 
on on to what I understand to have been a deliberately low key 
»anner, what kind of specific infon.iation would ... 

MR* DOHADWIkYt Would we want from a librarian? 

MR. KASHt And perhaps that you have already gotten back. 

MR. DUHADWAY: The types of things that would causiL.the librarian 
to callo us is ij :_3h^ were bej j?g__deve loped by^a_soviet to the 
point where she had some_dp ubts in her own mind as to wh at ^this^ 
i ndi V i dualj^ya s trying to do, and get access to and man i pu la t a 
her>^ Does she see someone routinely, systimatically copying 
microfiche, or stealing things. Does this come to her attention? 
These ire real anamolies of library use and that's what we want 
to be identified, that's what we want to be notified of. We 
doj^lt jnnf fn h a notifi e d nhn; i fc _circulation lists . I could give 
you a whole long list of things, but those are the types of 
things, and we don't want the librarian to act as an intelligence 
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officer for us* Ha or she is not trained t^ that. We would 
like to be alerted if I think ther<»'i a poten" problem. 
That's it in a nutshell. Ii- s confidential and it's over. 

MR. MASH: Let me i ^st follow up on that just a bit. since yoou 
initiated the program you say you have received cooperation for 
the most part. I assume that means people saying yes we'll call 
you if we nocice sonxething. But in hard factual terms is it 
Worth it, I mean are you getting, you are getting 

MR. DUHADWAYl Yes. 

MR. NEWMAN: He wouldn't fly down from Washingf.on this morning to 
be with us this afternoon. 

MR. DUEADWAY: It's an important program. And it's not a big 

program. I don't want to give you the idea that FBI 

2t-W talk of ^ all librarians. We're not and don't intend to. 

MR. NEinttVi I thiiik it's important to notp also as Mr. DuHadway 
said when he started that they have very limited resources really 
to this entire counterintelligence, devoted this this entire 
counterintelligence problem, and this is one of those sources 
they find VQry valuable in identifying foreign agents and those 
intelligence officers are attempting to subvert. 
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DR. MOORE: Of course all of these perceptions — ve were dealing 
with perceptions last night in a different area — these 
perceptions get embroiled and then people build up something. 
For example, somebody took your name in vain I heard this morning 
at the Council meeting. They said you had, they indicated, 
somebody suspected that you had been in favor of the FBI doing 
this. Did you hear this? 

M6« KASHIM: I was at the Council meeting when a Member of the 
New York Library Association got up and said that Mr. Newman, the 
Chairman of the National Commission had been a speaker at one of 
your meetings . . . 

MR. MSWMAM: Oh I spoke at the Nassau County Library Association 



MS. OASHXMs ...in Nassau County and apparently the librarians 
were rather exorcised about the Columbia incident and quest ionned 
Mr. Newman about it and that person reported that Mr. Newman 
seemed to be in favor of what the FBI was doing and that angered 
all of those librarians. And just let me finish and then you can 
say whatever you want to say. These comments were made after the 
latest Intellectual Freedom Report was given at the Council 
yesterday. The person who got up ari made these comments said, 
"I think that you should keep the National Commission informed 
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about what you're doing because obviously the Chairman of the 
National COiamission is [?????] (tape 2, 16). Chris was there 
too. 

m. NCTMANt Okay, well let me say this. It's nice to become so 
famous or infamous. But at the and I'm going to give you exactly 
the statements thv were made. I said that one of the things we 
were looking into was the FBI awareness program. And that's all 
I said at the open meeting. However, X, was ganged by afterwards 
by three people and they said, "Are you doubting the 
infallibility of the Intellectual Freedoms Committee?" And I 
said, "You mean the Intellectual Freedoms Committee can't make a 
mistake?" And they said, "No, they can't make a mistake." You 
heard that? 

DR. MOORE: No, that, no I didn't hear that, but that's what 
gave, I mean the impression that .... 

MR. KCWMAK: And I said "You mean they can't make a mistake?" 
And they said, "No the Intellectual Freedom Comiaittee could never 
make a mistake." That's a direct quote by the way. well when 
people are that rigid you can't talk to them. And I said "Okay, 
but I just want you to know we're looking into the problem and we 
hiven't reached a conclusion." if that indicates that I seem to 
favor the FBI, so be it. I told you that since then, and based 
on what I've been told, I personally, and I told you before we 
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started so you'll know exactly whars I stand, I don't sss 
absolutely anything wrong with whhw they ^ re doing. I mean if 
they're doing anything wrong, then God save this Republic* I 
aean • « « 

MB« VABICXOt They may not be doing anything wrong, but it's -the 
perception that there's something not right. 

Mfl* HASHZM: Yeah, and that's unfortunate because people do go "by 
t????] tape 2, #8. 

HS« VASZCXOi Perception. 

MA. MEWMMfs Well part of the problem. 

MR* DDHADWAY: Perceptions are realities. 

MR* M£WMAM: You know the real problem, if X may say in this 
closed meeting is the Intellectual Freedoms Committee. Okay I've 
been reconfirmed for five years by the President and the senate, 
but *I will say they are the problem. They have not reported all 
aides or even what it's all about* They h&ve made it look like 
the FBI is going after every library and they are coercing them 
into reporting on whoever comes in and borrows books. And you 
know — I'll state it — that's what the problem is. And it may 
be a tempest in a teapot, but a ver^' important 
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countarintalligence program is being not [????] tape 2, #8,8, but 
if being made the scapegoat in order to ^^ive people publicity 
that they're doing something worthwhile for the American Library 
Association/ and that to me is a disservice* Vivian. By the 
way, let me say Vivian is our inhouse traitor, she is giving up 
as Executive Director on Sunday and we hate to sea her go in the 
worst way. But Vivian was the head librarian at the Rand 
Corporation and she is going back as the Corporate Secretary of 
the Rand Corporation, which does deal in much cf the kind of 
things th you're interested in and I might say that sh^'s been 
a Member of the Specialized Library Association - President of 
the Specialized Library Association, and it's really to all due 
respect to all of us, is one of the experts I would think, 
concerning specialized libraries. 

HRS. ARTZRBERYJ Well one question I would have and is really a 
follow up to ElinoL in the area of perception, it seems to me 
that one way, since we are conditioned and we have this open 
society, it seems to me that one approach that could be made, is 
that when programs of this, now wa know, that when programs of 
nature are going to be implemented, it would probably would be a 
good idea to sit down with the prin cipa ls , if i t didn^t interfere 
with the program itself, and just get this is going to be 
implemented and you have to [????] tape 2, #10 an open 
discussion of it. 
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MR* DOHADWAY: You'r« absolutely right. And we &ade an attenpt 
to do that. Ther<. are two key things and pardon me for 
interrupting, please go ahead and finish and I'll remember what I 
was going to say. 

MRS. ARTBRBBRYs Mo« go ahMd. 



like a wholesale, widespread thing, and in fact, it is not. But 
you're right, when we can talk about programs in the open and 
what have you, we do that. We don't like to discuss with the 
general public sources met hods. ^^■^^■^■^■■■H^HHBf 



things because we rely totally on public help and assistance and 
if we don't get it we're in trouble, so we make a conscious 
decision that we talk about things, but not always on the 
broadest scope as maybe should be and your point is very valid. 
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MM. ARTERBERYt Ths second observation is it seems that if the 
FBI had gone to the Director ot the Colunbia University Library 
and, in confidence, discussed this as a problem, that perhaps it 
could have been worked through the system and not • • • • maybe the 
person at the desk isn't doing any kind of thinking, 

MR. MEHMAHt I don't t^iink it was the person at the desk. 

MR. DUHAOWAYs It wasn't the desk. 

MRS. ARTERBERYs I mean the librarian. 

MR. DUHADWAY: It Wasn't a desk situation, it was the Director of 
one, but I asked the same question serving in an administrative 
capacity at what level had we gone, and they were going to the 
different director's and maybe they hidn't gone high enough and 
your point is very wall taken - very valid. ^ 

MR. NEWMAK: As I remember the Times article Vivian, this was the 
Director of the math and science .... 

MS. HAS^'''M: Yeah, but that's only one of the librari; . . y. 
You see the person who directs the Columbia University Library is 
a vico President and directs all of those libraries. 
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KE. A2r;:«a<t But let ne just aay thi», Hy daughter is a graduate 
of Barnard, which is part o£ Columbia University, and you know, 
again, it iuat so happene that t he person mH^ felw t-h^ y^jafcift 
was the principal Viet Haa, anti-war person on caapua. So let's 
understand it wasn't done in a vacun, it's just, vaybe the FBI 
didn't do their homework and know who they were asking. But 
maybe that's homework that you're not allowed to do under the 
law. But let's understand that that's what happened in that 
situation. 

MR. DUHAOWAYi But your point is well taken. I asked that very 
point. It may have been better to do that but that doesn't turn 
out to be the Issue. It might have solved some of the problems, 
but the issue is with us now. 

MRS. ARTERBERY: But you are saying that in these cities this is 
a continuing problem, so it seems to me that it's not too late to 
re..edy the situation. 

MR. OUHAOirRy: No it's not. No, it's not. I don't know if it 
will remedy it, but it's not too late at all, I agree with you. 

MRfl. ARTBRBCRYi X think it probeUsly will because I observed, 
after the Commission held it's hearing on sensitive, but 
unclassified information, that there was a visible change and a 
real change in the information community once they were informed. 
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I think now thzt may or may not b« the case because later 
National Security Director Carlucci did rescind part of the 
directive, but even before the directive the comraeits from the 
people who attended the hearing and had opportunity to hear both 
■ides in a balanced way seemed to have a change of point of view, 

HR* NSWMANt A more moderate tone. 

MR. OtTHAOWAy: Point well taken. 

MR, NASH: Just to follow up on -that, I wanted to i'.sk what steps 
have been taken to resolve this gap in perspective, specifically 
with the ALA, which has been a critic of yoi^rs in this, 

MR. DUHADWAY: Well, we've written to the ALA, we've spoken with 
them and they take our words and put it [????] (tape 2, #15) and 
there's^ not a, we^ don't have a battle with the ALA. We've not 
r??J (tape 2, «#15)the libraries that are controlled by them, 
we're not [???]'-(tape 2, 15) general public libraries, that's r,ot 
our forum. 

MS. msHIMt But you still have this perception problem still and 
I think you need to recognise whether you agree or disagree with 
how they do things and what they do, the American Library 
Association has more than 4 5,000 members, they are the most 
powerful library group in the country 
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DR. MOORE: In the world. 

M8. HAsazM} Probably in the world* But you know that's a tig 
problem for you to have them on the other side of the fence* 

MR* DURADWAT: But I don't think the library association is on 
the other side of the fence, I think we have a segment in here* 
If the American Library Association was on the other side of the 
fence, the dribs and drabs of writing to congressional people, 
they would have been buried in mail. 

MS* KASBIX: Veah, when they get out of [???] (tape 1, 16} they 
do bury the Congress. 

MR* DiTSADWAYt Tor me to appear or my Director to appear before 
the Intellectual Freedom Committee is, I don't think, going to 
solve the problem. I'll say this because we'll get into it's a 
first amendment problem and they c^.n say as many attorneys to say 
it's a first amendment issue as I can find who says it has no 
bearing on the first amendment, all of which will be scholars. 
And you ew no problem Tif I thought that the American Library 
Association was against the FBI I would be knocking on the doors 
of the Executive Director's office all day long until they would 
speak to me. 
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rfS. UASHIM: I hope not. 



MR. DUKAOWAY: I hcpe not anyway. 



MA. NEVMMf: 
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MR. DtTKAOWAY: We realize it's a very emotional issue and the 
thing that they put together is studious, professional, what 
have you, yet receipients haven ^aka that and added on that it 



aware that the emotions are there. I don't know how to solve the 
problem with the Intellectual Freedom Committee. I don't think I 
can solve it. 

MS. EASBIMt Well, my concern in the misunderstanding part of it 
is, that you know, aia has alot of different publications. There 
are people who are not necessarily on the mailing list of the 
office of Intellectual Freedom who will read these things or 
parts of these things in various publications who do not attend 
alot of meetings and they're going to take this gosple what they 
see. And that's a concern. 

MR. DUHADWAYi We tend to lose somewhat too if we get out in a 
big public situation with the ALA and an intellectual debate, 
which we wouldn't run away from. We expose everything we're 
trying to do to our own detriment whether we solve the problem or 
not. So there are some factors to be considered along those 
lines that we tend to throw the baby out with thf. bath water so 
to speak. 




Z mean so we're 
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MR. NEHMAiit Again, getting back to that point. If they go out 
and broadcast what they're doing, the Russians will just change 
tbeir methoas, and I think that's important to note. Now Bill 
Casey and Vivian, I mean. Bill Casey, I'm sorry. Dan — from 
New York. 

HR« CASEY s X have a number of questions. Let me go through them 
first before I yield to someone else. In regard to the librarian 
reporting to the — are those librarians capable of detecting a 
hostile, foreign individual, represented a foreigii individual. 
What special skill makes them capable of.,. 

MR. DOHAOWAY: We're not asking them to be a spy, Mr. Casey. 
What we're asking ^ hem is to rep''^ rt ^» anain^y^ anamoly t^ o us 
that they think that something's wrong. 

KR. CASEY: Suspicious conduct. 

HR, DUHADWAYi Yes, or known illegal conduct, known theft, 
someone who's here who's really operating out of the scope of his 
or her situation. 



MR. KCWMAKt What they tell us is an indication that, okay it's 
an unclassified indication cause the man was arrested and was 
working out of * Queens College Library, 
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MR, DUHADWAY: There's no magic to it. 



MR. CA8EY: Okay. I will simply comment that you have a clerk on 
duty and one of them thinks that what a "Dan" is d;ing is very, 
very suspicious and wonders about it and wants to ca.- 1 you. Now 
the next night another clerk is working, "Dan" comes in and has a 
conversation and that second clerk doesn't think anything is 
wrong. So you see you have people behind the desk who have 
different perceptions of individuals, so that's one difficulty. 

MR, DUHADWAY: We realize that. 

MR. CASEY: Let's assume now that the individual is met by you, 
you asked to see the person, or in some way you come in contact 
with the person and the person is found innocent, now wouldn't 
tha lil^rarian or the board of trustees to zhe library be libel 
for having false arrest? 

MR. DUHADWAY: No, there's no arrest. 

MR. CASEY; Well what's the use of finding these Russians if 
you're not going to anything to them? 

MR. DUHADWAYt We can't arrest tiua^^Swint^anyway, he has 
diplomatic* immunity. But we can find out what it is he's doing, 
what he's trying to seek, who else he's operating, does he have 
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other SQurces, His job is the same as my job, ••to go out and 
develop sources of information for both public and classified 
infoiimation and to get that information and take it home^ That's 
their job^ We're not going to arrest them^ We might have them p^'j'Q Cc- • 
^pdc^ti or what have you. There's no liability^ What if you 
told us, you said, "The guy is acting funny^" That doesn't cause 
him to be 'arrested • Our investigation and detailing of his 
illegal activities causes him to be arrested^ The librarian has 
not status or standing in it at all^ 

MR. CXSEY: Now another thing, I'd like to have your opinion of 
the 36 states that have_conf identiaLiliy— af_ a cicg^Ia.^i "n. of 
rec ord. It's not totally in your area, but i have some other 
questions, but while you're here you know that 36 statese have 
laws protecting confidential library circulation records^ what 
is your opinion ot those laws? 

MR. DOHADWAY: 1 think they're rights what's wrong with them, 
jTothing_;__As I said when I started, I have no problem with 
confidentiality of lists gf^usersj^^we' re jiflt interest ed in^that 
atLjall.^ we're interested in the misuse of the library syste m and 
the at tempt to recruit the librarian.^ Those laws are fine and 
the open sharing of information is fine. The more we can educate 
people, the better off we are, including the Soviets, 
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MR. CASSY: Now what did you tell us this afternoon that the 
Russians [t?????] tape 2, #22 already know, 

MA. DOHADWAY: What did I tell you? Our concentrated effort, 
what we think is a very important identification tool. 

MA. CASEY: Well don't you think that the Russian's realize that 
you're using libraries? 

MR. DUHADKAY: We haven't confirmed it. 

MR. CASEY: Well if they bought the New york Tiroes thev know what 
you're doing. 

MR. DUKADWAY: Not everybody believes the New York Times or the 
Washington Post and not to impugn you sir, but I know you don't 
believe everything you read in the newspapers because the story 
changes three or four or five times and as it progresses through, 
especially if it's a fast-breaking story a good 60 percent of it 
is going to be non factual. 

MR. CASEY: Now your point has been directed^at the special 
Library Association, but there was a public library which ^yfiiir 
agents entered, the Bcpoklyn Public Library. 
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MR« DTOAOWAYt Yes to ieil)c ^ta thfiiiL abaat. A -speci^li5e.dJefiiApiL_ 
and he^said it no longer was a Jfederal^ repositorv. We said fine, 
see you. And then they blew it [??^{..tap»- 2, out of 

proportion and that's inaccurate, 

KR, CASEYs The agent, FBI agent, told a staff member of Brooklyn 
Public Library that there was a possibility that persons acting 
against the security of the United States might be using 
Libraries to gather infomration and the librarian should be aware 
of this and provide [???????????] tape 2, #23, 

MR. DUHADWAYi That's right. He asked him why he was there and 
he said why he was there and he left, 

MR, CASEY: Now the point made by Hiss Hashim was very well made 
that perhaps when you first enter a library you should go to the 
director or the top person. Now the story I have in the Columbia 
University, you first approached a clerk, the person at the front 
desk, a clerk , . , 

MR, MSHHAN: Dan, did you hear the response? 
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MR* DUHADWAYi That's not correct. 

MR. NEmAUt He said that's not correct. 

MK. CASEY: Well, okay either Columbia is right or you're right, 
MS. HASHIMs That's What Judy says. 

MR. CASEY: Well it says that the details of visit to the library 
at Columbia that two agents requested information from a clerk 
about the use of that library by foreigners. Before coming here 
did you submit our social security numbers to the Bureau in 
Washington? 

MR. DOHADWAY: No. I've never met you before and don't know 
anything about you. 

MR. CASEY: Vou did not. Was an examination of a dosier [???] 
tape 2, #25 

MR. DUHADWAY: One, I don't know. One you take for a given 
there's a dosier there, I can't say that. And no is the answer 
to the tape ^ y^-itt^ . 




ERLC 

V 

y - 

•» *. ^ 



227 



- 64 - 

MR, CASEYi I did not know why you're speaking to us in more 
confidentiality than you speak to the general public. Perhaps we 
have a higher sense of trust or something like that, I did not 
know. • • 

KR. NSWMAHi Dan he's opeaking to us, if I may say, for two 
reasons. One, we are the National Commission on Libraries and 
some way or aatter this is going to end up on our plate. Number 
two the FBI does not want to talk to the general public because 
it reveals how much interest they do have in pursuing this 
progrsuu. 

MR, CASSY; Now I gather from what you're saying you do not want 
to speak to a meeting of the American Library Association or any 
large group? 

MR. DUHADWAY; It doesn't solve the problem, it creates more of 
a problem, 

MR. N2WMA1I: It gives them more ammunition. 

MR, CASEY; Because the next meeting is in New Orleans and there 
will be 15,000 people there and they would all like to hear from 
you. 
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KR* OUKADWAYs I'm Sure they would and I'd like to give them the 
same spiel I've given you, but I don't think, Mr. Casey, it's 
going solve any problems, 

lot. CASZVx What is your opinion on the hearing, the sensitive 
but unclassified information. We took a great deal of testimony. 
Do you have any C?--] tape 2, #27. 

MR. DOHADWAYj I'm not aware of what your testimony was. I know 
the probleja. I know it from an investigative standpoint. I know 
it from an intelligence officers standpoint, but I can't speak to 
aonathing that I don't know what you've got, 

KR« CARTER: It seems to ma that one of the things the Commissioii 
could do is to investigate all the facts to our satisfaction and 
either elect to or not to generate a position paper that says one 
thing or another. One of the things it could say is that we 
believe the FBI is charged to do certain things for our national 
security, we believe it's important for them to treat citizens 
with great care and caution in pursuit of this, we believe that 
on occasion citizens don't fully understand or appreciate and to 
extend, if we feel comfortable, if the Commission feels 
comfortable we should make a statement that we believe in this 
particular instance that no wrongdoing took place and . . . 
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MR. OUHMWAYj W«11 I would prefer not to be a -^art of your 
discussions here. If I can answer questions — I appreciate what 
you've said, but I'm not in a position to either hint, recommend, 
not recommend, all I can say is that I ... 

lfK« MEWHANt He's not asking us to do anything. The FBI does not 
want to influence any segment of American public or private .... 

MR« DOKADHAYi I'm just trying to give you our side of this story 
since it's going to 

MR. CARTER: So this investigative process. 

MR. MEWMAK: Ves, this is our investigative process. 

MS. FORBES: Are we going to make any announcement of any type 
about 

MR. NEWMAN: I don't know that we should, but I think we discuss, 
I mean discuss what, if anything, we would want to do, but that 
has nothing to do with Mr. DuHadway. 

MR. CASEY: Perhaps it would be a little easier for me to 
understand. Say that I'm a library clerk and you walked in and 
you were either with diplomatic immunity or not, what would be 
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some of the things that I would see you doing that would cast 
some suspicion on my aind and after the library closes i call the 
FBI offices 

KR. OOHADWAY: Depending on what you said to her, you solicited" 
her help in doing research, you asked for identities of some 
students that might help me do research that you don't think 
sounds proper, stealing material, misfiling material, trying to 
get copies of things that don't jibe with the conversation. It 
could be a Who. „vmber of things and again to the next clerk it 
could all sound normal. What that librarian tells us doesn't 
nean or makf ■ person a spy. We just want to be notified. 



MR. CASEY. Would you want <.hat librarian to tell you what that 
person is wearing, and the p rson's appearance, glasses and hair. 



MH. DOKADWAYs Ko. 



HR. CASEY: Well how Would you know what person to start looking 
for. 



MR. DOHADW'i: By description we'd probably know; we'd have an 
idea. 
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MR. CASEY: You do want a description then? 

MR, DUHADWAYi Physical description. I don't want to know that 
he has a gray and red checked tie. You give me a general 
description of who he is I'll be able to tell. 

MR. CASZYs But you'd want to know the color of hair, glasses, or 
height or something. 

MR, DOHAOWAYt Whatever. 

KR. CASEY: There's got to be enough description of that person 
of that person so that when I call your agent's office ... 

MR. DOKADWAYi You can't say Joe Doakes was here, well how do I 
know Joe Ooakes, certainly. 

MR. CASEY: You've got to have some sort of description, 

MR. koYT: Just a small kind of logical extension. Does the 
problem extend into graduate schools themselves, let's say 
graduate library schools with recruitment of students let's say 
overseas and then financed to attend your graduate schools? 
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m. DOHADWAYt Sure we've had that. 
MR. aoYT: And then on into 

MA. DUHADWAY; We've had that. jThaV^^a major concern to ua that 
the Sovi ets ,are out recruitinO-PUr students [????^?^?r?Trr"ttape-i, 
fje-) pitches •in* our students when they're overseas, a very 
delicate condition. 

HR. HOYT: And then in reverse, that is, overseas students from 
other countries coming over here and enrolling 

MR. DUHADWAYi They have better access to those people here than 
they have in their own country. They're very active about it. 
The ideal aspect in the Zacaroff case was here was a third world, 
relatively poor student from Ghana who, they would help pay his 
education, get him to sign a contract, a literal contract that he 
will work for the Soviet Union, we'll pay for your Master's, 
we'll get you out, and we'll place you in a job and we'll take 
whatever time we need to get whatever information we need — it's 
a goldmine and it's quite offensive, I think, for this country to 
have Soviets out recruiting students. That should raise alot of 
hackles and they do it, they do it as a routine, but I'm not 
going to stand out in the public and say that. 
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MR. CASCYk Well how can a Russian get a job for somebody in an 
American company? 

MR. D0HADWAY: They steer them to get the right job. 

MR. CASEYJ Oh, they don't actually call the companies and ... 



MR. DaHAI^W>3f: Oh no, no sir, this is all, if it v«s covert at 
all Mr. Casey we wouldn't care, we could care less. 



MR. CASEVt They'll direct one of these nationals to a company 
where the individual might be employed. This individual has been 
well trained. Master's, and a graduate person works into an area 
of classification in that company, but he still feexs» an 
allegiance to this . • • • 

MR. DOHADWAY: a relative alllegiance, they the money. He'll 
have [-^^^^-r^tlrape "Z t^) to get a classified clearance. They've 
got him by the throat by the time he gets to that position. 

MR. NEWHAMi See when he gets a classified clearance, have you, 
it would be hard getting- a clearance, do you have any contact 
with any foreign country, any foreign national, have you received 
any payments, that's all part of the classification process. He 
won't get the classification if he s&ys yes he has, the moment he 
lies, he's perjurged himself. 
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KR* CASEYi I guess we all have [????] (tape 2, #32) of [???] 
tape 2, #32, I'm an officer in the United States Anny Reserve, I 
just wanted to — we're all faithful Americans. 

MR. OUKAOWAY: I have no doubt t:i2Z^^^WW^ . I don't even doubt 
that [?>rWt--t«p« 2, 13-3) She has a legitimate complaint in her 
eyes and that's great that we can do that in this society. The 
fact that we can sit here and discuss it is fantastic* Two 
differences. There is a big difference between the Un.5.ted States 
and the Soviet Union as the story goes. We both believe in 
freedom of speech, the difference is we have freedom after speech 
in the United States. That's the big difference. 

MS. FORBES: I think we should al^ »ead a book by J. Edgar Hoover 
called "Masters of Deceit", and from the time that book came out 
I think the pr of the, the image of the FBI went down in the 
national press. To me that opens your eyes to so much and I 
think that every high school student in the country should read 
that book. I think it's out of print. 

MR. DUHADWAYi I do appreciate your guidance, l don't know how 
to solve the problem without doing more damage and your 
suggestion we've thought about and talked about as to if you want 
to pursue something and our problem is we're not going to walk 
away from it* We're mandated by law to continue our 
investigations and we're going tc back, i guarantee you, at 
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Columbia University, sometime in another set of circuTnstances and 
we might have a legitimate need to be in that library, so that's 
why we're trying to resolve that problem, and we may have to do 
it by going to the director and he may say, "Get the hell out of 
here.", or he might not. But I don't know if that person is 
going to convince that person who wrote these letters of the 
propriety of doing it anyway, because she said in her letter to 
us that "if you gave me a supoena-4*n^er court directive, I 
wouldn't cooperate", so it just shows the degree of emotion and 
talking to people like that, if, I have a temper when I get mad 
too, and if I might say things like that too, but don't talk to 
me when I'm mad because I'm not going to makd a whole lot of 
sense. And th.'t's, you know I don't want to impugn what she 
said, I truly don't believe she meant that, but that's, if you 
want to believe the New York Times folks that's what was there. 
And I know she doesn't mean that, we all know that, but how do 
you Change somebody's opinion that feels that strongly when 
there's a difference as to what the problem is — identification 
of the problem. She thinks we want to do one thing, we think we 
want to do another and she's speaking to this issue and we're 
speaking to this issue and there in lies the problem. 

MR. CASSYx Are there any other countries besidss Russian 
nationals that you're looking for? 
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MR. DUHADWAYt Surt. 




MS. hasxim: I just want to say that I do, you know, sympathize 
with your problems and I juet wanted you to be aware of the 
feelings that are out there if you weren't* But also in defense 
of librarians if you will 

MR, DUHADWAYt I 'a not laiocking librarians, please • 

MS. HASHIM: No, but I'd like to give you an example of what I 
think would happen in other situations as well. As I said I'm a 
librarian. When I was a library airector of a public library in 
Connecticut. It happened to he before confidentiality of library 
records law was passed, but I think I would have done it even if 
the law had been there, when I was director of this library a 
youag woman who had been in the library, a young school teacher 
had come xnto the children's department in the evening to check 
out some books and was well kr*ow to the librarv staff. She 
walked out of the library and around the corner and was assaulted 
by someone and raped, she came into the library looking for 
help. It was in the evening and I was at home so I was called 
down there and the police were down there, and the police wanted 
ae to give them access to our records of who had returned books 
that evening and who had checked books out that evening. And I 
knew because of the confidentiality things, under normal 
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circumstances I wouldn't want to give out than information to 
anyone and I was very hesitant and finally the detective 
investigating the case said, "We have no leads and we need your 
help." So I gave him, I had, I gave, I did myself go through the 
books that were returned that evening, wrote down the card 
numbers so that I could give him the names, gave him also the 
information of who had checked out the materials and the case got 
alot of publicity. The case got alot of publicity, and I guess 
the point I'm trying to make is that I had alot of sympathy from 
my colleagues in the library profession. Normally I wouldn't 
tell anybody anything in terms of you know who took out what book 
or whatever and I didn't give them that information. All I did 
was give them a list of names and said they were here. Not that 
they returned books, not that they checked out books, but they 
were in the library that not that we know of. And I had alot of 
support and sympathy from my colleagues and I guess why I tell 
you this is because X think that you may have more support than 
seems obvious* 

MR. CAR' ^: Did you get criticized? 

MS« HASHIM2 Oh yes. But it is an emotional 

MR. D0HADWAY1 But in that case if we were doing that and you had 
not been a pjofessional-minded, public spirited citizen and made 
that choice, the police would have been well wichin their right 
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to come back to you with a supoena, very limited and under the 
power of the court, so you wouldn't be individually violating 
anybody's privacy or what have you and request that information 
because here you have a crime that is public and you're going to 
prosecute it and you really don't care, our problem is we don't 
want everyone in the world to )cnow. And as Miss Kauffman says 
here [??????????????????] tape 2, #40 harbor any problems here, 
I wouldn't cooperate even if I had a supoena or go get a supoena. 
We don't always know the law has been broken in a 
counterintelligence field, and we want to keep our knowledge of 
Ivan Ivanovicz secret from Ivan Ivanovicz, so we can't, we're not 
in a position to get supoenas or administrative supoenas or court 
orders or what have you. That all becomes public. We don't want 
to do that unless we absolutely have to. 

MR. CASEYj X would like to make a helpful suggestion to you. In 
tenr.s of new sites for your investigations, maybe it would be 
more discreet if you simply first went to let's say, the 
President of the Board of Trustees of the library and explain the 
situation or the Dean or Chancellor of the university or the 
Director of the Library, somebody at the top so you could explain 
the whole situation rather than to first speak to a clerk who 
immediately flares up and calls the Intellectual Freedom 
Committee and writes the New York Times. In looking over this 
material, it seems as though it's been the lower echelon people 
who first got it inflamed and then it's gone up and all of a 
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sudden everyone's excited, whereas if you had gone to the 
President of the Board of xrustees in the public library or the 
Chancellor at the university or something and explained the whole 
thing and then the Chancellor [??????) tape 2, #41,5 to the 
arademic librarian and explains the situation and then when you 
had to talk to the clerk or something the clerk wouldn't get so 
fired. The clerk storms into the Director of the library's 
office and says "Hey, look what they're doing." The Director 
says, "Wait, no it's okay," 

MR. DOKADWAYi I won't say it hasn't been done, but ['^H Try "tape 
'2, #42. Point well taken. 

MR. NEWMAN: Are there any other questions. Mr. DuHadway? 

MS. FORBES; Just a comment. I would hate to think that NCLIS 
ever kind of pandered to the IFC because if you remember, 
everybody seems to be in such awe of that committee, but they had 
a hand, if you remember^ in that infamous censorship, so-called 
censorship report we had on school libraries. So I really 
question, sometimes, their motives. 

MR. duHADHAYj I just want to say thank for the opportunity to be 
here, appreciate your suggestions and for listening to our side 
of the story. 
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MR. MEWMAHt Now, before we adjourn the meeting and the hour is 
late, and w« may decide to discujs where we want to go with this 
in the open meeting, tomorrow if there's time, I don't propose 
that we should sit here another hour and debate this. But this 
was a closed meeting and I've askod staff to s:^t in because it is 
a sensitive issue and I got Mr, DuHadway's concurrence that they 
should sit in j>/id I am talking to all of you as colleagues Uhat 
whatever went down in this meeting, until this Commission decides 
to take a position or it doesn't take a position, it may do 
nothing, it may do something, I don't think these proceedings 
should be discussed because in the hands of whoever 's hands it 
gets into it will be 'turned just as my comments were turned when 
I addressed the Nassau County Library System and I have strong 
feelings favorable to everyone in this room, that's why you're 
all here to hear this presentation. And I have confidence in 
each and every one of you and if you are asked what wen*: on in 
this meeting all you're to say is the. FBI presented it's side of 
the story and we're analyzing it, Kow I know you will be under 
pressure, thero are members of the ALA Intellecutal Freedoms 
Committee and the ALA themselves are going to say they saw it on 
the agenda and they are going to say, "What went on?" We have to 
be big boys and big girls and we have to say, "Ve had a closed 
meeting. The FBI presented their side of the story, we're 
analyzing it, we're considering it and other than that I have no 
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comment." And that goes for Jerry Newman, Mary Alice, Vivian, 
David, Jane, Chris, George, Sally Jo, Dan, Elinor, Peg, Julia, 
Wanda ^ Dan, Bessie. 

MS. HABHIK: You left out Jane. 

MR. HEWMAN: No, I said Jane and Dan twice, 

MR. CASEY: Another note that wasn't brought up, but it may have 
a bearing, but Mr. Galvin has announced that the ALA is 
conducting a fr2edom of information act legal action to find out 
what is behind the FBI's work. I don't know if he's trying to 
get something [?????[ tape 2, #46 FBI, he didn't make it clear as 
to what the action's against. However, if, well depending on 
what we do tomorrow in public, if we don't do anything or 
something I don't know whether the M*A will try to open our 
records to a treedom of information act. See that's the next 
step. . . . 

MR. NEWMAK: I have io problem with that, but I think that look, 
the integrity of our Commission should be protected. I don't 
like becoming gossip, I think it doesn't help the Commission in 
it's activities. If we are a government agency, which we are, 
and under the laws that were promulgated and the regulations that 
were promulgated, we allowed to consider such matters, then we 
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should consider them, and yon knov, on« of the problems of many 
congressional committees is the leaks and that kills off their 
ability to work effectively, 

MR- CASEY: Have you gotterr a freedom of information act request 
from hlA in regard to this whole library situation? 

KR. OUHADWAV: No. We dcn't have any problem with that. We'll 
send along on paper what we just talked about, but it isn't goin^ 
to change anything. If you think it will Mr. Casey, I would 
appreciate your guidance and how to go about . . . 

DR. MOORE* You mean if they want to know what you said, you'll 
send a summary, huh? 

MR. DUKADWA^i Wc*'ll tell theifl. We've already told them. 

MR. NETIMAN: But they turned, but somehow it doesn't get 
presented that vay. 

MR. DOHADVAV: Please remember that Congress is not subject to 
the freedom of information act which has always boen interesting. 

MR. MEWMAMt A point that we should not lose is that the FBI has 
presented this program to the Congress, to the appropriate 
committees in closed sessions. In other words we have a fireball 
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going around here out of control that has been considered by the 
proper committees in Congress, they are aware and it's in the 
national interest of this country. And it only pertains to a 
very small part, if you will, of the library, it is not every 
library in the country, it's only certain, specialized 
libraries, it happens to be in New York. I think if I put words 
in his mouth he would like to say he had the resources to put it 
in this kind of a program where there are technical libraries... 

KR. D0KADWAYI It's not necessary, where we know the activities, 
but it's not necessary. Columbus, Ohio, there aren't Soviets. 

MS« HASHIM: Who wants to go to Columbus? 

Mr. Newman adjourned the meeting an 6:20 p.m. 
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Methodology 

This study examines the extent of Soviet intelligence 
services (SIS) utilization of America's specialized scientific and 
technical libraries to further the objectives of the SIS 
collection effort. Ancillary to the use of this category of 
libraries is the targeting of the Library of Congress, technical 
information clearinghouses, and selected public libraries. In all 
instances, the SIS is in search of sensitive but unclassified 
information which provides the Soviet Union with the necessary 
tools to keep pace with America's scientific and 
technical achievements. 

FBI investigative files of SIS officers were reviewed to 
accumulate the necessary data utilized in this study. All of 
these officers have served in the United States for a tour of duty 
or multiple tours of duty during the period from 1962 to the 
present time. These officers have served in New York, New York; 
San Francisco, California; and Washington, D,C,, fulfilling SIS 
functions at the Soviet Mission to the United Nations (SMUN); the 
commercial establishments; the Soviet Consulate and the Soviet 
Embassy, The relationship between SIS officers assigned to these 
establishments and those employed in the Dag Hammarskjold Library 
(DHL), United Nations Secretariat (UNSEC) is examined, as is the 
role of the DHL in the SIS effort. 
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A comparison is offered between specific items of 
information acquired by the SIS through the specialized scientific 
and technical libraries and the Soviet state Committee for Science 
and Technology (GKNT) "shoppinn list" which outlines hundreds of 
categories of information of interest to the Soviets. 

It is readily apparent from the facts gathered during the 
review of siS files that utilization of libraries and efforts to 
recruit librarians and students at the libraries has been an 
important element of the SIS collection effort since i962. 
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Executive Summary 

For nearly three decades, the SIS has found it beneficial to 
concentrate some of its resources on the targeting of America's 
specialized scientific and technical libraries. During the same 
time frame, the SiS has conducted significant penetrations of the 
DHL of the UNSEC and, in fact, the Soviets have reaped significant 
rewards from having one of their representatives occupy the post of 
Director of the DHL since 1964. The Library or Congress; 
scientific and technical sections of public libraries; specialized 
departments of university libraries; and large information 
clearinghouses have also been prominent targets of the SIS 
intelligence collection effort. 

The objectives of this massive effort have been: 

(1) to adequately respond to the tasking of the GKNT by 
collecting scientific and technical documents on a variety of 
topics; by researching the most recent developments in America's 
military programs and by identifying the nation's emerging 
technology before jts components become classified cr 
restricted • 

(2) the spotting, assessing and developing of selected 
librarians to work (wittingly or unwittingly) on behalf of the 
SIS in meeting its intelligence collection requirements. 
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(3) the spotting, assessing and developing of college 
anc university students and professors tc assist the SIS 
officer in the collection of needed information. 

(4) the identification of scientists, engineers and 
corporations who are involved in the planning, creating, 
developing and producing of America's advanced technology, 

(5) the utilization of the libraries as a fertile area 
for the training and developing of newly recruited agents. 

The SIS leadership in Moscow and at the Soviet Mission to 
the United Nations (SMUN), Soviet Consulate in San Francisco and 
the Soviet Embassy in Washington, D.C., has long recognized the 
importance of the specialized scientific and technology libraries 
fts a means to gain access to the nation's extensive database 
resources • 

While the information available to the SIS in the 
specialized and technical libraries is not classified, restricted 
or unlawful to collect and maintain, SIS tactics and methodology 
employed to collect such information have illustrated a blatant 
disregard for American laws and the personal rights of American 
citizens, TO avoid the cumbersome and time-consuming process of 
cc^'lecting, reproducing and returning some information to the 
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libraries, SIS officers have stolen, or caused to be stolen by 
their agents / hundreds of thousands of items of microfiche from 
specialized scientific and technical libraries. This practice has 
been condoned and encouraged by KGB Headquarters in Moscow. 

SIS officers have initiated background investigations on 
individuals identified through research and spotting conducted in 
the libraries - background investigations on librarians, 
university professors, students, scientists and engineers. 
Indexed in the files of the KGB, these individuals have become fair 
game for physical surveillances by KGB officers who attempt to 
learn their address, assess their vulnerabilities and develop a 
recruitment scenario. This practice has been condoned and 
encouraged by KGB headquarters in Moscow. 

Upon completion of background investigations, suitable 
scenarios are developed to approach students, librarians, 
scientists and engineers to secure their cooperation. Payments or 
other inducements may be offered by the SIS in an effort to 
recruit an agent. This practice, too, is condoned and e.'Couraged 
by KGB headquarters in Moscow. 

After an individual is recruited by the SIS he or she may be 

instructed to seek employment at a company, corporation cr entity 

which deals with classified Government contracts. Once such a 

transition is complete, the relationship which began between the 

SIS officer and his recruited agent and involved 
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uuclassified information may readily evolve into a :elatj.onship 
where classified information is obtained and passt^d by the agent. 
Regardless, the Soviet Government need to acquire militarily 
significant Western technology and an enormous vari.^ty of 
scientific and technical documents mandates that the Sis collect 
scientific and technical information, both overt 1^' and 
covertly. 



The publication, Soviet Military Power , i987, producnd by 
the United States Department of Defense (DOD), states: 



A major responsibility of the Military Industrial 
Commission (VPK) is to act as the prime coordinator for technology 
acquisition to support the defense industrial ministries, it seeks 
unique military or civilian hardware, documentation, or techniques 
to improve the technical levels and capability of Soviet weapons, 
military equipment, and associated industrial machinery. The 
Ministry of Foreign Trade and the intelligence services administer 
a trade diversion program to obtain significant numbers of 
manufacturing and supporting equipment for direct use on Soviet 
military-industrial production lines. The purpose of this program 
is to improve Soviet capabilities to produce reliable modern 
weapons . 



Hardware, designs, and production techniques are not the 
only targets of the Soviet acquisition program. A goal in Soviet- 
western scientific exchanges, for example, is to gain access to 
Western technological know-how. Soviet participation in scientific 
exchanges enables the Soviets to aci^uire and exploit Free World 
technologies . 



Even this process of scientific exchanges is highly 
centralized and serves the military sector. Amor.j the agencies 
charged with fulfilling collection requirements established by the 
Military Industrial Commission are not only the kGB and SIS, but 
also the USSR Academy of Sciences and the State Committee for 
Science and Technology, both of which are the official - "above 
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board" - partners in scientific exchanges with the west, Soviet 
scientists are, with few exceptions, selected and assigned to 
participate in exchanges according to covert collection 
priorities." 

Theft, intrusions into the personal privacy of American 
citizens, payments for services - these are the elements that 
characterize the legacy of the SIS program to use and abuse 
America's specialized scientific and technical libraries. 

SIS involvement with specialized scientific and technical 
libraries provides significant access to people as well as 
information. Trained in the techniques of clandestine operations 
and covert intelligence collection, SIS officers work to transform 
their overt contacts who can provide unclassified but important 
documents into contacts with access to classified information. 

The identification of intelligence officers early in their 
visits to the United States as well as Identification of their 
interests and objectives is very important to the U.S. Government. 
SIS contacts with librarians and other individuals whom an SIS 
officer may meet through the library - students, professors or 
scientists, have the potential of offering the FBI access to a 
particular subject early in his 'Tareer in America. Such access is 
inherently neutralizing to an sis officer's intelligence collection 
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effort and, at the same time, provides the FBI with personality 
assessment data Impacting upon the subject's recruitment or 
defection potential. 

The librarian may have reason to contact the FBI regarding 
an Individual If: 

1) he Identifies himself as a Soviet National assigned to 
a specific Soviet establishment such as thb UKSEC and wishes to 
have assistance in conducting research in the library, 

2) he identifies himself as a Soviet National assigned to 
a specific Soviet establishment and requests a librarian to refer 
him to a student or professor who might assist him in a research 
proj ect • 

3) he advises a librarian that he is conducting research 
for an unnamed soviet friend and needs access to specific 
documents . 

4) he is observed departing the library after having 
placed microfiche or various documents in. a briefcase without 
properly checking the-.i out of the library. 
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5) he asks a librarian, during a friendly conversation^ 
for certain biographical or personality assessment information on a 
specific individual known to the librarian, such cs a student or 
academician. 

just as the FBI se^^ks to heighten the awareness of corporate 
executives and their employees to be alert to the hostile 
intelligence services threat (HOIS), the FBI seeks to alert 
librarians that tney and theit libraries' are, and have 
historically been, significant £:7S targets. 

By alerting potential targets to the SIS threat, the FBI 
seeks to diminish the severity of the threat while neutralizing the 
ability of SIS officers to selectivel.y prey upon unsuspecting 
librarians, students, professors and scientists. 
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Introduction 



An entry in the Congressional Record, June 18, 1987, from 
5iieJ55B- The Eves of Russia by Harry Rositzke provides a succinct 
summary of the operational methodology of the Scientific and 
Technical Branch of the KGB. 

The largest section of the New York residency is its 
Scientific and Technical Branch. It is the key collector of both 
open and secret information on American technology, a top KGB 
priority for the past thirty years, it is a fair though rough 
estimate that from 80 to 90 percent of the KGB's budget and 
manpower spent on American targets has been devoted to scientific 
and technical intelligence, both industrial and military. 

The job of the S and T branch of the New York residency is 
to fill this maw of requirements from any available sources. 

Much of the take comes from completely open sources. Trade 
and technical magazines are shipped to Moscow by the thousands. 
Technical developments reported in the press are clipped. 

Soviet officials attending industrial fairs and exhibitions 
come pack with shopping bags full of sales brochures, photographs 
of exhibits, technical layouts, when instructed, they buy pieces 
of equipment that Moscow wants. 

S and T experts visit the many factories, laboratories and 
research institutes that are open to them. They develop and 
maintain personal relationships with professors at Columbia and 
the Massachusetts institute of Technoloay, They attend, and qive, 
lectures to specialized academic audience*?. 

All of this activity is quite public and proper. No one 
needs KGB training to be affable, curious, and knowledgeable in 
this field. All the while, however, the trained S and T officer is 
mixing with the right people, making friends, sizing up the men he 
meets . 
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Here are some scenarios: 



-A young corporation executive likes his Soviet friend and 
is happy to invite him to dinne*-, introduce him to his circle of 
acquaintance, and do him a favor now and then by opening doors 
otherwise closed to him. One man leads to another. 



-A laboratory assistant is pleesed to be invited to dinner 
by a visiting Russian, talks freely of his work and his boss, and 
agrees to meet him next time he is in the neighborhood. The 
blueprints are within reach. 



-A professor of biochemistry meets a knowledgeable Soviet 
"fellow scientist," invites him for a weekend, discusses the 
literature in his field, professes interest in a visit to the 
Soviet Union. 



-The salesman for an instruments firni with a booth at a 
scientific conference chats with a Russian who gives him his card. 
Six months later he received a call from the Russian, who invites 
him to lunch. 



-Multiplied a thousand times, these carefully reported 
contacts place the Center in a position to select the right man in 
the right spot for what it wants and to instruct the residency to 
"study" him. 



The entry in the Congressional Record is an excellent 
foundation upon which to begin an examination of SIS operations 
directed at America's library community. Some representative 
examples : 
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A primary function of one Soviet national working in the 
United States was to select librarians in key U.S. companies for 
covert development and recruitment by the SIS. 

An SIS officer covertly attempted to obtain information on 
research services provided by libraries in several Eastern states 
and the information retrieval systems at those libraries. 

An SIS officer attempted, through clandestira means, to 
obtain sensitive reports from the Defense Documentation center. 
Cameron Station, Alexandria, Virginia. 

-The wife of a U.S. military officer, employed at a 
specialized library was to be assessed ior a possible approach. 

-The director of an influential scientific library was of 
interost to the SIS. 

x:.e SIS was interested in initiating relationships with 
librarians and engineers of certain ethnic backgrounds. 

SIS Officers operate within the overall framework of the 
following areas: 
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•-Acquisition and exploitation of human assets 
-Work against targets 
-Exploitation of Universities 
-Information product io*. (all sources) 
-Technical operations 

Four of the five categories are pertinent to the effort 
directed at the specialized scientific and technical libraries. 

The SIS has targeted librarians with the objective of 
developing and recruiting sources who would subsequently be 
directed to seek employment with the Defense Technical Information 
Center (DTIC) . 

To accomplish this objective, SIS officers have attempted to 
develop and establish relationships with librarians affiliated with 
various universities, associations and U.S. Government agencies. 
SIS officers have been known to conduct extensive surveys to select 
suitable library targets for exploitation. 



DTIC is the centr&l repository for technical reports 
generated by the research, development, test and evaluation 
activities of the DOD. It includes all work performed by DOD 
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grant • virtually all documents are classified ^^r restricted in 
some way. 

Unclassified and nonrestricted DOD technical reports are 
made available to the general public through the National 
Technical Information Service (NTIS), Springfield, Virginia. The 
Soviets were embargoed from directly accessing materials through 
NTIS on January 8, 1980 when former President Jimmy Carter sent a 
letter to the U.S. Secretary of Commerce captioned "Policy on 
Technology Transfer to the USSR." One of the specific purposes of 
this executive order was to prevent "the USSR, its entities or 
agents," from accessing information through NTIS. 



« , America's Specialized Scientific and Technical Librari es - 
Prime Targets of the SIS. — 



FBI investigations since 1962 have thoroughly documented SIS 
interest in America's specialized scientific and technical 
libraries. SIS efforts directed against this category of 
libraries have been pervasive, suggesting that targeting of the 
specialized scientific and technical libraries is an integral 
component of the overall SIS strategy for the collection of 
scientific and technical information. Consider the following 
examples : 
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The FBI has gathered information indicating that SIS 
officers have removed thousands of documents from specialized 
scientific and technical libraries. SIS officers have received 
training in the removal of documents from these libraries. 

Included as an element of Soviet Exchange Student tasking 
has been the identification of scientif ic-techriical libraries; 
systems of their work; possibilities for subscribing to literature 
and reports fror. the libraries or other institutions of learning; 
qualifications and specialties of students being trained and where 
they are placed after graduation from a university or college and 
with which Government institutions regular business connections 
were being maintained. 

The SIS has utilized clandestine means to obtain large 
volumes of documents from the Special Libraries Association (SLA). 

Officials in Moscow have instructed SIS officers to obtain 
from tho Library of Congress various types of information through 
the use of SiS sources. 

The SIS has been known to target specific librarians to be 
considered as possible contacts for agent development. Background 
investigations on these librarians, and if necessary, physical 
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surveillances of them, have been encouraged. The SIS has obtained 
the "Biographical Directory of ^jnerican and Canadian Librarians," 
and can utilize this document to identify specific librarians for 
targeting. 

Soviet students attending American universities have been 
tasked to obtain, covertly and overtly, any documents or material 
accessible to them either through an individual at that university 
or as a result of access to the university's library. 

AS gleaned from the above examples, the SIS is interested in 
the nation's scientific and technical libraries b cause: 

(1) their databanks and reference works, when accessed or 
removed, provide an important link in the SIS intelligence 
collection effort; 

(2) the SIS leadership structure, in Moscow and at various 
American based Soviet establishments, has historically decided that 
access to the libraries and librarians should be an integral 
component of the overall SIS effort; 

(3) the development of librarians as sources of 
information or agents is a worthy compliment to the SIS mission; 
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(4) the targeting of libraries and librarians by Soviet 
exchange students involved in East-West exchange programs enhances 
Soviet intelligence collection objectives while providing SiS 
officers and co-opted agents ample training opportunities in a 
foreign environment; 

(5) access to term papers and theses written by university 
students assists in the SIS collection effort and alro helps to 
identify students who might be potential recruitment targets. 

(6) research conducted at the scientific and technical 
libraries is a natural follow-up to information developed by SIS 
officers at public libraries, the Library of Congress, and the 
DHL, 

The scope and intensity of the SIS attack on the nation's 
specialized scientific and technical libraries over three decades 
is illustrated through the following: 

Access to Databanks and Reference works 

The SIS has reproduced microfiche and film strips from the 
document deposities at various libraries. 
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The SIS has queried their sources to determine if they have 
access to library databases. 

SIS officers have requested their sources to obtain 
information on research services provided by libraries and to 
learn about the information retrieval systems at those libraries. 

The large scale theft of microfiche records from libraries 
characterizes the degree to which the SIS will go to obtain access 
to databanks and reference works. 

The SIS Leadership and the Role of Scientific and 
Technical Libraries 

FBI investigations targeting tne SIS leadership have 
determined that certain techniques have been utilized by the SIS 
with regard to the libraries. These techniques have in-^uded: 

(1) locating, assessing and developing librarians or those 
employed within business or university information centers; 

(2) the development of librarians in public libraries, and 
thereafter encouraging them to seek employment at more attractive 
targets; 

(3) grouping librarians by ethnic background; and 
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(4) the development of university students and 
subsequently tasking and paying them to acquire information from 
university libraries* 

The Development of Librarians 

The FBI has documented a number of instances where 
librarians at specific institutions have been targeted tor agent 
development. The SIS has also targeted specific librarians at 
various libraries. 

Soviet Exchange students and the Scientific and 
Tecnnlcai Libraries 

The FBI has learned that a large percentage of the 
scientists and scholars affiliatec? with the Union of Soviet 
Socialist Republics Academy ^f Sciences (USSRAS) who travel to the 
United States to conduct Lesearch and to attend conferences are 
co-optees of the SIS. Their objectives, while in 
the United States, include; 

1. identification of contacts. 

2. development of sources. 
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3. determ^.ning the nature of research being conduuted for 
mili':ary application, and the individuals and companies involved in 
the .research. 

4. obtaining restricted literature. 

5. obtaining embargoed literature. 

Soviet foreign exchange students have been involved in 
meeting with siS officers working in various Soviet establishments 
in the U.S. 

Soviet exchange students attending American colleges and 
universities provide the SI3 with the potential to reach into a 
particular institution's specialized libraries. The SIS has long 
utilized Soviet Exchange Scholars in its intelligence collection 
effort, as well as placed KGB officers into cover positions as 
studenvs . 

During the 1985-1986 academic year, Soviet exchange scholars 
attended 27 schools, including North Texas State, Denton, Texas; 
University of Houston, Houston, Texas; University of Texas, 
Arlington, Texas; John Hopkins University, Baltimore, Maryland; 
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Texas A&M University, College Station, Texas; University of 
Maryland, College Park, Maryland and the University of California, 
Berkeley, California. 

During the 1986-1987 academic year, Soviet exchange scholars 
attended 32 schools, including campuses of the University of 
California, University of Maryland, University of Texas, University 
of Pennsylvania, and University of Virginia, 

During the 1987-1988 academic year, soviet exchange scholars 
attended 26 schools, including schools in California, Texas, Ohio, 
Maryland and Florida. 

In addition to Soviet exchange scholars, thousands of Soviet 
visitors (academicians, scientists, engineers, etc.) have visited 
American cities and colleges since 1982. 

SIS Access to University students. Theses and Term 
Papers At University Libraries 

An article which appeared in the April, 1987/ issue of 
"New York Magazine" is representative of the SIS interest in 
students, universities and libraries, and illustrates direction and 
tasking of a source by Gennadiy Pedorovich Zakharov, assigned to 
the United Nations Center for Science and Technology for 
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Development prior to his arrest by the FBI for espionage on 
August 23, 1986. 

a Hlsnani;'c?nHonr^^'' science lOl, Leakh made the acquaintance of 
m.mwo r**^!?* exchanged telephone 

doT^o r^seaJrh''^^^ ^^'^ "^^^^ ^° ^^^^ hi was quit??ng a Job 
doing research for a professor. Artie reported that he had heen 

i"5n^n^n,^'° ^?V'^ ""'^ ^^^^^ ^^-J^h wanted the posJ?iSn A? 
hu??H?;^ ^V^''^^ IB, 1983, Leakh met Artie in front of a 
Srii^^^L"L^^^?^ college. Artie suggested that Leakh impress th i 
professor by saying he planned to study something like artlficiBl 
intelligence. Artie further advised Leakh to try f« S?I « £iuJ. 

I said fine. 

out of tirdr?,^i^?n^"^i'^"' ■ ""^^y groomed gentleman appeared 
suit h^,^P in2^i?^^r"°°"' professorial in a blue 

Ihih -in inf Ah ^h^"^*- 9«ve Leakh 's hand a firm 

rlS^n?^/?^"'^'''^^''.^^'""^^ " Genrick. Leakh immediatsly 
recognized the accent as the same as that of a girl he knew. 

As soon as he spoke, i knew he was Russian. 

Artie headed off, and Leakh went for a stroll with the 
gentleman. Leakh said that he was studying artificial 
intelligence and robotics. The gentleman nrnri i.rp.ri a list of 
various public institution., and libraries /fie asked H tSu 

-.f ^"^^L J^^b"'^v_a nd what not is fine. H e asked if i can oet 

On a chilly afternoon in early May, Leakh went from an art 
class to meet the gentleman outside the Student uJiSn.?Se 
gentleman seemed imperv ious to the cold as he gave T. ^>,Vh■^^ h .4- of 
magazine articles t5 ioolc up in the &.^^ns dolleoe Librar". tL-^ 
genTiieman asked Leakh io pr esent himVth photocdpies on fe e 
following Tuesday afternoon. 
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Finally, Leakh decided to follow Mike's advice. He and Mike 
went in the early evening to a pay phone in the lobbv of t. e Queens 
College Library and called the FBI office in Queens/ 

Th et week. Leakh delivered the catalowes to Zakharov in a 
bar on KXixsiae Avenue. Tnev dranK Heinekens, and zakharov"aslceg 
LeaKn to onotocopv magazine articxes trom tiie microfiche fil es at: 
tne Queens college Liorary . zaKnarov Lcivised Leakh zo fcalce" ~"~ 
certai n precautions* He told me to put wrong heme and the wrong 
social security number on tne call slip* ' 

At the Queens College Library, Leakh filled out a stack of 
call slips with an altered Social Security number and a last .*dme 
jumbled from "Bhoge" to "Boghe," He took the microfiche to a pay 
photocopy machine. 

zakharov slid Leakh 's photocopies into the blue shoulder bag 
and agreed to pay $10 an article, Zakharov added that he was going 
on v6.:ation to the Soviet Union, and ne wanted Leakh to get 
materia ls trom libraries at New York University and Columbia 
university. zaJcn arov turtner asKed teakh to optain some 
microticne from a mail-order company. 

At the Fame Diner, Zakharov and Leakh both ordered chicken. 
Leakh h anded over some photocopies he had made at the Columbia 
universit y iiprary. zaJcnarov gave nim ana stressed the — 

importance ot Keeping their dealings secret. 

On throu gh the rest of 1963 > Leakh photocopied dozens of 
technica l articles tor zaJcnarov at the 6ueens College LlbraryT' 
Tiie FBI made copies of tne copies and Leakn tnen passed them on to 
zakharov. The Russian apparently dusted for fingerprints, and 
Zakharov questioned Leakh about who had handled the papers. Leakh 
said that a guard had gone through them when ho left the libraty. 

They strolled to a restaurant, and Leakh handed over his 
latest photocopying. Zakharov suggested that Leakh should star t 
stealing the microfiche from the library. 



Librar 



A short time later, Leakh went Into the Queens College 
y and waited until nobody was around. He gulckly slTpped 
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several microfiche Irto one of two identical notebooks Zakharov 
Ha d given nim> Zaicnarov iiad preoarea mm w\tti an ftvrngft \n 4>^£> 
event ne was caught on the way out. 

"I would tell the guard, 'I picked up the wrong notebook by 
mistake, it's not mine, it'*- similar to thfc other one which is 
mine." 

Nobody challenged Leakh at the door, and he passed the 
microfiche to 2akharov that night, zakharov gave them back to 
Leakh the following morning at the Grant Avenue subway station, in 
Brooklyn. Leakh immediately headed for the library. 

In the months that followed, Leakh seemtid to be forever on a 
bus or a subway as he went from place to place *jith stolen 
microfiche. 

Leakh continued to meet Zakharov, Leakh'g; assignments 
broadeneo to incluae attenaing a scientific conf/erence at the 
Hilton hotel, drawing a map of the engineering library at 
Frlnceton university, ana writing reports on three robotics books. 



I did it in the library, while my friends were studying. I 
was writing notes lor Russians, * ai 



That May, zakharov dispatched Leakh on a mission to steal 
some twenty microtlche trom the university ot Connecticut liErary. 
He was to arive up m a bori.owed 1975 Bulclc anca later stop on 
central Avenue m lonicers. Tnere, ne was to signal the co mpletion 



Ot tne operarion py maxing a small cross with a Magic Harker one 
lOot from the base ot a particular lamppost. 



SIS Involvemen!: With Public Libraries, the Library 
ot congress and^ne DHL. UNSEC 



Access to specialized scientific and technical libraries 
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dearly enables the SIS to fulfill the Intelligence collection 
requirements mandated by the GKNT. However, the SIS is also able 
to utilize the Library of Congress, DHL, UNSEC, and scient. fic and 
technical sections of various public libraries in an effort to 
comply with the GKNT requirements. 
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America's libraries provide students, academicians, 
authors, scientists, engineers, and citizens of all walks of life 
with the necessary tools to pursue a multitude of learning 
experiences. An individual who is experienced and knowledgeable 
in conducting research in a library can pursue thousands of topics 
and areas of interest, accurately tracing the financial status and 
organizational structure of American corporations, the sale of the 
corporations' product, involvement in sensitive government 
contracts, and assessing the research and development pursuits of 
these corporations. 

Recognizing the potential offered by such opportunities for 
research, SIS officers also take advantage of these libraries to 
asFist in their overall intelligence collection effort. 

SIS Interest In Technical^ Clearinghouses To Compliment 

The Librf^ries 

The SIS has enhanced its collection of scientific and 
technical information through numerous other research facilities 
which offer the services of vast databases as well as sensitive 
reports on specialized scientific and technical topics. 
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Soviet intelligence officers have attempted to obtain 
reports from defense documentation companies, the libraries of 
specialized associations, and companies which sell technical 
documents and publications. 

Dag Hammarskjold Library - united Nations 
Secretariat 

An important link in the SIS targeting of America's 
specialized scitatific and technical libraries has been the 
simultaneous penetration of the DHL, UNSEC. Since 1964, Soviet 
nationals have occupied the position of Director of the DHL, with 
additional Soviet nationals occupying subordinate positions within 
the DHL. Control of the DHL cloaks and therefore legitimizes the 
Srs presence in an influential position; strengthens the SIS 
foundation to gain access to the nation's databases which enhances 
the KGB intelligence collection process; and allows the SIS to send 
officers and co-optees to library conferences world wide, at the 
expense of tne united Nations. At these conferences, the SIS 
representatives can spot and assess potential sources, thereafter 
advising the appropriate KGB residency of the identity of these 
individuals so thti additional assessment and development can 
occur. 
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The DHL provides computerized searches of the UNBIS data 
bases for UK staff, members of missions, representatives of 
nongovernmental organizations (NGOs) and other accredited 
researchers. 

Complementing the UNBIS is NEXIS, an on-line library. 
Accessible through it are the full texts of articles from 11 major 
newspapers, 30 magazines, nearly 40 newsletters, lo newswires and 
related special-interest services, the Federal Register, and the 
Encyclopedia Britannica. 

Librar^? Access and Intelligence Tasking 

A September, 1985, study entitled Soviet Acquisition of 
Militarily Significant Western Technology: An Update, explains 
why the Soviets are interested in America's specializeu scientific 
and tecl.aical libraries. The study states: 

Western products and technology secrets are being 
systematically acquired by intricately organized, highly effective 
collection programs specifically targeted to improve Soviet 
military weapon systems. The Soviet intelligence services - ^ 
KGB, the SIS, and their surrogates among the East European 
services - and Soviet trade and scientific organizations are 
actively involved in obtaining this technology. Targets include 
defense contractors, manufacturers, foreign trading firms, 
academic institutions, and electronics data bases. 
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Selected sources of information sought are U.S. defenso 
contractors, commercial d^ta bases and scientific conferencea. The 
study estimated that "about 90 percent of the roughly 100,000 
documents acquired each year worldwide a;:e u^i'^lassifiod. " 
Commercial data bases have significantly enhanced Soviet 
intelligence collection efforts: 

Unclassified technical documents from all countries- 
including engineering analyses and research results-are targeted 
by Soviet intelligence and other collectors because of their value 
to Soviet engineers seeking creative desJqns and alternative 
engineering approaches. For example, from the mid-1970s to tho 
early 1980s, NASA documents and NASA-rumded contractor studies 
provided the Soviets with their most important source of 
unclassified material in the aeronpace area. Soviet interests in 

focused on virtually all aspects of the space 
shuttle. Documents acquired dealt with airframe designs 
(including computer programs on design analysis), materials, flight 
computer systems, end propulsion systema. This information allowed 
Soviet military industrins to save years of scientific research and 
testing time as well as millions of rubles as they develop their 
own very similar space shuttle vehicle. 



The individual abstracts or references in government and 
commercial data bases are unclassified, but some of the 
information, taken in the sensitive information concerning U.S. 
strategic capabilities and vulnerabilities. Numerous unclassified 
U.S. Department of Defense and contractor documents are sought by 
the Soviets from the Commerce Department's National Technical 
Information Service. Documents dealing with design, evaluation, 
and testing of U.S. weapon systc.ns-the Sidewinder air-to-air 
missile, the F-15, the Redeye shoulder-fired entiaircraft missile, 
the B-52, and others-are in the data base. 



The public and private document clearinghouses-established 
to efficiently index and disseminate the results of government and 
government-sponsored military-related technical research-are a 
fertile ground for KGB, SIS, and other collectors, in recent 
years, the growing use of electronic data bases has provided the 
Soviets with an even more efficient means of identifying and 
procuring such unclassified technical information needed by Soviet 
designers. 
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A visit to a specialized scientific and technical library, 
to the scientific section of a large municipal library or to 
virtually any American public library would reveal information in 
the areas of aviation, projectiles and explosives, armor and 
electro-optics, missiles and space, communications, radars and 
computers, nuclear and high-energy lasers, sky building, 
electronics and microelectronics, chemicals, electrical equipment, 
and petroleum and petrochemicals. 

As numerous examples in the proceeding pages show, 
information in the above areas has been collected for three decades 
from America's scientific and technical libraries, the Library of 
Congress, information clearinghouses and through adroit KGB 
utilization and domination of the UNSEC DHL. 
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The strength of a free society is derived from the easy 
exchange of information and ideas; ideas nurtured by the 
creativity and imagination of America's scientific, engineering 
and technical community. It is the very lacking of information 
and idoa exchanges in a closed society that stifles creativity, 
suppresses the imagination and acts as a barrier ^J s,jcial, 
economic and technical progress. The Soviet intelligence 
serv •ces' information collection effort seeks to acquire 
significant material from America's vast information data bases of 
sensitive but unclassified scientific documents and technical 
reports. By necessity a focal point of such an effort is this 
country's scientific and technical libraries and technical 
information clearinghouses. 

The FBI must logically pursue any contact between a Soviet 
national and an American citizen, regardless of where the contact 
occurs or the profession of the person contactec\ and that would 
include libraries as the circumstances might require. Since the 
FBI has no way of ascertaining the purpose of a Soviet contact or 
particular Soviet interest without interviewing ^-hose contacted, 
FBI interviews are an absolute necessity in fulfilling our 



UNCLASSIFIED 
- 32 ~ 



278 



UNCLASSIFIED 

courterintelligence responsibilities. These responsibilities have 
been clearly defined and articulated and are an inherent aspect of 
our overall counterintelligence effort. These responsibilities 
are: 

Identification of intelligence officers. 

Identification of their agents. 

Identification of SIS objectives. 

Obtaining assessment as to the 10^ s tradecraft and 
methodology. 

Assessment of the subject's vulnerability to defection. 

Given the scope and dimensioiis of the SIS effort, the FBI's 
response has been reasonable and balanced. The FBI has attempted 
to accomplish its objectives while safeguarding America's 
scientific and technical advances, recognizing that those advances 
flourish only in a free and open environment. The success of such 
an FBI effort in this area can only come through the cooperation of 
those American citizens who are significant SIS targets-students, 
scientists, academicians^ and librarians. 
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VJS, uepartmeoi m jusace 
Fedcnl Bureiu of InvesiigaUon 



Nr. Qulnlan J. Shea* Jr. 
Sp«rlal Counsel 
Tha National Security Archive 
Suite 500 

175S Massachusetts Avenue* N.w. 
Washington* 0. C. 20036 

FOIA Ko. 266,890 

Dear Mr. sheet 

Reference is made to your pending Freedom of 
Information Act request for .'ecords pertaining to an FBI 
foreign counterintelligence program which has come to be 
Xnown as the "Library Awareness Program.*: Based on your 
telephone discussions with Assistant Section Chief Marvin E. 
Lewis* you limited the scope of your request to include only 
those documents containing background and/or policy materials 
relating to this program. 

We have extracted the requr«ted material from the 
pertinent FBI Headquarters main file and the corresponding 
New York Field Office file. Copies of the releasable portions 
are enclosed. Deletions have been made pursuant to Title 5, 
United States Code. Section 552 tb)tl), (b)(2). (b)(7)(C). 
(b)(7)(D) and (b)(7)(E). (An explanation of theae exemptions 
ih attached.) The review of these documents was carefully 
conducted taking into full consideration i:he recent public 
disclosures made by the FBI about this program} however* 
much of the information therein continues to warrant 
classification or is otherwise exempt from release. 

I am also enclosing a copy of *The KGB and the 
Library Target 1962 - Present" which nay be of interest to 
you. 




tiici'iiiriuiul i>/ ihc WtiiKii SutoCntiftfiiiiiiiMt { \ 7K7. i»>m;j 
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Mr. Qui»nlan J, Shea« Jr. 

You nay submit an appaal from any denial contained 
herein by writing to the Assistant Attorney General, office of 
Legal Policy (Attentioni Office of Information and Privacy) r 
United States Departnent of Justice # Washington r D. C. 20530, 
within thirty days from receipt of this letter. The envelope 
and the letter should be clearly narked "Freedom of Inf ozmation 
Appeal" or "Information Appeal." Please cite the FOIPA number 
assigned to your request so that it may be easily identified. 

Sincerely yours* 

Emil p. Moschella, Chief 
Freedom of Information- 
privacy Acts Section 
Records Management Division 

Enclosures (3) 
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4414a (R«v. 12-4^) 

CXPUNATIOM OF eXCM^lONt 

tUB&ECmONS OF TITLE S. UNrTEO STATES CODE. SECTION S52 

(b) (1) (Al tp«dfic«% Bulhorutd under crKtna nUMit^•d by an Estculivt or(^r to t$ ktfH Mcret tn tho interest of national defanstof (oreign 
polcy arid (B) art in fact pcopefty dauifitd pursuant to wch Executive order: 

(b) (2) rttated toiety lo the inierr\«i peraonne* rulea and p.«yiicet Of an aper^y. 

(b) 0) apecHcaity eKemp^ed from ditctoeure by aiaiute (other thiniectionsS2b of this title), provided that such statute (A}requirsi that the 

mitten be wMhheU from the pubHC h auch a manner ai lo leave no diacretion on the itsue. or (BJ eslabhsfvta particular crttena lor 
withholding or refers lo partjculer lypet 0< metieri to be withheW: 

(b) (4) Irede MCffts end oOfDmerdat or tinancW miormeton obUined from a penon end prtvileged or confidentKl: 

(b) (5) tnter-egef.i/orlntri-ejeficy ri>erTiorendurna or letters which 
«Mth the ■geney: 

(b) (6) peraonnef and medicel Me» and «Ml«r fUea the diidoture 0( which would conauute a ciearty unwarra nted irtvuwn of personal prrvecy. 

(b) (7) raoorda or mlormalton compiled for lew enforcement purposes, but only to the extent that the production o( such i«w enforcement records 
or intonnet>on (A) could reasor^soiy be expected to interfere with entorcemeni proceedings. (B) would depnvs a person of a nght to 
a fair trial or an impartial adfudicalion. (C> could reasonably be expected to conitiiuie an unwarranted invason of personal privacy. 
(0) could reasonabiy be expected lo disclose the identity of a conftdsniiat source, including a Siaie. local, or foreign agency or authonry 
or any pnvate irtttrtution which furnished information on a conlidennai Oasis, and. in the case of a record or informaiion comp«ied by 
a criminal law enforcement authority m the course of a cnmmai mvesiigation. or by an agency conducting a lawtu' natton«i secunty 
(nleuigence investigation, infomiation lurr.ished by a confidential sc .irce. (E) would disclose techniques and procedures for law enforce- 
ment invetligations or prosecutions, or would disciote guidetmei foi viw enforcement mveitigalions or prosecutions if such disclosure 
oDuid reasonaUy be expected to nak circumvention of the law. or {t'y could reasonably be expeciel to endanger the tife of physical 
salsty of any individual. 

(b) (B> contained m or related to exammalton. operating, or cond'ton reports prepared by. on hehaif of. or for the use of an agency rvsponsfbie 
for the regulation or supervision of financial institutions, or 

(b) (0) geoiOQicai and geophysical information and daia. including maps, conceming we'Js. 

SUBSECTIONS OF TTTIE 5. UNITED STATES CODE. SECTION 552a 
(dl (5) inform alion compiled in reasonatMe anticipation of a dviI action proceeding. 

01 (2] material repealing investigative efforts pertammg to the enlorcement o' cnminai iaw including effons to prevant. control, or reduce cnme 
or appreher^ cnmmats. except records of arietl. 

(k) (t } inf omiation which Is currently and properly dassided pursuant t o E xecutive Order 1 23 56 m the mier est of the n attonai de 'erts e or lor eign 
poiicy. lor example, information mvoMng intelligence sources or methods. 

(k) (2) investigatory maleriat compiled tor law enforcement purposes, other than criminal, ivhichdid nul result in bss of a nght. benefit or pnvtiege 
under Federal programs, or wtuch would identify a source wtio f urns hed mformaiion pursuant to a promise ih&t htsAier ideniity would 
be hekl m confidence. 

(k) (3) material mainlained m connection wi*h providing protective servicei to the Pret«leni ol the United Staiesor any other tfidividuaipurajant 
to the euihonty c* Title ta. United States Code. Section 3056, 

(k] (4) required by siaiute to be maintained and used soiefy as siatist>cai records. 

<k) (9) Investigatory material complied aoMy ^ the purpose of detennning suitability eligibihty. or quaiilicai ions for Federal ctvitian empioyrTwnt 
or for access to daasif led nf ormat lon . me disclosure of whch would reveal the identity of the person who fum ished mtormaiion pursue nt 
lo a promise mat his ideniity would i e held m confidence. 

(k) (6) test Of examination maienai used Kr.'^f 'Aimme mdividuat qitaMications fo' appomimemor promotion m Federal Oovommem service 
the rdoase of wtvch would compromtio ttie or exammaiion process. 

(k) (7) mataitai used to determine poieniiai (or prrmoiton m the armen seiv.c ihejisciosuro o' which wou<] reveal (he tdentity of the person 
who furnished the materia' pursuant to a p/omtse ihat his tdenttty would uc held <n coniidence 
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tbla Mtlvity to tht Cn. OeeiM TxreoManieSleM 
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PIDMAL KmiAII OP INVESnOATIOII 
POlPA OELtTCD nn INFOMIATIOIl IHEET 



iadieatid, MpUU HU iMititu 

00 Mf«id«id«rtMBp«Mi) ttiul ini& no atirafaUo 

■riMial anilaUa kt ittotM to ye«. 

□ hfocMtioapfitaMoalytoattardpirty. Yoor mm U llttod fai Hw tiaa ottSv. 

□ DocutiMiitsorlgiaiUd with uoUmt Govrr mat Iff Bqr(lci). Thc••^m«oUwtftrefle^•o^tthit 
«|tti€y(i«) for ifvkv lad ditict mpoose lo 



Pi|ti eonUlfl InfonniHon furnished bjitioOitr Oomnmcnt ipflc7(kt). You w{11 be id vised by the FBf i 
to th« rekastblUty of this Infonnation foUowing our coniulutiK> with the other ifencyOei). 



Paf«<i) irithhtld for th« followiof («ifoa<»): 



'tJ^yvH^X'' lofoniitioe: 



Tbe foUowififf BBBber li lo be sMd tor ;w.v ^ a^^h^ v^*"«\ik!^*: 



mm 

XXX OCX 



xxxxxxm 

A DELETES PAQE(8) 
|NODUPUCATIONFEE : 
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Prior to mutborislDf iapltBaatatioa of tHa progrmB 
forth Id roforoBCid airtol. tbo Buromu tfoolroo that your off ico 
•ubalt aa ootlvto aa to tfia approxiaato aiui^r of llbrariaaa «ho 
Mj ho intarviawad aod tha aaouat of Maapowar that iilsht ba axpaadad^^ 

^ ^. . ^il; it apptars that your auggaatad approach to thla 
problaa la logical, tha Buraau daalraa that auoh aa iatarvlaw 
prograa ba aoat aalactlta la aatura aad that aa uavialdy aad 
uanaoaaaary oaaaload la aot craatad,(2(^ 



A . ^ Opoa raoalpt of your eoaaaata in thla ragard» 
will glva furthar ooaaldaratloa to your propoaal.'ipi^ 



tha Buraau 



tha Boroaa ooda verd for our iavaatigatloi 

•Boa sar? icao (ill) to ooiUot 
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At an aOjoAet.to tht abovt preettforti cenaiMntion 
will h% ilvia to an Inttrtiav of tho ohitf lltrorUa mt a . 

? articular ecapany i'or inatallation vhart tha library ataff ia 
ar(t« 7M0 individual would ba Intarvlawatf aa Mtlxntfd.abovt^ 
but in addicioA ha Would ba raqutatad to alart Mabtra^pf Ma 
auff to our intaraat in thia racard. Zt ia f alt -t^oh. an 



lumMTWifins 
ieiSDcaiainona 



288 



approMh ifould b« tfrMtitt Md mold Mduet tht Metiiity of 




VAOBj th« abova proftTM viU bt inititutt d by tht 
mro* Any eowtnti^ obitrfatloni or •uggtitioos by tht Bur«fttt 
am invitfd*' ' 
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FEDHa lURCAU OF WVllTIOATIOIl 

reiFA Damo paqe ikfomiation miet 



■aMtl avAiUU* far itUM to yoM. 

□ UMMtkMpMiMdoBljrtotlUfdptt^wittiorWbiwm 

□ PPCttmwti erigtoaod with inotfttr Oo Mf ai wB t ncnqf^kt). ThcM documents «m refemd to that 
ai«K3F(t«) for nvkw tad 4f nd mpoMc to jfov. 



Psgcs eonuin Infemulioa hreUhtd by inothtr Gomnimnt igcDC/tet). Yoii will b« idviied by the FBi u 
to ihf nkaL.billtx of thit iafomutloa foaowlnt our consulutlon with the other itcneyOet). 



Pifod) withheld for the foUowiac iMtotid): 



n For year ialMBitioa; 



120 7^ bUowiaf walbm It to bo aeod for refMvaoe itcvdlag tbooe pe«L«: 

HS'Z \ 
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Otduiiiy Ht OAH ^ ' 



^ lua MMfullr rcvlmd th* proerta 

VropMcd la you* rataraaoad alrtal to Intanrltw ■ auabar 

to Eovlat iBtalligaaoa aarvloaa (IIS)^(7{. 

IJilla It la nooKBlMd that aueh a pregraa oeuld 
of aoaa valaa la ■lartlog thoaa llbnrUaa to oontaata by > 
818 paraoaaal, ooald aaoounga thalr proapt rapertlaa of aueh 
SS! Hf !l ■!* f*!**^***" UBCO»ar aoM iodlvlduala 

TS^i^SI! 11'I12' 05?««S*«3» <oaa aet faal that 

SL'J''*5 prlorltlaa tha naulta ahleh 

at tbla^tU^Sl£ ■ ■'•'•••■•i"! aapandltura of aaapowar 

... ."'^^'f*!" taohaloal taellltlaa havlaa eoatrel ovar 
claaaltlad Mtarlel ahould hara baaa alartad to prSaH raaortlaa 
Of eeataota alU coMualat-blee off lolala by tha^ltaw 
latalllsaaea eaapoaaata raapeaalbla for thalr aatabllahaaata. 
At thoaa llbrarlaa vhara tkirc it ao elaaaltlad aatarlal but 
ahara thara la aatarUl vbtoh iTot lataMat to III! It la 

^^■Mt gao-atoa waHatf liattatSM to mi ?agiH.M7 
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lttr«au opds for oar isvootigitionjf 




^ -^^^ With th# over iteroaoiof auater of Soviets tMii A«d 
to tbio eouatrjr im off ioUl etptcity aod tho prttMt 
lUitttioBO of avail: bio Mapovov ta eouotor thoir activitiaat 
it io BUply Bat praotical to oatar lato ouch a prograa ao is 
propoaad by HTO at thia tioa. It ia racofoisod that aooa valuo 
would b« darivad froo tho prograa propoaad bj VTO but ii O 
act baliavad that tha raaulta aehiavad vould offaat tba 
loaaaa ia othar iavaatigativo araao vhioh vould bo aaeaaaitttad 
by thia uaa of our oaapooar roaouroa«m^ 
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•lio BtrtliHnt th.t ■oureaa of v.lSrd;5riop^li: .( tht 
■aiM tlM •nabXlnc tha Buntu to fruitrtf . §M »f 'aSt . "' 
Ita tttampt to davtlop tachnloal llbw'inrjpj " 

Burttu ooimenta and ■uggcatlona art lnvltad.(JjL 
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~ PIOUULBURIAUOPIMVItTlflATIOH 
POIM DltLinO PAIE MPOWATION MEET 



ggnax 
nzm 



■Mtol avtiUkU lot ivlMM lo jfw. 



D I>ramciifier%lwl»d«4thioeClwrOow«mt«ta|f«c]Ktei). Thm 4ocumtaU m n nU tnd to that 
atciMjKks) for nvtev And dlract mpooit to ;«g. 



Pa|a conula Infomtloa fiimUhod by mother Oornnment ifenqK^). You witi be tdvUod the FBI i 
to the rekmbillly of IhU infomution followlni our consulutiofi with the other igcnqr<iet). 



Pac«<i) irithhold for the followi&f rnooaCb): 



D For your Ufomatioa; 
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APR0XXHAT2LT EICHTX (OC) 9Zf.Zt}^7 Of THE HEfUCn LZ:*IUR:C3 
tflTHXIJ TtlE K5W tO^K CrJA?TtR Ct till aPLCIAV- LXSMMZfi ASSvC-AViC'J 
LIKIT ACrCSS TO STUDSHTS, STAFF* CLIHIITS, OR GTUCR Ll'^TA^.li.>^S 
nCCJinS KiGISTRATIOu AWO? lOEIlTirJCAVJCU i'Cr. aJM ATA.:«,^]p[^ 

Ll3KAR2AMf ARC SPSCIFXCALLY A3VISC3 TH^T THE F^I 23 I'.'SLl^LSTiD 

OiXY ii: ^Hosn ioviets lao are kkksers oj pnoFcsSiO^AL c;;CA.';£A7ic:is 

WHO HAVt LX5RAR2SS A»0 RCLATCO ACCESS Aro/Otl T.103C SIfVXETS V.HQ KOUL:^ 
^OT H.\VE ACCESS BUT REQUEST ACCESS TO OTHEnWiSE RtS7RIC7E0 LICSAI/: 
PRXVXLE3CE8. THEY ARC SPtCXFXCALLY AI^VXSLD THAT THE F:3X X8 t:07 
ItlTCRESTED XK THE RfiSEAACH kUD FACXLXTt USt SY iTOOB'.iTS. $T.%?r,^jL 
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FACULTV, 0:;;LI».^LX13ARXAU5., A:.0/0H CLIEU7S W.:Ci dCHLT.;? 5-i Q'J'lsZV: r^z 
ACCESS. THE U9IIMlANi ARE JlPPftI€^^|oi^{^^lj^ BUHEVJ'S 
ftfJPOi'ilBILXTZU 112711 REGMD TO THE FROTECTXOtt Of 0,S. TAt'i AT.E 

MRTHSR kWAMZD THAT THE tEC^MlCM :IZnOI OF T3r SmiT JVl7i} CMi 
yWJQUEiTLT BC DERIVED FROM AKlf VAniCTY OF FUSLXCATIOJl Xri%Ol»** 
CUmUT AUD "CUTTXUS EOOC** TECHUOLOGXLS THAT CAK 2£ LOCATrO.Xil Trill.*; 
FACILITIES. IF THE LXBRAl;XA^i Xi COOPCBATXVE ASP PUr.SUC OTHSR 



COO .rRXES OP ZHTSRSyTt THE SOVXCT BLOC COUDTHXeS HILL ^XSO c^r. 
I X%*CLtJ?EO. HOWnXRt OyH CrriHAL THRUST IS C/LY T;;E soviet 3..£0,U 



1 



0:iE or fHt PUhPOSSS of this LISKAny AKARr.lCSS Pr.OG.t.'VK :S 70 

r-zsoLVE A*:v co;'.cer::s espszssco c; Lia:,;.n:A::: B=3r.->.oi.;i fO£s:2iE 
use OP TSEiR KsaoORCES B» WIS op^icriiF. ti:rA. i;.::3 af.^ p.--v-;=*-' 
2v'siinss CAR38 HI7:: TELEp;:o:;c M'.ntn rsA rj;i;;(L co:::;.;'? in: : 

I:lTEF.VIEHIt:G ACCKT. 



°f ^^^yiy^SJlV'" 




ERIC 



302 




803 




^ XnfMtltatlon la thlt Mtttr wai Inltlattd In 
ylw ©f BIS tq)htili on dtvtXoping loureti t^ploytd a? Xlbrtrlan 
In ttchnlcal or •cltntlflc Xlbrariti, it was orlElnally 
Intandad that tha xyo would cpan Invaitlgatlona on nunaroui 
librarians In ths abovs eatsgory with ths dual puxposs of 
Istsmlnln; whsthsr any fiovlst psraonnsl had oontaetsd than 
and. If not£ to alsrt ths« to aueh a opsslblllty ao that thay 
would rsport any approach to ths rai.nfir . * 

- Th« Bursau subas^usntly Instruetsd that In light 
SL^^^^I'L^"^*'!^?*^** P'io'itlss ths rsaults to bs ottalnsd 
did not WAffant ths txpindlturs of ths Mnpowsr rsqulrsd to 
Implsmsnt this prograa. AjL 




w J^slh*^ °' ^^•^ program has bssn 

sitabllihsd with rsi^ard to Intsrvlswlng ilbrarlani, as ist 
out abovsi no nsad ixliti to Mlntaln thla control f lis. ^ 
Thsrsfors^ thla eaas la bsli« plaosd In a oloisd lUtui/^ 
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ot tin 




OMI 





. ^ ***! Initiation e( oaMi aad lubacquwit 

int«rvl«wt, oontMt e( Xil«a»i«M by • ni mb b« a««iait«ay 
JS'rS*"^ fSfiJiS**-*** •»* eeatMt«a will aluttd 
contact by • MZI, aitlMr altMiMti** will 
IinL*?..???!?**'?*' "^J?? attwppt* by tiM mi to fnlttll it. 
raipoMibiUtiai i» nenitiaf m«xm« e( i«Ullittao«.jj(^ 
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rOiPA ilLim PAM MranUTWH HUT 



□ DiriMMtiiiiilHiii«Maw«irGiiiiH nml n n i < i iwu i mn» i n <team 



O Poryotf lM(bm«Uo«: 



iX ThiroUowia<MBb«Ufeob«M«dfof rif«MO«f»fifdia«thMt 

^y-r 
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)«v*lQpwnt of Oountcrlnl 



inc^u 



llbrari.. not ll.t«d In thJ dlMefPfetSj, 'J**"^** 
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•aoh OtvtloMMftt of Oo«nt«riiit«llit«nM Aw«xm«s« (OKA) 
iiMtatioa .vbtthtr that orvuitation Mintalu iu om- SMoial 



prtiMtatioa . 

libraxy mud if tOi v^Mtter ft'np: 



orvuimion Mintalu iU own- siMiQial 
r ft nprMmtfttivt txom th« Xibraty stftf f 
•hottld bft spftoifioftUy laoludftA in tbft DlCA pMftftatfttion^yWf 
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~ FEOMALiyillAyOFtNVItTlflATION 

roiM oaino m» mfomahon mux 



■Mil aviiUbU for mImm to you^ ' 
:□ l«fc«»tfo«p«teta«dodf tetaarfpti^with«o»lkioc»toypaotU^ 
□ blmatioapifUlMdMily loftifciidpirtgr. Vow mm U ll«l«d U tbt tia« ody. 

O DoeumefltsorlglnaMirHhinochfrOomsmMiateBcjKkt). HicMdoeumcnUwcnifrcntdtotlut 
Aftncydcs) for twkw and dlrrct foponic tojrou. 

Pt|« conUln informadon fumlihfd by iBOthcr Ocvemmc^l aicncyitci). You will be adriicd by the FBI ti 

to the rckmblllty of thU Infotmition fotlowiRg oar cofuulution with the other »|ency(ki). 



Pa|t<i) withheld for the foUowlDC tMMtt(f): 



O For your infomatloa: 



\j( The foUowlog ouBbw ia to be uMd for mfmoco mctrdinf thm pegt 

— ^y-f - . 
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xxxxxx 
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—raUMrMIM^PI 

raiM ■iUT9.>^iin.n^]r(iMiiiL 



Py<»| yiam wMwly jn »|» hetMw h >> m>. " rf *i hllmjM ^i. »ktn 



a liftMteHrttM«ii^loa«Mp«%«(iiMiiftnMliyM«lhi«^ 



O Par ygv iafemaUoa: 



CiJ TIh foUowiu u«btt It lo bt vMd for i«f)me« mftrdUit tb«M pmm: 
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1« t« ■ rtlMtitttlvd prograa which attMpta to Oavtlpp 
CoiintarrnliXiloann ftvarantaa <BIC*) aaeng thoa* yho wnag* aptctal 

hava no eltnlttt eMtraetval tntttaaea vlth tht US OovarnMnt 

- - — — erult— nt and 
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tfuwEMi'Mf or MAiifwn MID wfutwtn tHC tKh noow 



rxoewAM WW mikstttuted to oevRuop 

COUH nm a it.LUUt.'iLL AWA HWIEBf mono those mo ilANME KPEq^AL - 
IwyoiMATlOM LIIRAMU WXTHXH TKE NEW YOMl KKKA AND HAVE <iflu2<8C 
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SE^T. 



mm COHTMCTUM. lltTllUKtT MZTH TKI Ut OOVB 




\ YMSUrOMIt THXt mOORAN It AH OMOIM TMVttTIOATION MtlCTTTIlO 

TO Miiw THi rti in nuisjLim m fft i«g>o!tgm!UTm.(aL 




WHICH iMULO in^INOC ON THE RIGHT TO 
HiOHT UTILIZE THEIR LIBRARY EYSTEH 
MOU AHt LXfeRARIAN EMPLOYED AT COLUNI 

Aijsisf THE rai . 



kRlAN EHPi 




ItlDlCATED 
PORMATIOK 
AHT INDIVIDUAL WHO 
TATED THAT MEITHER SHE 
;5tTY MOULD BE ABLE TO 
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Captlonsd prograa in ■ainttinad as ■ rapoaitory for 
inforvation concarnlng 118 intvraat in aciantific and tachnicil 
librariaa or Xibrariana within tha Naw York vatropolitan araa, 
which would not ba covar«d by tha OECA progra0# ai wall aa 
aalactivaly contacting apacifie librnriaa it could raaaonably ' 
hm aaaunad would ba of particular intaraat to tha SXS. Aaaat 
raportinga hava ravaalad tha SXS fraquantly attanptad to obtain 
information from auch libraries and davalopad paraonal contacta 
at thaaa librariaa{]^||^ 

Xt ia anticipatad additional inforvation will be 
davalopad ralating to SXS affortt to obtain information from 
or davalop contacta at auch librariaar tharafora. it ia 
rtquaatad all information ragarding auch activity by tha SXS 
ba aubmittad to thia programJAl 
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FEDERAL lUREAU OF INVESTIGATION 
FOlPA DELETED PACE iNFOnMATlON SHEET 




AtUiiil tvtilkble tor raUiii to yov. 

O Informttion pertained only tu • third party with no reference to you or the aubjeci of your requeaU 

O tnfonnatioo pertained only to a third party. Your naioe ia lialed in the title only. 

O Documents orif Inatcd with anorher Government «gency(ies). These document! were referred to that 
igency(iet} for review and direct response to you. 

Pages contain Information furnished by another Government agency(ies). You will h-; advised by the FBI >s 
(0 the reieasability of thil information following our consultation with the other agC iCyUes). 

_ Pafe(a) withheld for the rollo«finf fvason(a): 



0 For your infonnation: ^ 

01 The foltowinf number i a to be uaed for reference regarding theae pagea: 
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AUEfVCAN emu USEmCB UWON 

VMShjNQTON OffKX 



Jun« 20, X9BB 



The Honorable Don Edward*, chainnan 
Subcommittee on civil and Constitutional Rights 
HouBe Judiciary Committee 
2307 R^ybum House office Building 
Washington, D.C. 20515 



1» Uary<«nd A««nva. NE 
WMMngton- DC 20002 
(202] M4-1M1 

132 Wn( 43rd Sl/lM 
Ntir \to(1i. HY 100M 
(212) HI WOO 
Nonn*fl OoTMn 



it«i<yuk Ok-"*©** COloC"4 



Dear Congressman Edwarda: 



On b^alf » - I he ACLO, we write to you today to express our 
concern about , ^ counterintelligence activities in the 

library co«aunj/v known as the "Library Awareness Program," 

The ACLO believes that the F3I should be prohibited from 
engaging in an ill-conceived, broad-based counterintelligence 
S«^fi^iL^^°!?f nation's libraries. The FBI's investigations 
should be limited to instances in which the Bureau reasonably 
suspects that an individual is engaged in activities which mukes 
him or her a legitimate target of a counter-intelligence 
Investigation. In addition, the FBI must itself follow the law 
t)y presenting a court order for information related to library 
patron use. Ai.«iairy 

We are opposed to the FBI asking library poraonnel to 

r^"^* confidentiality laws by divulging patrons' records 
related to use of unclaaaified, publicly available materials. 
Thirty-seven states, including the District of Columbia, recmire 
a court order be presented before library records may be 
released. In addition, library personnel are being asked to act 
in contravention of their own policies by divulging records and 
informing the FBI of suspicious, out of the ordinary behavior by 
library users. ^ 

Contrary to the implication of recent testimony by FBI 
Director William Sessions, the FBI's broad-based library 

.5. ^ limited to New York libraries. Investigative 

activities, virtually identical to the Library Awareness Program, 
have been reported at more a twenty libraries nationwide. The 
FBI has asked library perso i in academic and public libraries 
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Tha Honorable Don Edwards 
June 20 I 1988 
Page 2 



to divulge records related to library use and to report on 
"anoaalous" library use. The library coaaunity reports that the 
FBI has used this approach at the University of Cincinnati « 
University of utah^ George Mason university, Pennsylvania state 
Universityi and the Broward County Public Library in Florida. 

We euggest the Subcouittee request that the FBI produce 
guidelines and procedures on the Library Avarenus Program and 
related activities. More importantly, ve urge the subconmitteet 

1) to reqpiire the FBI to abide by etate lav and to honor the 
professional and ethical codes of the library comaunity; and 

2) to narrowly circuescribe the scope of FBI intelligence 
gathering activities in institutional such as libraries , that 
play a crucial role in preserving the freedom of citizens to 
receive and exchange ideas. 

We commend you for your early a'^d vigc oua response to the 
Program. We are available to work with you on this matter. 



Sincerely, 




Morton H. Halperin 
Director 




Janlori Goldbai 
Staff Attorney 
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ACTION FUND 



June 28i 1988 



The Honorable Don Edwards 
Chairman 

House Judiciary Subcoxnaittee on 
Civil and Constitutional Rights 
2307 Rayburn 
Washington, d.C. 20515 

Dear Chairman Edwards, 

I am writing to you on behalf of the 270,000 members of the 
People for the American Way Action Fund, a nonpartisan 
constitutional rights organization. We wish to thank you for 
holding the oversight hearings you have been conducting on the 
Federal Bureau of Investigation's counterintelligence activities 
in our nation's libraries. In addition, we wish to reiterate our 
concern about the FBI's activities. 

We believe that the FBI's counterintelligence activities in 
our nation's libraries raise serious constitutional and policy 
SY^K? has the dual responsibility to conduct itself 

within the framework of the Constitution i d law, and to be 
accountable to Congress and the American people, We believe that 
the FBI has failed in this regard. 

As the testimony presented to the subcommittee last week 
made clear, the FBI's ••Library Awareness Program" and related 
activities represent a very real assault on the privacy of 
individual citizens. Thirty-eight states in th-j nation have laws 
protecting the confidentiality of library circulation records. 
Yet, the evidence suggests that the FBI is circumventing these 
laws by requesting information on reading habits of individuals. 
Not only is the FBI's policy of training librarians to become 
spycatchers an invasion of citizen's privacy rights, but the 
program also forces librarians to violate their own professional 
and ethical standards. Moreover, the FBI's "counterintelligence" 

w restricts citizens access to unclassified information that 
should be available to all Americans. 

Because of our concerns about the FBI's program. People For 
the American Way's Legal Defense Fund recently assisted the 
National Security Archive in filing a lawsuit under the Freedom 
or Information Act to force the release of documents relevant to 
ti e Library Awareness Program. The lawsuit was filed after 
eleven months of stonewalling in response to repeated FOIA 
requests by the National Security Archive for more detailed 
information about the program. 
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Whil« thm litigation aay ultiaat^ly uncover soaa datails of 
th* FBI program, va bttliav^ it is appropriate for your 
SubcoMittM to rsquir* that thw FBI provide to thm Congraas And 
th« Avarican paopXa a coapXata account of tha poXicias and 
guidaXines for tha "Library Awaranaas PrograM" and raXatad 
activitia*. wa asX that tha Subcouittaa aandata that tha FBI 
conduct itiaXf in accordanca with our nation Xavs, incXuding 
■tata Xawi.-and to raspact tha profassionaX and athicaX codaa of 
llbrariani. In tha avant that tha FBI rafusas to coapXy, va wouXd 
urga tha CongrasB to taka aaasuras through tha authori«ation and 
appropriation! procasB to Xiait tha scopa of FBI intaXXiganca 
gatharing in our nation's Xibrariaa. 

Froa aXX avaiXabXa avidanca, tha FBI'a "Library Avaraness 
Prograa" and ita raXatad activitiaa ara infringing on tha rights 
of Aaaricana. Tha FBI cannot juatify prograas which undercut 
fundaaantaX daaocratic vaXuaa in tha naaa of proaoting and 
protecting daaocracy. 

report PeopXe For the Aaerican Way 
prepared on the FBI'e Library Awareness Prograa. 



Th^nk you. 

SincereXy 




'4 ki- i 

\ ■ J ' - 



President | | 
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I he non-pariitan consiuultonai Itbimcs (irganuauoH. 

Tha FBI's Library Awaranass Program 
Ba'skgreund Sapert 

Tm,— •««nt8 frea tha Fadaral Buraau of 
Jl^JI^'I^ rIIi.i!5Ji •Pproachad tha dark at tha Kath/Selanea 
Library at Celuabia Univarsity in Maw York, asking for 
intonation about tha usa of that library by "foraignara." Tha 
•gants vara diraetad to Paula Xaufaan, Columbia's Diractor of 
tlS2!Si*'J?52^2*S^"' •»«* "f^in raguastad infonation on 

ii5f!r^T,??!"2Vf*" "Sunt'i** "hostlla to tha U.S., such as tha 



?2)!iT!.S"T?r'" f-uft^n inadiataly inforaad tha 

Ajarican Ubrary Assooiation (AIA) of tha incidant. Thraa aonths 
lacar, tha ggy XQtX Tim broka tha story on tha FBI's "Library 
Awaranass Prograa," a pregraa which until that tiaa had baan kao 
■acrat frea tha Aaarican public. ^ 



•inea than, invaatigativa journalists hava axposad a 

5^2?£i"2 ^fS^i**' J**! li»»"'i«n« into wofficUl 

habits and activitias of foraignara and othar broad catagorias of 
■•uspicioua" individuals. Nest alaning ara reports of "fishing 
•xpaditiens," in which the FBI is asking libra^ana to producS' 
circulation records of books, interlibrary loans, and dita baaa 

S*JJ?}""^"2 raports in tte aedia »beut tha FBI excursions 
into public and acadaaic libraries, anl FBI stonewalling in 
rasponee to repeated deaanda for a full accounting of the 
prograa, hava outraged the Aaerioan public. 

i.i ***fi'?^ to defuse thia public praaaure by 

?*?*'2f ^^^'^f? ■tataaanta on the prograa, including a cloaed 
brief Ing to the D.I. National Coaaiaaion on Libraries and 
ZnfotMtion Icianca. Nany of the official FBI stateaanta on the 
E.^*yff"' ■^^•'j **ve ba«fi oontradietsd by other FBI officiale, 
^yjf*"'^ officiala approached by tha FBI, ea wall aa by 
iIl5"*'"L^£*5? Oottgrsaa. If forts by non-profit organiiatlona 
such ss the National Sseurity Arehivea and the Aaerioan Library 
Aaaeeiation to gain acoaas to inforaation en the prograa through 
Praedoa of inforaation Act requaata have been frultleaa. Official 
raquaata for inforaation by congreaa have elao been ignored. 

Sinoa thia country vsa founded, there haa alwaya been a 
tanaion between the naod to protect our nation froa the threat of 
hostile foroaa and tho need to protect the eenatitutional righta 
of our eitiiana. This conflict is reflected in the different 
daseriptions of the "Library Awareneaa Prograa." The FBI 
daacribes it aa a "narrowly foouaaad" project neeeaaary for 
aaintaining our "national security." The Aaerioan Idbrary 
Asaociation, however, calls it "an unwarranted govemaant 
intrusion upon personal privacy." 



2000 M Street, NW, Suite 400, Washinpon, D.C. 20036 (202) 467^999 
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At a ■iniauBi thm taarican public has tha right to know tha 
full atory about thia program. Tha liaitad infomation that has 
alraady baan uncovarad ahova a prograa that thraatana baaic 
conatitutional libartiaai including tha right of privacy and 
intallactual fraadoa* Tha projact alao raiaaa broad#r quaationa 
of govamaant aacracy and govanuiant intruaion into tha privata 
livaa of Aaarican citisana — problams which hava incraaaad 
draaatioally undar tha Raagan adainiatration. 

In short, tha Library Avaranaaa Prograv appaara to thraatan 
soaa of tha vary fraadou it purports to bo protacting. 

WHAT WE KWQW AND DQM>T 3QIQW ~ ABQtlT rm T.TaPMY AWAMWggfi 

our praaant knovlodga of tha FBI 'a "Library Avaranaaa 
Program" la liaitad and oftan contradictory. Thara ia no 
agraaaant, for axaapla, on baaio facta auoh aa vhan tha program 
vaa initiatad. Varioua acoounta, including thoaa from tha m, 
put tha a tart at ona yoar ago, tan yaara ago, and tvantyf iva 
yaara ago. Tha folloving aaotion axploraa aoma of tha information 
that haa bocoM public ovar tha paat yoar, including inforvation 
drawn froa aadia aocounta and official FBI atataaanto on tha 
prograa. 

Tha acepa of tha Prooraat Liaitad or yjir^aaaehina? 

Tha actual acopa of tha "Library Avaranaaa Prograa" ia 
unknown* According to nawapapar raporta, paz aganta hava baan 
approaching librariana and clarka in both publie and aoadaaio 
librariaa around tha country, aaking broad quaationa about tha 
raading habita of thair patrona, and raquaating librariana to 
raport any "auapioioua" aotivitiaa thay ancountar. Thoaa 
Intarviawad hava raportad tbat tha FBZ'a raguaata oonoaming 
circulation racoiv^a and thair daaoriptiona of who ia "auapicious" 
ara ao broad and vagua tbat thay invita abuaa. Tba raguaata hava 
baan eondaanad aa an unwarrantad invaaion of privacy and 
oonfidantiality of all library patrona. 

Tha TBI, on tba othar hand; haa attaaptad to draw a narrow 
dafinitien of tha prograa, oalllng it a liaitad affort aiaad at 
aduoating "knovladgaabla IndividKiala in apacialiaad librariaa" to 
tha throat of "hoatila" intalliganoa offieara working in tha 0.8. 
"Wa'ra not tryiiig to aaka librariana apiaa" aaya Thoaaa DuRadwayi 
daputy aaaiatant diraotor of tha PBX^a Zntalliganaa Diviaion. Tha 
purpoaOi aaya tha Buraau, ia to warn librariana that thay could 
ba racruitaant targata of hoatila powara, and that librariaa hava 
hiatorically baan tha favorad locationa for aplaa to gathar both 
valuabla information and to raoruit aganta. 

Librariana' axpariancaa acroaa tha country tand to eonfira 
tha "fiahlng axpadltion" approach, howavar, and ralaa aarloua 

a 
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quMtlona about juat how "llmitad" tha PBI'a progran la. 

Per axaapla, tha fBl, apparantly in tha abaanca of any firn 
laada, haa approachad librariana aaking about ganaral catagorias 
Of psopxs* 

u«lng*thl library!" *^ Coluabia vm ukmd about any "foraignara" 

i«#«r!rM«.^^!I of Maryland, tha fb?: agant daaandad 

information about tha raading habita of individuala with 
"Baat Zuropaan or Ruaaian-aounding naaaa." 

V^i^ r?£ "'T"^ """^ ^* teooJtlyn Public Library and 
wamad tha librarian that "paraona acting agai.vat tha 

tha Onitad stataa- .ight coaa in, and to raport than 
;5i5 !L ?:v^°^"«r",*'f"^ flaahad hia badga, and 

w?i?.5^I ^^'^ffi*" 5? auapicioua looking paopla who 

wantad to ovarthrow tha govarnMant." ^ r r 

!* ■pokaaparaon triad to axplain tha program thia 

wayi «Wa'ra not looking at authora. Wa'ra looking at paopla who 
want to raad authora 

Tha FBI haa aliso aada broad raquaata for information about 
library racorda and ganaral araaa of raading. 

Tha FBI aganta at Broward Country Library in Florida, for 
axupla, wantad accaaa to data baaaa ahowing chackout racorda. 

^ ^ aganta at tha Univaraity of Houaton aought to monitor 

booka chackad out by intarlibrary loana* Tha librarian waa told 
"Cartaln Ruaaiana ara acquiring aoonoaic matariala which could 
banafit thaa,** 

ona librarian waa aakad to produca a coaputar aaarch of 
araaa that Zaat European or Ruaaian-aounding individuala 
wara intaraatad in. 

FBI inatniotiona to librariana on how to racogniia 
••auspicious" individuala or activitiaa ara ao broad that a larga 
nuBbar of innocsnt paopla could ba caught up in tha inquiry or 
aurvaillanos. Abuss ot tha prograa is Inavitabla. 

ona FBI agant said that ••an alart librarian would ba abla 
to saa what kind of psraon you ara. Thay oould ohaok your 
handwriting, saa whathar you'ra a raaaarch atudant or whathar 
you'ra erasy or whathar you'rs a thraat.^^ 

According to tha FBI, suspicious activity would includa 
Bwappinq docuaanta with othar library pstrona, spaaking a foraign 
languaga, or raquaating taxta on ••undarground turjisllii^, silitary 
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iMtmllations, or technological brukthrougha • 



** Another explanation of what to look for goaa aa follows: 
"Ha'ra asking library paraonnal to ba alart to unuaual behavior 
on the part of individuale who sfiuid be Soviet nitionale and 
•tudente froa oountriee that could be hoetile to tha United 
States.** It appeare that wild gueaework ie neoeeeary to 
accoaplieh the FBI's goale* 

8ose of the "tipe" on what librariane ehould look for border 
on ths abeurd* According to an FBI report recently releaeed to 
the Senate Judiciary Conittee, entitled "The KGB and the Library 
Target 1962 - Preeent," librariane would have reaeon to contact 
the FBI regarding an individual if "he identifiee hiaeelf aa a 
Soviet National and wiehee to have aeeietance in conducting 
rseearch in the library" or "ie obeerved departing the library 
after having placed aicrofiche or various doouasnts in a 
brief cass without propsrly chscking thaa out of ths library*" 

Monitoring euepacted foreign agents and apprehending people 
%rho break anti-eepionage laws is csrtainly a lagitiaata and 
nscessa):y part of ths FBI's countsrintslllgsncs rssponsibilitiss* 
Prsvsnting illegal activity such aa paople stsaling books or 
■Icrofiohs froa ths library is clsarly part of a librarian'e job* 
The "Library Awarensee Prograai" however, appeare to go way 
bayond such concsma in waye that violate baeic principlee of 
truet, confidentiality, and the cone ti tut ional protection of 
privacy* 

Qaoaraphic Reach of tha "Library Awaranaaa Prooraa"! Liaitad to 
tHa ir^w VQirk Ara« q«- Wafcionwida? 

There are asrioue queetione about the geographic ecopee of 
tha prograa* Madia reporta aay the FBI 'a prograa reachee acroee 
tha country « not only into apadal reaaarch librariee but into 
public librariaa and general univaraity llbrariaa aa well* 

Tha FBI, bovtvar, firet claiaad that tha prograa waa liaitad 
to apaoialiaad librariaa in the Mav York area. Later , during a 
eleaad briefing of tha Vational Coaaisaion on Librariaa and 
Inforaation Soiancai an FBI official aaid that the FBI had 
approaohad 29 librariaa, but that it waa a "vary, vary liaitedi 
awll approach" that waa raaponding to a "apaoialiaad problaa in 
Mav York, Washington^ D.c. and aayba fan Francisco." 

Tha following ia a partial liet of librariaa acroaa the 
country which have baan approaohad by tha FBI ainca 1915 — 
gathered froa varioua nawapapar articlaa and the Aaarican Library 
Aaaociation'e Offica for Intellectual Fraadoa* It ic not known 
whether thaae incidanta ware part of tha "Library Awareneee 
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Progru" or involved anothw FBI prograa. 

rhm Math/Solmoa library at Pfiin«H4a univaraitiy. Maw 

York eifev. Maw York 

Tha Brooklyn Publlg l^ih rary, Hav York cl^y- Wav York 
*• Tha Courant ZMtltuta of Nathaaatlcal Scian^aa at Nav York 

Pnivaraitv- Maw Y^rk eifev. Wow York 
*• Tha ohaalatry library at tha univaraifcv of Maryland. 

eollaoa P>T>k. itoiiflatiif 

Tha sraaaaroh library at tha fitata Pntvaralty of May 
York Mfe au^^alo. Maw v^i^k 
«* Caorof^ MaaoB Onivaraifev. Vlralnia 

•* Tha Broward Countv library in 9^r^ t^tirfardala, yinrida 
** Tha library afc Pniifa»>a4#^v o^ Mouaton. Wouafcon. Tayaa 
** Tha aaln library at tha Pannavlvanla atata nnivai^aifev 

** Tha anginMrlag library at tha wni vara i^y of 

einoinnafei. einoinnafci. Ohio 

Tha onglna^rliiff Md Bathaoatlcal aolancoa library tha 

nnivarai^tf of galigamia, toa Anaalaa, 

** Tha Snglnoorlng^Tranaportatlon Library at tha 

Dnivaraity of Miritiaan 
** Tha Naaorlal Library at tha Onivaraitv of Wiaeonain - 

Madiaon, Madiaon. Miacenain 
*• Pnivarai^^v of O^^h 

Tha FBI haa rafuaad to ralaaaa tha nasaa of llbrariaa with 
vhloh It hu inltlatod oontacta* 



euaafeionahla Taehniouaa of tha FBI Aganta 

Although tha FBI haa conalatantly claiaad that th« prograa 
la puraly voluntary and that tha librarian haa tha right to 
rafuBtt to oooporata# thara hava boon nuaaroua raporta of acara 
tactloa and othar guaatlonabla taohnlquaa uaad by tha FBI* 
ZJbrarlana hava raportad balng Intlaldatad by FBI aganta vho 
flaah thair badgaa^ raguaat cloaad-doer aaotlnga^ guaatlon tha 
llbrarlan'a patrlotiflBf and, ~ on ona oecaalon — elalaad that 
thay vara authorliad to olreuavant atata library oonfldantiallty 
lava agalnat dlaoloaaraa. Llbrarlana hava eeaplalnad that tha FBI 
navar aakaa an appointaant, and raraly Mata vlth tha auparvlaor 
at tha library^ tandlna to eootaet tha lovar-laval ataff f vho ara 
laaa pr ap ar ad to guaatlon thalr authority* 

Tha FBI haa apparantly gona furthar than aaraly raquar ting 
aaalatanea* On om eoeaalonf aooordlng to an artiola publlahjd In 
tha Mall atraafc Jainmai tha FBI vant to tha hOM of a librarian 
at tha Bav Yorh tublio Library and grlllad hla on hla eontaota 
vlth tha Cuban Nlaaion to tha Unltad Vatlona. Nora aarloua, 
b o vav ar» ara roporta by tha 4IA that tha FBI haa on at laaat ona 
ooeaaion uaad tapa on talaphona llnaa to rafaranca daaka* aa 
voll aa hlddan edaaraaf to apy on libruy pttrona' aetlvltlaa. 
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Ralaf d 9roavAm mt gemputTlzad Big Brothar? 

Whlla tha FBI has not foriBally acknovladgad going bayond 
univaraity and public librariaa to kaap taba on who ia raquaating 
what Kind of infonation, thara h^va baan a fav hinta of a 
broadar caapaign. in I9S6, for axaapla, tha FBI, tha Air Forca 
and tha CIA vant to Haad Data cantral, and axpraaaad thair 
concam that hoatila aganta vara intaraatad in thair eoaputarizad 
information ayataaa. Naad Data Cantral producaa and oparataa tha 
huga "NEXXS" coaputar data baaa of navapapara, aagaxinaa, and 
lagal and tachnical publicationa, uaad by vritara^ raaaarchara 
and atudanta acroaa tha country. Haad raportadly tumad down tha 
govarraant'a raquaat, arguing that "tha inforaation on KCXIS had 
all baan pravioualy publiahad and ahouldn't ba a aattar of 
concam to tha fadaral govamaant." 

In anothar inatanca, tha FBI want to a privata raaaarch 
coapany^ Charlaa 2. Siaon Co, with a aiailar warning about 
foraign aganta and raquaata for aaaiatanca, Tha coapany ratriavaa 
docuaanta about corporationa froa tha Sacuritiaa and Cxchanaa 
Coaaiaaion. According to a coapany official i tha FBI aakad if 
anyona froa tha "aaatam bloc" vaa aaking inquiriaa. According 
to an articla in Tha Aur^au of wtionai ktt^lru navalattar^ tha 
FBI agant raportadly aaid that "aoat coapaniaa, if thay ara 
patriotic would ba aora than halpful," 

Givan tha anoraoua ranga of inforaation in auch eoaputarizad 
claaringhouaaa, and tha nuabar of paopla uaing thaa on a daily 
baaia froa thair privata hoaaa or officaa, tha fact that tha FBI 
ia aaking inquiriaa into who ia uaing auch ayataaa ia troubling 
indaad* 

THg LiaPAav awAMMgaa PaocnAit BAisga araions lbgal and 

COMflTITOTlQMAL QUMTIQNS 

1) Natarial Availobla in Our Librariaa: 2a it a Lagitiaata 
National Sacurity Conoam? 

Ona of tha iaauaa that haa baan raiaad concaming tha 
Library Avaranaaa Prograa ia vhathar aatariala availabla in our 
public and univaraity librariaa could, if gatharad by "hoatila" 
aganta# oonatituta a thraat to our national aacurity. Tha anavar 
ia no. Public and univaraity librariaa uo not hava olaaaifiad 
inforaation or docuaanta. Aa tha diractor of librariaa in Broward 
County, Florida aayat "Bvan in our tachnical library thara ian't 
anything claaaifiad, nothing you couldn't gat by raading 

Aviation Mmm^.n 

Tha FBI adaita that no claaaifiad inforaation ia availabla. 
Thay go ao far aa to aay that alaoat 90 parcant of avarything 
that tha Soviata gathar in tha U.S. ia "fraa and opan to anycna." 
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Th«ir •rguajnt i« th«t th«r« i« "••naitiva" astarial that, if 
piaead togathar. could ba uaaful to a foraign hoatila powar. 

Thara ara alaborata govanuiant elaaaifleation procaduraa 

claaaify any govarnaant docuaant that ahould not ba 
2 aacurity grounda. Public andr aeadaaie 

librariaa don't hava aueh doeuaanta. Tha FBI arguaant that it 
Buat kaap taba on individuals looking at potantially "aanaitiva" 

$?iK?II2^*!!i5}l? "t-'i-l i« • »>«»•«» invitation to go en a 
Ciahing axpadition. Ab ona librarian aakad, ia tha naxt atap to 

SSd'2 It^irTilV that 

4«*«if ^'•"i ^•^t?^'** ? •^••t waighing govarnaant 

i r,*'!^"?'-"**.*^"** *° constitutional rlghta of privacy 
I«4i"!!iil5'lff^ fraadoa, tha -Library Avaranah. Prograa- haa 
again akawad tha balanea. 

2) oeaa tha Prograa Involva Sarioua Lagal and Ethical Violationa? 

ilh^.^'^K^rji"?"' irtian thay ehack out a book in tha 

library ttoat thair salaction ia confidantial. In fact, thara ara 
is*?*:!!..?!*?'*'** ■P^sifically protaet tha oonf idantiality 

»n»«thar a parson ehaeka out Karl Marx or 
Jackla Collins, his or bar oboioa of raading aattar cannot ba 

"^^-^^ • court ordar. Ona of tha guastiona 
f2:!?f ^ *?• '"''^PW" i« <rtJ«thar tha FBI is authorixing ita 
5h!^I-dl r-quasting inforaatioA on 
of individuala or "auspact" groupa, including 
circulation racords. Thara it- avidanca that on at laast ona 

protactad by "ih'laSa * ***** «0'«i9n«rB vara not 

.-nJ^^'^Jf • howavar, thara ia a 

flli^L 2T!i?**^*'** *^ A^'io*" Ubrary Aaaoeiation, vhich 
forbids diselosuras of a parson's raading habits. Tha AIA Dolicv 
2??«!.^ff"i*!?? tmamnl Traasury aganta anta»d tha 

Milwaukaa Public Library and daaandad tha naaoa of avary paraon 
iiho had cftMkad out books on axpleslvas. Tha AlA'a foraal policy 
ineludas tha statSMnt -tha afforta of tha fadaral govarnaant to 
convart library oiroulation racords into 'suspact liata' 

?" «»KX»nacionabla and unconstitutional invaaion of tha 
right of privacy of library patrons." 

^ ,j 5^ '■^ **' ""Y govarnaant agancy baa raaaon to 

baliava that an individual ia braaking tha law, or co"ld ba an 
intalliganca agant froa a hoatila country, than it ahould follow 
tha lav and preduea a subpoana. ihia ia not tha caaa, it appaara, 
In tha vaat aajority of inoidanta ao far raportad. rroa what wa 
hnow, tha auraau ia violating both tha lagal and athical 
boundariaa of library confidantiality. 
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3) Will thm Ptogrn hava a Chilling Effact on Library Uia? 

Tha library ii a lyBbol of intallactual fraadoa — a placa 
vhara ona can ait down privataly and dalva into \;hatavar aubjact 
ona chooiaa without faar of axpoiura or intimidation, it ia alio 
tha rapoiitory of our nation'a aducational and aciantific 
infomation. It ia not aurpriaing, tharafora, that tha acadanic 
and public library ooaaunity haa raapondad with outraga to what 
thay aaa «• an unwarrantad govamaant intruiion. Thair aain 
concam, of couraa, ia that tha "Library Awaranaii Prograa" will 
intiaidata all library patrona. Ai Judith Krug of tha Aaarican 
Library Aaaociation aayif "Thia lurvaillanca caati a ahadow ovar 
library uaari. ThayUi bagin to wondar who'a watching, and ara 
thay looking at tha wrong topici? Ar# thay doing loaathing that 
could ba conitruad aa un-Aaarican?** 

Rap. Don Edwarda (D-Calif.), a foraar FBI agant hiaialfi has 
bacoaa an outipokan critic of tha program. Ha too wami that to 
turn librarian! into a»a of tha fadaral govamnant dagradaa ^thm 
antira library ayitaa in tha ayaa of tha citisana of tha Unitad 
Stataa.i* 

Evan tha FBI admit ■ that for a librarian or a library 
apokaaparion to admit involvamant in tha program ia to riak 
alianating library uaari, and placaa tha inatitution undar a 
cloud of auapicion. "Librariana can't admit thay'ra cooparating 
with um,^ aaya tha Buraau, ••bacauaa it would maka tham auapact." 

Tha **chilling affact" on all library patrona that thay ara 
baing watchad — whathar thay ara or not — ia a raal ona. By 
raquaating information on catagoriaa of paopXa^ auch aa thoaa who 
apaak Ruiaian, aa wall aa information on vho ia chacking out 
booka or matariala r( lating to cartain aubjact catagoriai, tha 
FBI ia thraataning tha truat and eonf idantiality that all library 
patrona hava a right to aaauma. Tha program alao thraatana to 
'*chill" tha broadar araa of acadamic and aoiantific inquiry lo 
aaaantlal to our advancamant aa a nation. 



TCT PUBLIC HAfl THg miflHT TO KMQW WHAT ITfl fiOVglWMENT IS DQIKG 

Informad citisana ara aaaantial to tha damocratic ayatam of 
govamaant. Only an informad citisanry can dabata public iaauaa, 
hold alaotad offioiala accountabla for thair actiona, and of far 
maaningful coniant to tha actiona of thair govammant. Tha 
Amarican paopla hava a right to know what ita govammant ia 
doing, unlaaa thara ia ovawhalming avidanea that auch diacloiura 
will harm our nation'a aaeurity. Until racantly, howavar, tha 
avaraga Aaarican citisan had no lagal racouraa to gain accaii to 
information that tha govammant wantad to kaap aacrat. Enactad in 
1966, tha Fraadom of Informa'cion Act ham bacoma tha comaratona 
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of th« p«opl«'i right to know, at Immt giving citizma an 
•nforcaabia aaana of gaining aocoaa to govanmant raporta and 
docuBanta. 

Tha public'a right to know and tha incraaaing problaa of 
govamaant aacraey hava baan a focua for Paopla for tha Aaarican 
Hay 'a aotivitiaa ovar tha paat two yaara. Paopla For had baan 
ooaaittad to praaaing for graatar aducational and intallactual 
fraadoB ainca ita incaption in 1910, with ita work on canaorahxp 
of aducational Batariala in achoola and librariaa acroaa tha 
country. Zt haa ainca broadanad ita concern in thim araa« Paopla 
For 'a raport laat yaar antitlad ^Govamaant Sacracy: Daciaiona 
Hithout Daaocraoyf" docuMnta th» inatitutionaliiation of 
govamaant aacraey ~ aapaoially ita axpioaion undar tha Raagan 
adainiatration. Paopla for ha& alao taatifiad in aupport of atata 
library racord conf idantiality lava, and haa vorkad with both 
Rouaa and Sanata Conittaaa in fomulating inquiriaa into tha 
**Ubrary Avaranaaa Prograa.** 

Varioua othar public intaraat groupa hava bacoaa 
inatruaantal in tha broad af fort by Aaaricana to gain accaaa to 
tha innar worJcinga of thair govamaant. Tha National sacurity 
Archiva ia a ron*profit raaaaroh inatituta and library facility 
in Waahington, D.C.f aarving acholara* joumaliatBi and tha 
Aaarloan public. Zt aakaa availabla intamal govamaant docuaanta 
on a variaty of foraignf intalligancai dafanaa and intamational 
policiaa, aany of vhich hava baan obtainad through Fraadoa of 
Znforaation Act raguc ta. 

On Juna 2, 19aa« Paopla for tha Aaarican Way and tha 
National Sacurity Archiva joinad togathar in a lavauiti Motional 
g«euritv arehiir^ V- thm rmAmrml fturaau of Invatiqation. to 
coapal tha FBZ to ralaaaa information undar tha Fraadoa of 
Znforsation Act on tha **Library Awaranaaa Prograa." Tha Paopla 
Por tha Aaarican Way Mgal Dafanaa Fund haa aacurad for tha 
Archiva tha pro bono laaal aarvicaa of Waahingtoni D.C. baaad lav 
fira Covington and Burling. 

Tha Hi«torv ot » atlft»i*l g^mritv Archiw>« PQIX RamiMt 

Tha hiatory of tha National sacurity Archiva 'a raquaat for 
inforBatlcn on tha FBZ 'a "Library JMiranaaa Prograa" ia a. hiatory^ 
of denial and foot dragging. 

on* July lOf 19S7f tha National Sacurity Archiva filad a 
Fraadoa of Znfonatien Act raguaat for information on tha FBZ 'a 
•Library Avaranaaa Prograa. « 

«• On Auguat 21, 1087, tha FBZ raapondad to tha Archiva 'a 
raquaat by claiming thara vara "no racorda" raaponaiva to tha 
raquaat. 
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yorK T i ata ran if original piaca on tha prograa. tha Archiva 
filad anothar POXA raquaat, thia tiaa aanding it to tha FBI 'a Kaw 
Yorx offioa. zt raitaratad ita raquaat for all racorda on tha 
prograa, including docuaanta daacribing tha natura, tha purpoaa. 
tha authority of tha prograa aa wall aa tha inatructiona givan to 
participanta. ^/ 

On Octobar X4, X9a7, tha FBI aaid it had aada an arror, 
and tha docuMnts raquaatad by tha Arohiva did in fact aseiat, and 
vara baing forvardad to tha FBI haadquartara in Kaahington, D.C, 

A^^.J^Ji^^^ octobar of X9a7, tha Archiva ha^ not racaivad ona 

"f- ®1? ^^^^ 28, X988, tha Archiva'a 

apacial counaal vaa inforsad by tha Oaputy chiaf of tha FBI*a 
FraadOB of Znfomation Saction that "no ralaaaa of racorda vaa 
iaainant." 

*♦ On juna 2, tha national Sacurity Archiva, aaaiatad by 
Paopla for tha Aaarican way. filad a lawauit in tha U.s, oiatrict 
court for tha piatrict of coluabia. Arguing tl*at docuaanta hava 
baan daniad "without lagal juatification," tha lawsuit aalca tha 
court to ordar tha FBZ to ralaaaa all raquaatad docuaanta and to 
Mpadita tha prooaadinga. 

ConfllMioH 

Bacauaa of tha FBZ'a rafuaal to aaka public what it knowa 
about tha prr>graa, auch of tha atory of tha Library Awar^naaa 
Prograa raaaina untold. What ia known, howavar, ia cauaa for 
graat conoarn* 

Va liva in a aoMtiaaa hoatila world, and to protact our 
national aacurity intaraata, tha FBZ and othar aganciaa naad to 
conduct ceuntar-^intalliganca activitiaa. But thoaa activitiaa 
auat ba conductad in a aannar conaiatant with tha Conatitution 
and tha Bill of liohta. Zn ita haata to catch Soviat and othar 
•piaa, thara ia avidanea that tha FBZ ia running roughahod ovar 
Aaaricana'- rights. 

, ^ Library Awaranaao Program ia an affront to tha 

intallsctual fraados at tha cora of our opan daMcracy, and a 
groaa violation of citisana' conatitutional privacy rlghta, Tha 
vaguanaaa of tha guidalinaa givan to librariana couplad with tha 
usa of intisidation taotica ia a broad invitation for abuaa. And 
tha notion that citisana would cosa undar auapicion baaad on tha 
•polling of thair nasaa or tha aound of thair voica ia rapugnant 
in a fraa and opan aooiaty. 

Zn a apa^iCh givan at tha Virginia Convantion 200 yaara ago, 
Jasaa Kadiaoii aaid: «Z baliava thara ara sora inatancaa of tha 
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abrldgatnt of thm fr««dos of thm p«opl« by gradual and ailant 
•ncroachaanta of thoaa in povar than by violant and auddan 
uaurpatlon,* Tha FBI 'a Library Avaranaaa Program ia of couraa not 
a "violant" or "auddan" uaurpation of puvar. it ia, hovavari ona 
■Ball part of that "gradual and ailant ancroachMant" of baaic 
libartiaa and fraadoaa that ara aaaantial to a damocratic ayatav 
of govamaant. 
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ggurcai and Art1ni«« p.»vt«wd m r »hi« p.pp rt 

lnt«llig«nc« Division, FBI Kaadquartars . t-f-i-et-a .jja 

JoSSl^JS^ °l r^u fraaantation to tha U.S. National 

SiS!i!!i " °" -nd Infor«ation Scianca," by Too 

sffiJJsr'sK's^JSo?",;;::?'^ ^^onio pubuc 

-Tha FBI'a invaaion of Ubrariaa." tha MaUan »agazina. 4/9/88. 

P«99"» in tha Daily Wnn^t for gv^>.n^^t/^ ■ 

publiahad by tha Buraau of National A ffa i ra? 2/26/88 . 
llfi S'l^w}^**"'^?"' ^° ""^P ^" tha aaarch for apiaa," 

PhiladalDhia Inmilr.r 2/23/88. ^ 
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Canisius College 



•'•■''•MO TO 



Andrew L Bouwhuis Library 



June 8, 1988 



Dear Mr. Edwards: 



I am writing to protest. In the strongest possible terms, the FBI*s 
Library Awareness Progran. As a librarian I resent the subversion of the 
library's role as universal dlsseralnstor of Information. As a citizen I 
resent the federal government's Incursion Into the civil right to privacy 
of every library user. 

I urge you to do everything In your power to see that the appropriate 
congressional consltt^es Investigate or hold public hearings on this program. 

World peace and Internet Ion co-operation are fostered by universal 
sharing of knowledge. The library community is extremely resentful at being 
asked to play a role diametrically opposed to that. Please use your influence 
to expose the FBI's underhanded, backstreet tactics. 



Sincerely, 



Adelaide H. Schroeder 
Circulation/ Interlibrary 
Loans Librarian 




2001 Main Soeel Buliab.Newybfkl420S 7l6'8S3'mO 
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OUACMHA 
UAPTiST 
UMVLl^SlTY 




^< jclemU aid Christian Extellence 

* "' * I'l Out \'i«^iijn 



RileyHickingbotham Library 
June 1, 1988 



The Honorable Don Edwards 

Chair, Subconroltte on Civil and Constitutional Rights 
806 House Annox ^1 
Washington. D.C. 20515 



Dear Congressman Edwards: 

It haa recently come to my attention thct the Federal Bureau of Investigation 
is conducting a "Library Awareness Program." The Bureau haa asked several public 
and academic libraries to furnish information about "suspicious-looking" 
patrons who may be from countries "hostile to the United States." The 
Intellectual Freedom Committee of the American Library Association has 
verified fourteen v^alts by FBI agents, the Bureau acknowledges at least 
twenty-five. 

A« an academic librarian, I am concerned about any program which violates 
the First Amendment rights of my patrons. Any attempt to monitor the flow of 
unclassified information necessarily Impedes that flow. An educated 
citizenry Is necessary In order for a democracy to function. Foreign 
nationals in this country are entitled to the same First Amendment protections 
as are our citlsens. 

I would like to see fhe FBI«8 "Library Awareness Program" stopped. At the 
very least, the program should be closely monitored by Senator Boren's Select 
Commit tPe on Intelligence or Congressman stokes* Permanent Select Commitee 
on Intelligence, I hope that the appropriate congressional committees 
Investigate the "Library Awareness Program" and hold public hearings. 

I find it particularly distasteful th^t the FBI ia recruiting library 
staff members. The actions of any staff member involved are in direct 
conflict with librarians* professional ethics and ^n actual violation of 
the law in thirty-eight states and the District of Columbia. 



Sincerely yours, 



Jean Rick 

Circulation/Reference Librarian 



Ouachita Baptiit University • AriadclphU, Arkaniaa 71923 * (501] 24^531 
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University of Wisconsin-Eau Claine 



26 October 1987 



f*nv2 19b? 



Hon. Donald EdvAtdn ' 
Congro««««n froa Ctlifornla 

Chair of the House Subcooalttee on Civil and Conetitutional Righti 
United Statee Houee of Repreeentatives 
Waihington, IK; 20515 

RE: FBI "library *wmr»n«>M" profrM. 

Dear Congreeenan Edwards: 

The Federal Bureau of Inveetigation has a prograa to derive inforMtion 
on library uee by for*»ign national!, who snjoy in this country the saae 
First Aaendaent rights that citizens enjoy. Attempts at these 
investigations have occured at Coluabia University, Qusens College and 
the New York Public Library, as reported on page one of the New York 
HMMM of 18 September 1967. 

The confidentiality of library records has bean a principle upheld and 
defended by the American Library Association for aany years. Some 
thirty. six statss (including California) have adopted lava protecting 
thia confidentiality. 

Acceaa to information mukt be protected, however difficult are the 
rualitiea of the protracted antagonism of our aociety (which c/in keep 
nothing aecret) with the Sovieta (who wake nothing public) . Freedom and 
the free flow of information are t%ro of our most effective weapons in 
the defense of our national interest and prosperity. 

1 urge your committee to conduct a thorough investigation into this 
apparent violation of academic freedom and access to information by the 
FBI. 

Sincerely, 

■ ( . 

Steve Marquardt 
iJirector of Libraries 



c: Judith F. Krug. Director. Office for Intellectual Freedom. American 
Library Association. 



smlO/fbi 



ERIC 



345 



New York University 

A pnvaie umvtntt)^ in ihe puhhc y fytn* 

Division of Libririei. New York Univmny Prew. Universiiy Archives 
Elmer Holmes Bobu Library 
Office of Ihe Dean 

70 Washjngion Square South kiliV 
New York. N.Y. 10012 IttH* 



May 11, 1988 

Ttie Honorable Don BcJwards 

Chair, Subcommittee on Civil and Ccxistitutiorai Rights 
806 House Annex #1 
Washington, DC 20515 

Dear Gongi- nsntan Bdwardst 

•Itiank you for hosting a meeting for library and other concerned 
organizations oonoerning the FBI's Library Awareness Program during 
the American Library Association's Legislative Day in Washington. 
As yoj well knew, librarians are the moat outspoken of advocates 
for free access to infomation. At the same time, we are fully 
comitted to protecting tJ-ie ri^t to privacy — for all of our 
users — with respect to information sought or received, and 
iraterials consulted, borrowed, or acquired. Wien we are approached 
by anyone requesting information arxxjt users of our collections, we 
sirtply will not oooperate. Furthermore, in New York State, like 38 
other states, we have a law protecting the confidentiality of 
library circulation records. 

Over two years ago. New York University's Mathematical Sciences 
Librarian was visited by the FBI. The agent asked the librarian if 
there were members of the Soviet mission to the United Nations who 
requested sensitive information available throu^^ online databases 
or copied large aanounts or unusual types of information, the agent 
told }ner that 1 out of every 3 members of the Soviet mission were 
spies. 

Tt^e librarian responded to the agent's request by explaining that 
no Soviet delegates used that library and that we held no 
classified information.. She went on to say that our database 
searches were available to NYU faculty and students only and that 
our photocopy machines were self-service, -me agent then told her 
that a clerk or student assistant might get involved with copyinq 
for these delegates and might offer them a hefty fee In order to 
establish a rapport with the student. She finally to]d the agent 
that this was not hew the library operated and he left. TVfo or 
three nonths later, the librarian received a phone call following 
up on "yoi knew what" and asked if she had *^Tiything to report. She 
did not and never heard from him again. 

The administration, faculty, and students of New York University 
are outraged at this Incident and the prospect of future FBI 
visits. We sinpjy do not wish to have our readers feel that they 
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OongresBmn Don sdwardt 



Page 2 



vviy be under surveillanoe intelligenoe agents* Furthermore, v#e 
want to assure all library users of their ri^t to read freely and 
to cxt-iore ideas without question of their motives. 

At Mew York University we believe this type of invasion into the 
privacy of the American public is an uywarranted threat to our 
civil liberties. Vte urge you to re<3Liest that the FBI end its 
Library Awareness Prograa and all related activities that lead then 
to unwarranted scrutin/ of library users. Given that a library in 
Utah was visited just this past week, it is crucial that the 
Gongreos act imaediately to ispoee appropriate restrictions on 
these intelligence gathering activities. 

I am happy to provide you with additional infonration and hope you 
will hold heearings on this issue soon. We appreciate the 
opportunity to share our cxnoorns. 



Sincerely, 




Nancy c. Kranich 
Director, Public and 
Administrative Services 



and 



Chair, Coalition on 
Government Infomation 



cci American Library Association 



American Civil Liberties Union 
/nk 

ext257 
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GEORGIA LIBRARY ASSOCIATION 



Supporting Gtorgia UhraricM ginee 1897 

Thomas F. Budlong, Jr. 
33A0 York Place 
Decatur, GA 30032 
June 20, 1988 

Congressman Don Edwards 

Chair, Subcotnnlttee on Civil and Constitutional Rights 
806 House Annex H 
Washington, DC 20515 



Dear Congressman Edwards: 



I am writing to strongly urge your CoMlttoe to Investigate the 
Federal Bureau of Investigatlon'u "Library Awarencjss Program," 
This progrsa, In which FBI agents approach librarians and other 
library peraonnel requeatlng their aaalstanca in toonitoring 
suaplcioua- looking" peraona vho nay come fro» countries "hoatile 
to the United Stataa," runs counter to ch« Firat Aaendaant right 
to privacy of our library patrona. 

Free accaaa to a variety of ideaa ragardleaa of the atatus of the 
inquirer forms the basla of our nation's library aarvlcea and 1« 
a bulwark for our democracy. Aa long as all psrsons In this country, 
vhsthsr cltliens or forslgn nstlonals, .re sffordsd equsl First 
Aacndment protection of spsech, v« csnnot sllov this Invsslon of 
prlvscy. As long ss the naterlsls which thsss persons ssek remain 
imclssslflsd, ws cannot reatrlct their accaas to them. 

In addition, such coopsrstion would plsce librarians in our state 
In violation of ths Stste of Georgia's Confidentiality of Library 
Rerords Statute ss la the case in thirty-seven other ststes and 
the District of Columbls. This program toust be stopped, snd I urge 
you to support the Hbrsry comounity's efforts to curtail this 
insidious FBI practice. 



Sincerely, 

Thomas F. Budlong,* Jr. 
Chair, Intellectual 
Freedom Interest Group 
Georgia Library Association 



^v^^.^^ ss^SiSr'SirL-. "s::^^^ isvsssf'*^ 
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NflV YOUK UBMTf ASSOCIATION 
15 PARK ROW SUITE 434 
NeWYORK, NiWYORK 10038 
(212)227^8032 




October 9, 1987 

Congressman Don Edwards 
Chalman 

Subcommittee on CivH and Constitutional Rights 
806 House Annex HI 
Washington, DC 20515 

Dear Congressmen Edwards: 

The New York Library Association has watched in amazement the activity of 
the Federal Bureau of Investigation regarding its "Library Awareness Pro- 
gram". To approach librarians to ask for help In identifying users who 
might be nationals of hostile powers seeking sensitive Information, runs 
counter to New York State law (CPLR 4509, June 1982), the Librarians' 
Code of Ethics, and First Amendment Constitutional rights guaranteed to 
all citizens. 

We have expressed our concern directly to the FBI in writing, and hope 
that their activities in this regard have ceased. We are still waiting 
for them to schedule a meeting with representatives of our Association as 
they suggested in their reply. 

Many librarians are reluctant to say no to government agents, or are un- 
aware of their right to deny such information without subpjena. This 
Association has tried to educate the profession and the puollc by dis- 
tributing copies of CPLR 4509 to libraries around the state. We will 
shortly provide incident report forms to learn easily and perhaps anony- 
mously of Instances of activities which run counter to the Confident- 
iality of Library Borrowing Records Law. 

There are recent Instances of librarians having left the profession and- 
/or naving undergone psychiatric care because of pressures from harrass- 
ment over attempts to elicit confidential information. He see the FBI 
"Library Awareness Program" as a continuing effort to undermine the phil- 
osophy of librarians to maintain free access to information for all. 

Should the citizens of this nation perceive the library and Its staff as 
a covert agency of the government watching to record who is seeking which 
bits of Information, then the library will cease to be creditable as a 
democratic resource for free and open inquiry. Once the people of this 
country begin to fear what they read, view, and make Inquiry about may at 
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some future time be used against them or made the object of public know- 
ledge, then this nation will have turned away from the very most basic 
principle of freedom from tyranny which Inspired this union of states. 

The FBI might well complain that by going "public" the library community 
allowed people to become aware of the attempts to Introduce the covert 
surveillance of library user Interest. However, even the most naive of 
Individuals knows that such secrecy Is transitory. Librarians know that 
to tolerate such conditions, even temporarily. Is to eventually Indict 
the entire library system In the eyes of the citizens of the United 
States as an Instrunent of government surveillance and Intimidation and 
to destroy the library's ability to function as an agency where the mind 
can explore ideas without fear of accountability or Intimidation. 

Cordially, 

Helen F. Flowers 
President 
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INTELLECTUAL FREEDOM INCIDENT REPORT rAiin 
NEW YORK LIBRARY ASSOCIATION INTELLECTUAL fSk^^S COMMITTEE 

JllllSf-r" '^"^ »o "port any intellactual freedom incident in your library 
whether or not you need astittance from NYU. "orary. 



Date of incident: 



Other. 



Type of library: Public School Academic Special. 

In Which 3R. Council area i. the library located? Cap.tal Di.t._ Central- Long Island. METRO_ 

North country Rocheeter South Central Souths .tern western 

Who made the challenQe? Individual-. Group . _ 

Material/service Challenged: 1. Book_a. Flcilon_b. Non-fiction_ 2. Perlodical/Newspaper_ 

3. Library program . 4 Exhibit/display. 

5. AV material (specify): _ 6. 0,,^^ 

Ago level of material/service challenged. Ad t , You ng Adult 

Wa« user confidentiality affeaed? Yes No Don't know 



• Chii 4ien s. 



- If yes. please explain 



Does the library have a written policy on conf.demial.ty of hbrary records? Yes_No_Don't know. 
Does the library have a written book selection policy? Yes- No. Don't tnow 



Do you wish assistance from NYLA? If so nlAafiArhArbhoro -.u 

orielephone number below) We^be n tn. rh ^^^^^ tandbesureiof.llmyournama&eddress 

NYIA Office at (21 2)^27 8032^ 



Optional information: Library name & address 



Nsme of contact porson ( ) 

Please fold, seal, stamp, and mail this form to address printed on reverse 



THANK VOUl 



o 
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STAMP 



NEW YORK LIBRARY ASSOCIATION 
INTELLECTUAL FREEDOM COMMITTEE 
16 PARK ROW. SUITE 434 
NEW YORK. NY 10038 
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AMERICAN LI BRARV ASSOCIATION 



50 CA&T HURON &TRCET ■ CHICAGO lULiNOlS 6O611 944 A7BO 



OFFICE FOR INTELLECTUAL FREEDOM 




October 21. 1967 



Sanmtor Don Edwards, Chairman 

SubcoBali:tee on Civil & Constitutional Rights 

Coaalttee on the Judiciary 

U.S. House of Representatives 

Washington. D.C. 20515-6216 

Dear Senator Edwards: 

I aa writing on behalf of the Intellectual Freedom Committee of 
the American Library Association to bring the enclosed Advisory 
Statement on the FBI's "Library Awareness" program to your 
attention* 

Thank you for your efforts In defense of Intellectual freedom 
and for your attention to this program- 
Sincerely, 




C. James Schmidt. Chair 
Intellectual Freedom Committee 



C JS : bS8 
Enclosure 



353 



OFFICE FOR INTELLECTUAL FREEDOM 

AMERICAN LIBRARY ASSOCIATION 

90 CAST HUKON STKEET ■ CHlCAOO. iLLlNOli tOAll ' Ol2t 9««.#7»0 











ALA Inf Il»cttt«l WrmmAam Co—Att— advl— llbwlm* on FBI "lAbrTV 

Th« Intellectual Prccdoa CoaalttM of th« Aaorlcwi Library 
A««ocl«tlon (ALA) h«« l««a«d an «dvl«ory «l«rtlno llbr«rl«n« to the 
"Mnitarrantad oov«rna«nt Intrusion* upon p#r«on«l privacy" that thr««t«n 
"th* Plr«t AM«nda«nt right to r«oolv« Information" which mr« th« r««ult of 
«n ongoing "library •w«r«n«««" progr«a undertaken by th* p«d«r«l Bur««u of 
Inv««tlg«tlon. 

In • •t«tiia«nt r«l««««d October l (iitt«ch«d), the lnt«Il«ctu«l 
Pr««don ComalttM d«t«ll«d th« Inforaatlon It h«« on the progru «nd th« 
Coaaltt«»'« r««pon«« to th« FBI's «ppro«ch«« to llbr«rl««. 
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Intellectu al Freedom Conaiittae Advltorv stmtement 

In June, 1967, the ALA Intellectual Freedom Committee received a 
copy of a letter from Paula Kaufman, Director of Academic Information 
Service* Group for Columbia University, which recounted the details of a 
Vieit to the Math/Science Library at Columbia by two FBI agents who 
requeeted information from a cleric about the use of that Library by 
foreigners. During the course of a conversation with one of the agents; 
Ma, Kaufnan was told the FBI was doing a general "library awareness" 
program in New York City and that the FBI was asking librarians to be alert 
to UBR of their libraries by persons froa countries "hostile to the U.S., 
•uch as the Soviet Union" and to provide the FBI with information about 
theee activities. 

The letter from Ms. Kaufman was discussed extensively by the 
Intellectual Freedom Committee during the ALA's Annual Conference in San 
Francisco. One outcome of the discussion ivas a letter to John Otto. Acting 
Director of the FBI. requesting information on this program. Milt 
Ahlerich, Acting Assistant Director, responded to that letter, saying that 
the Bureau does, indeed, have a program in their New York Office to contact 
staff members of New York libraries "to alert them tc this potential 
danger" — i.e.. the "possibility of members of hostile countries or their 
agents attempting to gain access to information that could be potentially 
harmful to our national securitv" — and to "request assistance." 



L 
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Intell>cttt>l FrodoM CoMiltt»» Advlaorv 9tat»aBnt '»2 

On Saptvnber IB, 1967 » the New York Tlwee published e story on the 
front page sbout the Incident st Columbia University end others (copy 
attached). In response to the Mew York Times article, an official 
epokesman for the FBI read Anne Beanue (AXiA Hashlngton Office) the 
following "prees responss." Note that ths stateaent wae read — according to 
the FBI, It le not available from the Bureau In writing. 

"Ths FBI Is rssponslble for countering the intelligence gathering 
efforts of host lis foreign Intelligence servlcea. The damage being done to 
our country by euch foreign intelligence eervlceo Is substantial. The 
FBX'e foreign counterintelligence Investigative efforts encompass a variety 
of approaches « all of which are within U.S. Attorney Qeneral guidelines and 
United States laws. 

"The FBI has documented instances* for more than a decade* of 
hostile intelligence officers who have exploited libraries by stealing 
proprietary « sensitive « and other in-/ormatlon and attempting to identify 
and recruit American and foreign students in American libraries. The FBI 
therefore* in an effort to thwart this activity Is endeavoring, on a 
limited h^ais* to educate knowledgt^able individuals in specialized 
libraries to this hostile iptelllgence threat. 

"The FBI has historically depended upon the American public's 
assistance In carrying out its investigative responsibl 1 Itles. The FBI has 
absolutely no Interest In Interfering with the American public's academic 
freedoms or First Amendment rights.** 
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Intelltctu mg Freedoa Co»altte» Advlaory Stmtment -a 
The Intellectual Freedom Conunlttee of the American Library 
Association vlgorouely protester on behalf of the more than forty-five 
thousand personal and institutional aefflbers of the Association, this 
atteapted Infringement of the right to receive information protected by the 
First Amendment to the U.S. Constitution and the further attempted 
Violation of the privacy rights of all library patrons. 

Since 1984, the current Administration has been attempting to 
limit access to Information in commercial databases that bears on sensitive 
government data, since 1986, this Administration has been attempting to 
convince electronic publishers to monitor the people using their systems 
and limit access to the information in those publishers' databases. Also 
since 1986, the current Administration has been trying to convince academic 
libraries to do the same — and to disclose users' names and the subject of 
their searches to the FBI. 

In the Bureau's approaches to libraries, the focus has been on the 
use of publicly available Information by fort»lgn national students. The 
ostensible reasons put forward by the FBI are "counterintelligence" and 
"anti-terrorism." Libraries are not, however, extensions of the "long arm 
of the law" or of the gaze of Big Brother. It is our role to make 
available and provide access to a diversity of information, not to monitor 
what use a patron makes of publicly available information. The essence of 
the principle of intellectual freedo-n la the unhindered right to Impart and 
to receive Information of every and v/hataver sort and to have protected the 
privacy of the seeking and use of such intormation. 
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Int>II»ctu«l yreedom Coawltf Advl»orv Sftaaent -i 
The American Library Association has had a "Policy on 
Confldsntlallty of Library Records" since 1970. This formal policy was 
adopted at that tine In response to atteapts by U.S. Treasury agents to 
•xaalne circulation records In a number of cities. The "Introduction" to 
the policy reads equally well In the preeent context: 

...the efforts of the federal government to 
convert library circulation records Into 
"suspect lists" constitute an unconscionable 
and unconstitutional Invasion of the right 
of privacy of library patrons and. if 
permitted to continue, will do Irreparable 
damage to the educational and social value of 
the libraries of this country. 

Since 1970, thirty-six states have enacted "Confidentiality of 
Library Records" statutes (list attached). These statutes have been 
Interpreted by the Intellectual Freedom Committee to encompass database 
search records. 

The Bureau has not asked for information on specific individuals 
known to be engaged in terrorist activities, nor has it offered any 
Information that llnka database searches to such activities. The 
Intellectual Freedon Committee bolievea that agents of the FBI have been 
sent out on generalized "fishing expeditions." 



ERIC 



358 



Inf llectufti Pre»do« Coaaltf AdvlBorv st«f Mcnt -C 
The U.S. SuprsBO Court ha«« on ntiaaroua occasions, hsld unconstitutional 
•uch goneralizsd inquiries where thsy Ijnplnge upon the constitutional 
rights of individuals. 

It Is well established that foreign nationals residing In the 
United States enjoy the same First Ansndnent protections as do citizens of 
the United States. Just as aliens In this country are equally protected by 
the First Anendment. they are also protected, as 'persons,' by the Due 
Process Clause of the Fifth Amendment and the Equal Protection Clause of 
the Fourteenth Amendment. 

Such generalized Inquiries Into database searches and "library use" 
also chill the First Amendment freedoms of all library and database users. 
The right to be free from unwarranted government Intrusions upon personal 
privacy Is of particular significance when such state action threatens the 
First Amendment right to receive Information. 

What's to be done? The Intellectual Freedom Committee, before It 
decides on further action, must know the extent of this program. It is 
essential that 'librarians check with the circulation clerks and other 
public servlcev staff at their libraries to determine; a) if the FBI hus 
visited: b) what information was requested; c) whether Information was 
given and. If so. what it waa? 

It Is urgent that librarians check their Institution's policies on 
confidentiality of library records and make clear to public services 
personnel the proceduroo for handling requests for ouch Information. 
These stops are of particular importance in public Institutions in states 
with confidentiality statutes. 
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Intfl4fgttt»a frtf^iPA. Co»>gltf Advisory atfcf ■fcnt »6 
Zn addition I librarians nay i«iah to join Joaaph Nurphy, Chancallor 
of City Univaraity of Naw <i^rJCi in calling for tha Sanata and Houaa 
intalliganca coaaiittaaa to conduct a "thorough invaatigation of this 
•ppirant violation of acadamic fraadom by tha FBI/' Tha Cowaittct 
•ncouragaa librariana to wrlta to thair Sanatora and Rapraaantativea , or 
to Sanator Paul Siaon (Chair, Sanata Subcojusittaa on tha Conatitution) mnd 
Raprasentativa Don Edwards (Chair, Uousa Subcoami tt aa on Civil «nd 
Conatitutional Righta), concarning thia FBI prograa. 

Finally, librariana ara urgad to contact tha Office for 
Zntallactual Fraadoa with any and all Information on thia. or aiailar, 
approaches by federal agenta, and on any inatitutional actiona taken, Tha 
Office is collecting the inforn^ition and coordinating the IPC 'a reaponee 
and needs to hear from librariena — by phone or by letter. Please contact 
Judith F. Krug. Director, or Patrice McDermott, Aaeietant Director, at the 
Office for Intellectual Freedom, 60 E, Huron St,, Chicago, XL. 606XX, (3X2) 
944-6760. 

Such infringements of the First Amendment can be effectively 
combatted only if the information is available — and that information can 
only come from librarians. 
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CONPZDBNTIALITY STATUTES 
List of States 



The 


following states have 


confidentiality of 


library records statutes: 


1. 


Alabana 


19. 


Missouri 


2. 


Alaska 


20. 


Montana 


3. 


Arizona 


21. 


Nebraska 


4. 


California 


22. 


Nevada 


5. 


Colorado 


23. 


New Jersey 


6. 


Connecticut 


24. 


New York 


7. 


Delaware 


25. 


North Carolina 


8. 


Florida 


26. 


North Dakota 


9. 


Illinois 


27. 


Oklahoma 


10. 


Indiana 


26. 


Oregon 


li. 


Iowa 


29. 


Pennsylvania 


12. 


Kansas 


30. 


Rhode Island 


13. 


Louisiana 


31. 


South Carolina 


U. 


Maine 


32. 


South Dakota 


15. 


Maryland 


33. 


Virginia 


16. 


Massachusetts 


34. 


Washington 


17. 


Michigan 


35. 


Wisconsin 


le. 


Minnesota 


36. 


Wyoming 



I f \ / *i 

o 

ERIC 



"Alithe Newi 
Thjt'i Fit to Prim'* 



0 



'f-ii Wf 



NEW VOf?K. FRIDAY, SBPTBMBBR t$. J9S7 



Librarie$ Art Aiked 
By EBJ. to Report 
On Foreign Agenh 



■y RMEar O. Mcr AODCN 
F ■ I. i#eMi Mv^ laftM lAfirum 
bi mm Y»<t City It »MCft f*r fti^ rt- 
^ M Hbriry uttiv «4m Miihi b« ii^ 
toiMii tf hMiUr ptwvri ncruMini 
MtllgCTic* MiMi w ■•('wrtNi tornrmt- 
lion imciHully litrmrui i« Vnnwi 

riie iniii«iive hai uptd lil>r«ry offi- 
Ualit who frir HUiuuont mio ihr prl- 
vicy ftmJ icwlpaiir rnroom tf library 
uwn Brtd efeKin in ii4t«i ilwy caittd in 
tfftfi 10 lum ybnniM wi Qovtni' 
mm ia(«-Mm. 

The r«M»ni Mve bc<M uA4er w«y 
imcT Uw iprMt ii • rewli of a tcnu* 
lunal efpicMcr mm m artitdi i $«vtt< 
crnp4ey«e ite UiuiM Hiuim» G«n- 
Mdt F. ZiUurov, rKKHfi i Qumm 

CwiacilNiwlekl A likitry Mr tihM- 
rnvtrfti C«uth4 tnd lr»df>4 for NkMti 
l>«ntWf, «n AWrtcan rfpener Kurd 
In Maarev on wMi wrr« widely re- 
tarded U rriiliAtnry ipy cli;)r|lf» 

OnKMlitrfiHe rc%)cr4l KurraunI In- 
«r«]ijl«iini flCtnowMRed m rt%pe>ntr 
10 inquirm yi'*K>rday ihai watf nrm- 
kcn •! frvtr iMii M ubiAriM. moai ef 
il^m acidrmic raihfr ih^'^ public, rvad 
trrn **ktd w eaofvratr » •! h a|rfli > in 
a t ibiiry A«arrm> Profirain ihal II 
fuiM of a ii.itH«tai rauAiennirliifffice 
rdnrt 

'Hv^titf inidliRcntr hai had tome 
CaiKlAwH ad Par tt. ( tiMxun I 



EBJ. Ask$ Librariam to Report on Foreign Agents 



CaHawad fnm raat 1 

•wcceu wortM^ (he cirapvan amd li< 
branta. and we're )uu gtMnt arwuiU 
iriiMt ptopla wftai la be aien r«f." ibe 
deputy Kialaiam direciar of the New 
Y*f« F ■ I. orriet. Jaiwa Fm, 
"Ab ve arc miereaiad m ta ibe fKt ihat 
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AMERICAN ASSOCIATION OP ONIVERSITY PROFESSORS 
1012 FOURTEENTH 8TREET, lY.W., SUITE 500 

WASHinoTon, dx. 20005 

(202) 737*5900 

Allied D Sumb<»rQ. A»sociate General j 500 4^4 297'* 

Secielary and Direclor of Ciovsrnment Rclaiiona 
Sheila Garcia. Asatslani Director 



June 29, 1988 

The Honorable Don Edwards 

Chairman, House Judiciary Subcommittee 

on Civil and Constitutional Rights 
United states House of Representatives 
Washington, d.C. 20515 

Dear Mr. Edwards: 

M«p^<nII ^2' delegates to the Seventy-Fourf i Annual 

Library Awareness Program under which fbi -ionf^ ,t 
information from librarians anS otherfin tec"ic"?^and research 
fivo?« " °" °* library resources by persons Iron, certli^ 

foreign countries. The FBI has sought to learn what nateriais 
these persons have borrowed, what computer re ferencPB«!rrhi= 

•rhe^ sS;ente°?ourth'\""' V^'iS """ials^'thly h^vf "photocopied 
ine beventy-Fourth Annual Meeting condemns th^ rnr t^h,.!^,. 



S4iicerely, 

Associate General Secretary 
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University of Alaska. Fairbanks fflWn ^ ^* 

Foirbanks, Aloska 99701 ?P ' 



August 19, 1988 



Honorable Don Edwards 

U«S« House of Representatives 

Washington, DC 20515 



Dear Representative Edwards, 

I am writing to alert you to a matter which has become a serious concern 
for me and many other members of the library community • The matter Is the 
"Library Awareness Program" of the Federal Bureau of Investigation, an 
activity which apparently has been going on for more than ten years. 
Under this program, the FBI has been approaching academic and public 
libraries, requesting the assistance of library staff members In 
conducting surveillance of "suspicious-looking persons" who m^y be from 
countries "hostile to the United States," This activity Infringes on 
both the First Amencknent and the right to privacy, American libraries 
are key participants 1n the preservation of First Amendment rights 
and In the cultivation of an Informed citizenry. Libraries are the 
only places where evryone can have access to a broad diversity of 
ideas and Information, Just as any Individual should have the right to 
seek and gain access to all publicly available Information, that 
Individual should also have the right to confidentiality concerning 
the search for and use of Information, 

The FBI has asked librarians and library clerks to look over their users' 
shoulders, monitoring their paths through the stacks, to the photocopy 
machine, to online database searches. All of the books and information 
are unclassified. This activity. In followed through, will have the roost 
chilling effect on the freedom of all of us. In addition, under the 
laws of 38 states. Including Alaska, disclosure of library customer user 
records, except under a court order or subpoena. Is against the law. 

The FBI program threatens the role of libraries as an open Institution 
providing unmonltored access to Information In a constitutional republic, 
I know that you will want to guard against this threat. 

On July 12, at Its annual conference In New Orleans, the American Library 
Association, which represents more than 45,000 librarians nationwide, 
adopted a resolution opposing the FBI program, I enclose a photocopy 
of the resolution for your Information, 

Sincerely, 

Hark C, Gonlwiecha 

Assistant Professor of Library Science 

Rasmuson Library 

University of Alaska Fairbanks 
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Resolution in Opposition to FBI Library Awareness Program 



The Federal Bureftu o-f Investigation Library Awareness 
Program is o-f paramount concern to the library 
communi ty , and 

the attempts by the American Library Association 
through letters o-f inquiry, Freedom o-f In-formatiOn Act 
requests, and o-f-fers to meet with FBI representatives 
in order to secure -full background in-formation -from the 
FBI Concerning the scope o-f its activities under the 
FBI Library Avjareness Program and similar prr'grams have 
been mostly in vain, and 

The LIBRARY BILL OF PIGHTS and the A.nerican Library 
Association's Code o-f Ethics clearly provide that 
in-formation available to the general public be provided 
to all 'on an equal and con-f i denti al basis? and 

The American Library Association policy *f53.4j, 
Governmental Intimidation, an Interpretation o-f the 
Library Bill o-f Rights statesi 

The American Library Association opposes any use 
o-f governmental prerogatives which le?ds to the 
intimidation o-f the individual or the citizenry 
■from the e::erc i se o-f -f ree e>:prRSS i on , 

THEREFORE BE IT RESOLVED, That the American Library Association 
go on record i n condemna t ion o-f the FB I Li brar y 
Awareness Program and similar programs, and all that 
they imply in relation to intellectual -freedom 
principles, and 

BE IT FURTHER RESOLVED, That the American Library Association 
call -for immediate cessation o-f :he FBI Library 
Awareness Program and all ctht. releted visits by the 
Bur eau to libr»aries where the intent is to gam 
i n-f ormat I on , without a Court order, on patrons* use and 

BE IT FURTHER RESOLVED. That the American Library Association us© 
all o-f the resources at its command to oppose the 
program and all simil ar attempts to intimidate the 
library comn-iunity and/or to mter-fere with the privacy 
rights o-f library users by the FBI, and 



WHEREAS, 
WHEREAS 9 

WHEREAS, 
WHEREAS, 
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BE IT FURTHER RESOLVED, That copies this resolution be 

•forwarded to the President o-f the United States of 
AmericA, the Senate Judiciary Subcommittee on 
Technology and the Law, the House Judiciary 
Subcommittee on Civil and Constitutional Rights, and to 
the Director o-f the Federal Bureau o-f Investigation. 



Adopted by the Intellectual Freedom Committee, July 12, 1988 
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AMERICAN LIBRARV ASSOCIATION 

90 EAST HUftON STWtei CmiCAOO ILLINOIS 60611 • I3M> 9aa efBO 




March 30, 1988 



Mr. William S. Sessions, Director 
Federal Bureau of Investigation 
U.S. Department of Justice 
Washington, D.C, 20535 

Dear Mr. Sessions: 

The Federal Bureau of Investigation's "Library Awareness Program" 
has been, as you are aware, a matter of interest and concern to 
the American Library Association and, in particular, its 
intellectual Freedom Committee. This program has elicited 
expressions of concern from the Association's individual and 
institutional members, as well as from various segments of the 
media across the country. I am writing, therefore, on behalf of 
the Association's Intellectual Freedom Committee to request that 
the Bureau provide a briefing for the Committee on this program. 

Such a briefing could most conveniently be arranged during the 
Association's Annual Conference in New Orleans in Jvly, during 
the Intellectual Freedom Committee's scheduled meeting times 
(Friday. July 8, 8:00-11 ;00 a.m. and 2:00-5:00 p.m.; Saturday 
July 9, 8:00 a.n.-12i30 p.m.). The Committee is prepared to make 
available two to three hours in the morning or afternoon of July 
8, or in the morning of July 9. The Association would arrange 
for a room of suitable size to be available. 

We have publicly expressed our concerns about this Program, but 
anticipate that such a meeting would permit both organizations to 
understand more fully the nature of the program, the concerns of 
each, and to correct such misunderstandings as may exist. 

The Committee will meet as a body with the representative{s) of 
the Bureau, with as many members participating as are able. The 
IFC will also bring to such a meeting its legal counsel and an 
additional person to physically recelve--;or the purpose of 
summarizing its contents for the Committee--any information the 
Bureau might disclose, the receipt of which would compromise the 
IFC's ability to act m the present or in the future. The 
Intellectual Freedom Committee's willingness to meet with the FBI 
in no way is to be construed as constraining any future action 
the Committee believes important to undertake. 
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The Association is aware, of course, the briefing -rovide. 
the Bureau to the National Ccnmission on Libraries and 
In*ornvaticn Science after the Association's Midwinter Meetini 
San Antonio. We thus are encouraged to exoect that vou wili 
extend the .same courtesy to the Ir^eiiectual Freedom' Commi 1 1< 
the American Library Association. 

I look forward to your prompt ropiy. 

Sincerely yours. 



C. "ames Schr.idt 

Chair. Inteiiectual Freedom Committee 
American Library Association 

CJS : bao 



cc: rntellecxuai Freedom Committee 
bccj Thomas J. Galvin 
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U.S. Dcpartmtot of Justice 

Federal Bureau of Investigation 



Otikt of the Dtftctor WutMiHgton. D. C. 20iJi -a^— 



May 18, 1988 - ^1*^^ 



Mr. c. Janes Schmidt 

Chair, Intellectual Freedom Committee 

American Library Association 

50 East Huron street 

Chicago, Illinoia 60611 

De&r Mr. Schmidt: 

vnti r^mrr.^i.J: l^S^! fJ^^i^®"^ your letter of March 30th in which 
you request that the FBI provide a briefing for your Committee 
Inlfirll ^^f^''? toi^riSan Library Association' a InnSSl ' 
PrograS^^ •Tuly,.to discuss the FBI's Library Awar^aness 

n^^-.^ mentioned in your letter. Deputy Assistant 

DuHadway of our Intelligence Division did 
meeting of the National Commission of Libraries and 
of ?iSarl?n!°4r?h.^2 ^^J^ajV "^^rding the FBI's interviews 
rn? J ^ the New York city area. Representatives of 
p3S«i5i,^!J^® ^i^S^^'^i^ff^ °' Representative Don 

ln?Gniae^^«.'*^^^S^ Permanent select Committee on 

intelligence? and thb Subcammittcr on Postsacondarv Education 
of the House Committee on Education and Labor on the FBI effort. 

J^^^^^^^^}:}^' ^ other FBI officials have explained 
7? ri?!L*^**D^ possible the reason and purpose for the FBI's 
ii?i•!l^SS''^*°^■.l^i^ specialized librSriis in previous 

•"^,ot^5^ members of the Intellectual 
Freedom committee and have tried to reassure you that we make 

ST?wf£^°"^^°-*^"^*o*^*^*^ contacts in no way interfere 

wir?^ I ^f??^-*-*:^ freedoms or First Amendment rights of our 
nnt h2 Sn« a'^'',"'^^ °' °^ commitments, it will 

vnL cr^??i«i^^°/^"i^*^f ^ representative to meet with 
July in New Orleans. If you believe such 
^"^4^ ^® beneficial, however, arrangements could be 
made for you to meet with Mr. DuHadway here at FBI Headquarters 
at a mutually agreeable time, if you wish to pursue ^his 
(202r324^488S ''^^^''^ DuHadway directly at telephone 
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Mr. C. jeunes Schmidt 



I am enclosing, for your added information, a copy of 
an article from "The Bureau of National Affairs, inc." regarding 
Mr. DuHadway'B presentation before the National Commission of 
Libraries and information sciJice. 




Director 

Enclosure 
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Government Operations 

FBI OFFICIAL OEFCNOS CONTACTING LIBRARiES 
TO COUNTER FOREIGN INTELLIGENCE EFFORTS 

The Federal Bureau of tnvesilgauon has enlisted 
ihe help of professional librarians in its counier-iniel- 
ligence efforts and its controversial -librarN* aware- 
ness ' program is more extensive and more successful 
ihan previously disclosed, a lop FBI official recently 
told a closed meeting of the National Commission on 
Libraries and Information Science. 

In the transcript provided to BNA under the Free- 
dom of Information Act. the FBI lays out more fully 
lhan ever before the bureau's rationale for its contro- 
versial visits 10 libraries. Some portions of the tran- 
Ncrtpt were mked-out during FBI and commission 
review .)! jhe 80-page transcript 
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Thomas DuHadway. deputy assistant director of the 
FBrs intelligence division, revealed (hat agents have 
visited more than 25 libraries, substinUally more tlian 
the haifHi*dozen visits verified by the American 
^rnry Association. 

OuHadway indicated for the flm time publicly tttat 
riK 'ign agents have recruited profeuional librari.'Tt;. 
oJiough he provided* no numbers or details. *A!:o 
« 'iclosed Is that the FBI hu obUij«d cr-jperatioo 
:-om some librarians in identifying possib!e foreign 
agents. 

**We're not searching for lists of library users,** 
stressed DuHadway. 'we're looking for the anomaly 
that take? place in a library that raises the antenna of 
that professional i«rson who thinks something is 
wrong. * The FBI U mostly concerned th.-^t foreign 
agents hang aroun I libraries to recruit other agents, 
be stressed. 

In his lengthy defense of the FBI awareness pro- 
gram. Di.Hadway repeatedly denied any intention of 
Inierfcrinu with First Amendment righu. "We're not 
trying lo make librarians spies." he stated. 

Since the existence of the library avrarenesj pro* 
gram was disclosed last September, the FB! has con- 
ducted private meetings on Capitol Hill and elsewhere 
to justify the program. But as the transcript makes 
clear, the FBI would prefer to avoid publicized con* 
frontation with such groups as the American Library 
Association, the leading critic of the FBI progrjm. 

The National Commission on Libraries and Infor* 
mation Science Is a presidentially-appointed body of 
U members which advises the president a^d Congress 
on m.«lters pertaining to libraries and information. 
The FBI official briefed the commission Jan. 14 In San 
Antonio. Texas. 

Chairman Jerald C. Newman, who emerges in the 
transcript as a defender of the PBI program, empha* 
sized during discussion that \it believes the ALA and 
librarians have exaggerated the FPI's program. 

The ALA'S Intellecti* il Freedom Committee in Oc- 
tober issued an advisory alerting librarians to the 
••unwarranted goverrunent intrusions upon personal 
privacy." that threaten "tlte First Amendment right to 
receive information.** 

FBI Fft$0nt»tion 

DuHadway drew oo the case of Gennady Zakharov. 
t: • Sovi3t physicist employed by the United Nations in 
1986. fti an example of how foreign agenU focus their 
recruitment efforts on penons who use libraries. Zak* 
harov paid fcr r^ivearch by a Gbanian student, who 
later became a double agent for the U.S. 

*-WeVe bad Soviets tell us that they think it's better 
to recruit two librarians in a science and technology 
library ih&n it wouM be to recruit three engineers who 
coul<; put together a system, because those librarians 
have access to people, places and things that can front 
for the Soviet that the engineer can't." recounted 
OuHadway. 

"They think it's extremely important to have 
sources in libraries and to be in libraries so they can 
associate with students and professors that ihev get a 
chance to recruit." he said. 



DuHadway conunueO. "And the reasvn 1 keep em* 
phulring this is that we are not there because we 
thiri thev shouldn't have legitimate access to undas- 
sii'.-d inronnation. * Rather, he explained, the .Ft*» 
wants help In idenUfying foreign intelligence agents. 

Ar that point commissioner George Nash iwjulrcJ. 
^tretliere cases of their having recruited pn>fessionKi 
librarians?" DuHadway repllco only, *'Ves." 

Commissioner Bessie Moore followed uo, "Did the 
{itpiessional librarians know they were being recruit* 
eu. • DuHadway replied "jome yes. some no.** 

Commissioner Margaret Phelan asked, **Did they 
come to the FBI to tell them they had been 
recruited?" 

DuHadwMy told her **yef. Some have, some haven't 
When I go back to the atudent I described for you in 
the Zakharov case, r.e didn't have any idea he was 
being recruited when he started either." DuHadway 
said libraries have been used as recruiting grounds 
since the 1960s, especially in New York. 

Besides recruiting in libraries. DuHadway said, for- 
eign .agents use library research to train agents in *'a 
very tried and true and proven technique*^ of asking 
recruits to ?opy things, then steal things, all in "a very 
slow progression" involving moneury rewards. 

According to DuHadway -^So you get the Pavlov's 
dog thing— reaction, money, reaction, money, and then 
you move him along and then you move him along and 
you say. Well. I really need more information-could 
you get something that's restricted maybe, but not 
Classified.' And then you work him up to classified 
information." 



What Utnritnti Csn Do 

In explaining what assistance 'i.urarians can give 
the FBI. l[>uHadway said. *'If someone were to tell us 
that Thomas DuHadway, alias Ivan Ivanovich. is in 
the library and looking strange and is called to the 
FBI. and we would say. no. he's a legitimate diplomat. 
*^e's fine, there's no problem. We would tell you that, 
but we would also like to know what was strange 
about him. what he was doing there." 

More specifically. DuHadway suggested that suspi* 
clous si ;ns would include "someone routinely system* 
atically copymg microfiche, or stealing things." 

Another commissioner. Daniel W. Casey, asked uu* 
Hadway about the possibilities of r •sidentification by 
a librarian and of libel for false arrcii. "No. there's no 
arrest" answered DuHadway. 

"Well, what's the use of finding these Russians if 
you're not going to [do] anything to ihcm?." Casey 
asked. 

DuHadway said diplomatic immunity likely would 
interfere with arrests. "But we can find out what he's 
doing, what he's trying to seek, who else hes operat* 
ing. does he have other sources." 

Casey also asked DuHadway's opinion about laws m 
36 states protecting the confidentiality of circulation 
records. 

DuHadway said there was nothing wrong v>*ith the 
confidentiality of lists, sialing that the FBI is "not 
interested ' in seeing such lists. 
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In a further exchange between Casey and DuHad- 
way. the FB! official said the bureau would like a 
general physical dcscripttr>a of the auspicious persoo. 

DuHadway said the i-rr.lon .'rmn librarians con. 
Ucted by the FBI has in •s\?rr ^-Jvorable. fine." 
with "one exemption." F w.-$ • '•'f erring to in un» 
named librarian at Columbia Uuivit-sity. New York, 
"wlio thought this was atrocious and. said she would 
not cooperate.** 
^ewman commented later, "My daughter is a grad* 
w of Barnard, which is part of Columbia University, 
anci you know, again, it Just so happens that the person 
who blew the whistle was the principal Vietnam, anti- 
war person on campus. So let's undersUnd it wasn't 
done In a a vacuum. It's just, maybe the FB! didn't do 
their homework and know who they were asking." 

Articulating the librarians* objections to the pro- 
gram was commissiorter Elinor Hashlm. who has has 
since left the commission. Noting that she Is a mem- 
ber of the ALA governing council. Hashim explained 
thai "most librarians uke it as a very serious commit- 
ment 10 never reveal the Identity of library users, to 
never deny access to anyone who comes In. . ." She 
said librarians believe the FBI does want to know who 
is using library collections. The tension between help* 
ing the FBI and protecting the principles of public and 
open access privacy Is "a dilemma for the professiop " 
she said. 

"I don't know what the answer is " concluded Ha- 
shlm. to which commisiiioner Wanda Forbes said. "We 
could do with a few less librarians who are so naive in 
these things." . 

DuHadway agreed with commissioners that the bu- 
reau "has PR problems." He said the bureau has told 
its side of the siory to the House and Senate Intelli- 
gence committees and other congressmen. He pointed 
out that the FBI has written a letter to the FBI 
explaining the program, adding. "We don t have a 
battle with the ALA." 

"We think we have a very legitimate approach. We 
emphasize to them we're not Interested in the identi- 
ties of library users. We don't want you to be a spy. ' 
You're not trained as a spy. If. In the legitimate course 
of your business, you see something you think we 
ought to know about, please tell us." 

Furth0r Publieity 

DuHadway indicated a disinclination to spread his 
message too widely. "We tend to lose somewhat, too. if 
we get out in a big public situation with the ALA and 
an intellectual debate; which we wouldn't run from 
We expose everything we're trying to do to our own 
detriment whether we solve the problem or not. So 
there are some factors to be considered along those 
lines that we lend to ihrow the baby out with the bath 
water so to speak." 

Newman added. "If they go out and broadcast what 
they're doing, the Russians will just change their 



methods, and I think that's important to note." Several 
commissioners suggested that the FBI visit top uni- 
versity officials before dropplnjf.,l« at university 
libranes 

Overall Newman said, "1 don't see ateolutely any- 
thing wrong With what ti.2y>?. ()ol<^ He cnUcired 
the ALA Intellectual Fref^ooL^rCookmiM for having 
"made it look Uke the FBI U going after every library 
and they arc coercing them into reporting on whoever 
comej In and borrows books." AloKWlOue whole page 
of Newman commeou is inked-out in the released 
transcript, appearing from the Mtrroundiag context to 
involve the FBI relatiocii with the ALA. Later on. 
Newman uid that for the FBI to address an alA 
meeting "Just gives them moie ammunition." 



Pn^rmm Seafua 

Duhadway told the commissioners that the i'ware* 
ness program is aimed at academic, specialised li- 
braries, and indicated that tbe FBI is not plani- ng to 
expand the program. "We are where we want to be." 
DuHadWay stated, adding without explanation. "We've 
contacted most all of them. But there are occasions 
where we have to go back now and contact 
librarians." 

However, he said. "We have a speclalUed problem 
in New York. Washington, D.C., and maybe San Fran- 
cisco with the Soviets. Very, very limited, small ap- 
proach, very closely held." 

A short Inked-out answer appears to Identify other 
nationalities the FBI is watching. 

Prfvafe Sector VHit 

The FBI has made one recent visit to a private 
sector company with a similar message as that being 
given to the libraries. 

BNA has learned that in December an FBI agent 
visited a Washington. D C. research company. Charlr . 
E. Simon Co.. with the same warning about foreign 
agents and a request for assisunce. The FBI declined 
to confirm the visit to the company that primarily 
retrieves documents about corporations from the Se* 
curtties and Exchange Commission. 

The agent explained that tbe bureau is trying to 
monitor the activities of eastern bloc countries in 
obtaining information from the U.S. government, par* 
ticularly from the National Technical Information 
Service, according to a company official who told 
BNA. "1 told him we don't get any requests of that 
type, so r felt comfortable in saying it didn't really 
apply to us." 

"It was fairly low key," she said. "He wasn t being 
pushy or forward or anything." He didn't ask to see 
the list of Clients, but did inquire if Simon has contact 
with "anyone we thought might fit in that category." 
meaning persons seemingly from the eastern bloc. 

"1 don t have any problem with that." the official 
commented. She explained. "It is the role of the 
bureau as they have designed it to monitor the infor- 
mation-gathering activities of that group, ana if that is 
what they are tr>ing to do \ have no problem. 
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•*M05l companies, if ihey are palnouc-as long as 
the FBI U acting in the legal limits -would bo more 
than helpful.** according lo the FBI spokesman. 

Inquiries by the Information Industry Association 
and calls by BNA to other Washington area research 
companies were unable to locate any other similar 
FBI visits.D 
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AMERICAN LIBRARV ASSOClA"'iON 




June 6, 1966 





Mr. Mllllam S. Sessions 
Director 

Federal Bureau of Investigation 
Washington r D.C. 20635 

Dear Mr. Sessions; 

I have received your letter of May 18. 1988. 

On behalf of the more than 45,000 members of the American Library 
Association. I convey our disappointment that the Bureau Is 
unwilling to provide the briefing requested in my letter of March 
30, 1986. Inasmuch as the Bureau has not previously offered to 
meet with the Intellectual Freedom Committee nor otherwise 
dlscu&sed your Library Awareness Program with us, we note with 
regret the passing of an opportunity to exchange information and 
points of view. 

The Committee will report to the membership of ALA in July in Hew 
Orleans our best current information on the Bureau's position and 
activities. We will, of course, continue to monitor and report 
on visits to librarluB by agents of the Bureau. If this progreun 
is still active, it will be on the Intellectual Freedom 
Committee's agenda when we meet in early January, 1969. in 
Washington. D.C. 

Sincerely, 



C. James Schmidt 
Chair 

Intellectual Freedom Committee 



cc: Don Edwards \/ 
Patrick Leahy 
David L. Boren 
Louis Stokes 
ALA Executive Boa**d 
ALA Intellectual Freedom Committee 
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September 21 , 1988 



Mr. James Geer 
Assistant Director 
Intelllstence Division 
Federal Bureau of Investigation 
Washington, D.C. 20S36 

Dear Mr. Geer: 

The meeting on September 2 of you. your colleagues, myself, 
other members of the Intellectual Freedom Committee, our staff 
and counsel was useful for the Bureau and the American Library 
Association. At a minimum, both organizations can report that 
such a meeting occurred. I want to thank you for the meeting and 
to follow up on some items which seem to offer the prospect of 
mutual benefit. *- «i. 

First, your point that your visits under the Library 
Awareness Program might better have proceeded from the top down, 
I.e., begun with a library's management - I would like to confirm 
this intent with you and having done so, I plan to communicate 
this to the library community In my summary report of the 
meeting. 

Second. I would like to follow up on the Idea of exchanging 
written material for dissemination to our respective communities 
We would be willing to provide you with a piece fc national 
distribution to your agents, setting forth the role of libraries 
and the ethical and leg«l responsibilities of librarians and 
other library staff. In return, we could arrange distribution to 
the library community of a suitable statement you and your 
Colleagues might prepare. 

Third. I recall that you appeared to recognize that library 
staff might, in view o^ the ethical and legal context in which 
they work, legitimately decline to respond to questions from 
agents which the staff determine to violate ethical, legal or 
policy guidelines. If .:y recollection la correct, we would like 
to relieve our colleagues of any unease they might feel upon so 
declining. Do I correctly represent your intentions? 
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You will receive a transcript of the tape made of the 
meeting and, if you would like one, a copy of the tape. 

I conclude by observing that while I wished for a broad 
agreement as a result of getting together, I did not 
realistically expect one, given the differences in principle 
which exist. 

Sinceroly , 



C. James Schmidt 
Chairperson 

Intellectual Frcadom Committee 
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Ossockation op ReseoRcb LfBRORies 

1S27 NfwHfnpihirt^ut. N.W.. Wwhlngton. DC. 20036 (202)232-24«6 



June 29, 198 B 



DUANE E. WEBSTER 
Ex^utivB Dirtctor 



■Hit/ Honorable William S. Sessions, Director 

Federal Bureau of Investi^tioni 

7176 J. Bdirar Hoover BuUdinj 

9lh Street and Pennsylvania Ave., N.W. 

WashJn^on, O.C 20535 

Dear Director Sesaionsi 

This letter concerns FBI counteHntellJgence activitJea in libraries. Th« m«mb«ra 
?h. PRr^i!"^".^' ^^'^^ ^ARl-). 118 major reS Hbrarfe^ oX^^^ 

tntvai,/ oi iiorary users. As you know from publicity and from pmnt iikm«j 

«nd one that elioiti t stronv <»«f.ni. of dMply held profeMional value" It !■ t^^f^t 
not tn iHue that the llbi.^ community wm leivVun^wolvS. therefore 

At thl» point It 1* clear that public lUtemenU of the FBI and the inr«i.m.ti»n 
.uppUi|d by Ibrarlan. who have been viiited by FBI .genu a"co«rad^t^ T^d 

country - they have not been reetrioted to the New York erea. Readl^riliti ofm>rir3 
B^Z ulTrt^TT'"* 32 .pp." to be e matt.r'orc^^,:' Tt^ 

r,^!^^,.,ii ,^ , ^ ■>•«" recruited to monitor uie of uncliuified and 

iSf ..^ I'^.Z^'?"-?^"''''^^',''^ itatemenrmrde by 

yourielf and included in Aaaiatant Dlreotor Jamea Qeer'a June 20 itatement to fh. 
HoUM Subcommittee on ClvU and ConiUtutionalRlghti. itatement to the 

the B^iau'* w'St' «^«l^,'',l^^.„'°;i?•''"°' Wtlmat. investigations underteken by 
. i,. .. • "P""' howaver, l» that agenta of the Bureau follow 

e.tjbli.hed Prooedurea to leeure informaUon from the libXry. Involvement by ofHwr" 
nLu ,Sr<'" 1^' ""'y Bureau evidence .uwrt w a 

particular lnv«.Ugatlon la eieentiaL Aakli* librariana to let agenu bypai. "KMeal 

!i?o^iVtl^'r"Sl^%7h.'Fr^*' '"•"^ """^ ^v'S 

foUowlUg'^^eiSTTf^JoJ?' o' the Bureau we make the 

.'A.ril',''M,"^' P^'^H""* P"*'"'* to Congress auurencea 

/ "k""^"'' P^*"""* imtiaUvei that allowii, FBllgent to 
Si^l S^f'ubrwi'^' "P*""*^"*^" <l"«»"o'« o' 1"»«V alaff about the use or 

2. We urge tl^t you describe pubUcly your expectations of the proper 
procedure for FBI agents to foUow when pursuing a specific investigative lead 
into a iibrary, including aecuring a proper court ordelP ""^"ve lead 



o 
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3. We ursfe that you make Information available to the library community 
that explains the steps a library or university might take to fiie a complaint 
about an FBI agent who, In the opinion of the library administrator, has 
behaved outside the scope or spirit of the Bureau's authority in libraries as 
you have publicly described It. 

ARL U anxious to seek a resolution of this controversy. It is not in anyone's best 
interests — users, librarians, the FBI, or Conjjress — for this debate about the FBI 
program Intention, scope, and methods to continue. And the controversy wlU continue 
lacking a public statement from you such as we have described above or a Coni(ressional 
prohibition 

We believe that recent FBI initiatives in libraries reflect an insensltlvlty to citizen 
rights to privacy and the principle of intellectual and academic freedom upon which our 
society is founded and has flourished. This government intrusion into the lives of 
American citizens must be stopped. We hope you will give our requests your serious and 
prompt attention. We look forward to hearing your response. 




Sincerely, 



Duane E. Webster 
Executive Director 



11591 



bcci Jim Dempsey 
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U.S. DcpartiTK^nt of Ju<itice 



Federal Bureau of Invesligaiion 
&r. 



h 



September 20, 198S 



Mr. Duane E. Webster 

Executive Director 

Association of Research Libraries 

1527 New Hampshire Avenue, H.W» 

Washington, D. C. 20036 

Dear Mr» Websteri 



Director Sessions has received your letter of June 29tn 



and asked me to respond. Thank you for advising us of the posi- 
tion you and the other ^Iera^ers of the Association of Research 
Libraries have taken with regard to the FBI»s Library Awareness 
Program* Rather than detail its history or set forth In detail 
Its Importance to tho Bureau's foreign counterintelligence worK, 
I thought I would Instead describe for you the direction 
Director Sessions has decided this program should take. 



(1) Whbn deemed necessary, the FBI will continue to 



contact certain scientific and technical libraries (including 
ujiverslty and public libraries) in the Hew York City area 
oncernlng hostile intelligence service activities at librar les* 
The purpose of such contacts will be twofold; to Inform tnese 
ll'^raries that hostile Intelligence services attempt to use 
llNrarles for intelligence gathering activities that may be 
harmful to the United States, and to enlist their support, along 
the lines discussed below, In helping the FBI identify those 
activities. Where feasible, the Library Awareness Program will 
not focus on public and university libraries. 



(2) The librarians at these scientific and technical 



libraries will be asked to advise the FBI of any contacts their 
personnel have with persons who Identify themselves as Soviet or 
Soviet-bloc nationals assigned to certain Soviet or Sovlet-bioc 
establishments in the United States and who do any of tne 
fol lowing : 



( a ) seek assistance In conduct ing library 
research; 




Hucntrnntal of ihv United StaU'»<'nn%ti»ulion (I 7n7- WN7) 



380 



Mr. Duane I, Webstor 



(b) request r*»ferrals to students or 
faculty who might be willing to 
a 33 i St In research project 3; 

( c ) r emove mater I a Is from 1 ibrar i e.'S 
wl thout pernjl sslon J or 

(d) seek certain biographical or 
personality acaessment Information 
from librarians themselves and/or 
Individuals who are known to the 
librarian being queried, particularly 
on students and academlcl ■'^ns . 

This Information will also be sought on contacts with 
Individuals who indicate that they are dctlng for such Soviet 
or Sovlet-bloc nationals. These criteria are narrow, and in my 
opinion they will not require judgments ^ librarians as to who 
Is of Interest and who Is not of Interes .o the FBI. More 
Importantly, they should make It clear tnat the FBI 13 
completely uninterested In the library activities of anyone 
other than those persons who meet these specific crlte**la. 

(3) If and when Individuals meeting these crltirl 
are Identified to the FBI, we will Inquire further as to .1 
these Individuals are seeking from librarians. Tne KBI is 
charged with keeping track of hostile Intelligence service 
activities In the United States, and I believe it la essential 
that we make these Inquiries. 

(U> In conducting this program, the F3I vUl not 
atteT.pt to circumvent local library manaaement In contacts wltn 
librarians; ask for Information about people wltn foreign 
sounding names or accents; ask for reports on "suspicious" or 
"anomalous" behavior; or ask lor circulation lists or otner 
records of what the public chooses to read. 



is" ^ 
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(5) Wg Intend to i2< librarians far nelp -r^e 
linos sot firtn above. If thoy 1^ not wish to help, tnat. Is >p 
to then, bjt we are confident that tney will nelp If tne prj^rd.-: 
l3 explained to the;n properly. To tnat end, trainir.g of F3I 
peraonnol participating in tne H>rogram wll i be ennanoed, wnere 
necessary, so that personnel will be particularly sensitive to 
the llnltatlons that I have described In the above paraorapns. 

Thus, we anticipate that the Library Awareness ?rn^ra:^ will help 
the *="BI Identify hostile intelligence service officers witno^t 
causing the Bureau to collect library Information on the general 
publl c . 

In Tiany cases the FBI will nave already Identified 
known or suspected hostile Intelligence service officers and 
co-optees. When the FBI needs information about the activities 
of such persons, it will continue to contact anyone having tnat 
Information, Including librarians. Such contacts will be 
nationwide, and such contacts will be no different from any 
other FBI investigation. These contacts will, however, differ 
from Library Awareness Program contacts In one significant 
respect , I"» the Library Awareness Program, the FBI will oe 
asking librarians to help In the Initial Identification procoiis 
using th criteria set forth above. In any otner contacts wi t.n 
libraries, tne information sougnt will concern specified 
subject 3. 

I hope that the foregrlng addresses your concerns 
about the Library Awareness Program. 



Sincerely yours. 



James H. Geer 
Assistant Director in Charge 
Intelligence Division 



1 - Honorable Louis StoXes 
Cha Irma n 

permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, D. C. 30515 

- 3 - 
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THE 

OF 



June 24, 1988 



Ms. Jufiy Krug 

Office for Intellectual Freedom 
American Library Association 
50 East Huron Street 
Chicago/ Illinois 60611 

Dear Judy: 

In an effort to clarify the FBI inquiry at the 
Marriott Library, University of Utah, I provide the foHowin9 
information. Hopefully, this will help clear up ^omo 
n^isinf ormation presented in the June 25, 1983, issve of Jjia 
Na tion , also. 

First, th ^ incident. On Monday, May 2, a local FBI 
agent contacted a Marriott Library staff member requesting an 
appointment to question her regarding a certain individual's 
contact with the Mcuriott Library. The appointment was SOt for 
May 4. On May 4, several staff ineir.berjj met with the F0I 
agent. He asked for intonr.ation regarding the nature of the 
contact of a certain ind vidual they believed had contact with 
the Library, nobody cuuld recall contact frcn such a person sc 
no information was provided. After the agent left, the staff 
Involved discussed the visit and the narr.e of the individual 
presented by the FBI agent. During this discussion/ a Staff 
men^ber did recall receiving a letter frorr. someone in Virginia 
..n-^ul ring about our NTJS service/collections. The response 
cjiven to that letter was referral to the NTIS headcjuarter • s 
offices in Spr in-^f icld . Virginia. This response was simply 
penciled on the bcttoM oC the original letter and returned to 
the individual. Our library (liu not even rr.ake a copy of the n 
letter. Our staff iT^e:'^ber put hor nanc on the return address of 
the envelope. 

In an effort to cleor lha air, our staff member who 
responded to tho let toe cor.toctod th.2 kdi agent and related the 
incident stated above. 

Signed as follows: Sincerely, 



Roger K. Hanson 
DirocLor of Libraries 
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100th congress 

2d Session 



H. R. 4947 



To amend title 18, United States Code, to preserve personal privacy of individuals 
with respect to certain library use and use of services involving the rental or 
purchase of video tapes, and for other purposes. 



IN THE HOUSE OF REPRESENTATIVES 

JtJNK 29, 1988 

Mr. KastknmkiKR (for himself and Mr. MoCandi.ksh) introduced the following 
bill; which was referred to the Committee on the Judiciary 



A BILL 

To air end title 18, United States Code, to preserve persona- 
privacv of individuals with respect to certain library use utd 
use of services involving the rrntal or purchase of video 
tapes, ano for other purposes. 

1 Be it enacted by the Senate and House of Representa- 

2 tives of the J United States of America in Congress assembled, 

3 SECTION 1. SHORT TITLE. 

4 This Act may be cited as the **Video and Library 

5 Priv y Protection Act of 1988''. 

6 SEC. 2. CHAPTER 121 AMENDMENT. 

7 (a) In General. — Chapter 121 of title 18, United 

8 States Code, is amended — 
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2 

1 (1) by redesignating section 2710 as section 2711; 

2 and 

S (2) by inserting after section 2709 the following: 

4 "§27^0. Wrongful disclosure of information relating to li- 

5 brary use or video tape rental or sale 

6 **(a) I^HOHIHITIONS. — }]xcept as provided in subsection 

7 (b), it shall be unlawful for a video service provider or library 

8 knowingly — 

9 "(1) to disclose to any other person or entity any 

10 personally identifiable information about any user of 

1 1 covered services; or 

12 "(2) to retain in a record any such information 

13 more than one year after — 

14 "(A) that information is no longer necessary 

15 for the purposes for which it was collected; and 

16 ''(B) there are no pending requests or court 

17 orders for disclosure under this section. 

18 ''(b) Exceptions. — It is not a violation of sub- 

19 section (a) of this section to disclose information about an 

20 individual — 

21 "(1) to that individual; 

22 *'(2) with that individual's consent under the cir- 

23 cumstances described in subsection (c) of this section; 

24 "(3) to a law enforcement agency pursuant to an 

25 order under subsection (d) of this section; or 
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1 **(4) when necessary for a legitimate business 

2 purpose. 

3 For the purposes of this subsection, engaging in the conduct 

4 prohibited by subsection (a) is not in itself a legitimate busi- 

5 ness purpose. 

6 ''(c) Requirements for Consent Exception.— 

7 ''(1) In general.— Except as provided in para- 

8 graph (2), the consent required for the exception under 

9 subsection (b)(2) is the prior written consent of the 

10 user — 

11 ''(A) specifying what information will be dis- 

12 closed and who the specific recipient of that dis- 

13 closure will be; and 

14 -(B) given under the circumstances in which 

15 the user understands that the user may prohibit 

16 that disclosure without being refused services or 

17 suffering other discrimination. 

18 '*(2) Alternative consent.— In the case of a 

19 disclosure limited to the name and address of the iser, 

20 that does not, directly or indirectly, reveal the category 

21 of service, or the title, description, or subject matter of 

22 service used, it is also sufficient consent for the pur- 

23 poses of the exception under subsection (b)(2) that— 

24 "(A) the provider has given the user an op- 

25 portunity to prohibit such disclosure; 
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1 *'(B) such opportunity is given — 

2 ''(i) in a writing which clearly and con- 

3 spicuously specifies what information will be 

4 disclosed; and 

5 ''(ii) under the circumstances described 

6 in paragraph (1)(B); and 

7 ''(C) the user may exercise that opportunity 

8 by making an appropriate mark on such writing. 

9 *'(d) Requirements for Court Order for Law 

10 Enforcement Exception. — 

11 ''(1) In general. — A court may order disclosure 

12 of personally identifiable information about a user of 

13 covered services to a Federal law enforcement agency 

14 or a State law enforcement agency authorized by State 

15 statute to seek such disclosure, if — 

16 **(A) the user is given notice and afforded an 

17 opportunity to appear and contest such order; and 

18 "(B) the law enforcement agency makes the 

19 showing described in paragraph (2), 

20 "(2) What the agency must show,— In a 

21 court proceeding to issue an order under this subsec- 

22 tion the law enforcement agency must show — 

23 '*(A) by clear and convincing evidence that 

24 the user has engaged in criminal activity; 
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5 

1 '*(B) that the information sought would be 

2 highly probative in a criminal proceeding relating 

3 to that activity; 

4 *HC) that other specifically named and less 

5 intrusive investigative procedures have been tried 

6 and failed, and the particular details of that at- 

7 tempt and failure, or why the peculiar circum- 

8 stances of this case make it reasonably appear 

9 that other less intrusive investigative procedures 

10 are unlikely to succeed if tried or are too danger- 

1 1 ous to try; and 

12 ''(D) why, in the particular and individual 

13 circumstances of this case, the value of the infor* 

14 mation sought outweighs the competing privacy 

15 interests. 

16 ''(e) Civil Remedy. — Any person or entity (including a 

17 governmental entity) that violates subsection (a) shall be 

18 liable to any person aggrieved by that violation for — 

19 "(1) such equitable and declaratory relief as may 

20 be appropriate; 

21 "(2) actual damages, but not less than the liqui- 

22 dated amount of $2,500; 

23 '*(3) punitive damages in appropriate cases; and 

24 *'(4) reasonable attorneys' fees and other litigation 

25 expenses reasonably incurred. 
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1 "(0 Definitions of Covered Entities and Serv- 

2 ICES. — For purposes of this section — 

3 "(1) the term Video service provider or library* 

4 means — 

6 ''(A) any publicly owned library open to the 

6 general public; 

7 ''(B) any library in a primary, secondary, or 

8 post secondary education institution — 

9 ''(i) that is a public institution; or 

10 '*(ii) any part of which receives Federal 

11 financial assistance; 

12 "(C) any person or other entity engaging in 

13 a business that includes the renting or selling of 

14 prerecorded video tapes or similar audiovisual 

15 materials that — 

16 "(i) operates in or affects interstate or 

17 foreign commerce; or 

18 ''(ii) is supplied with video tapes to rent 

19 or sell through distributors that operate in 

20 interstate or foreign commerce; 

21 ''(D) any person or other entity to whom a 

22 disclosure is made under subsection (b)(4), but 

23 only with respect to the information contained in 

24 that disclosure; or 

ERIC 
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1 "(E) any person acting as an agent of an 

2 entity described in subparagraphs (A) through (D), 

3 but only with respect to information obtained from 

4 such entity; and 

5 **(2) the term 'covered services* means — 

6 **(A) with respect to a library, all the serv- 

7 ices of the library; and 

8 **(B) with respect to a provider of prerecord- 

9 ed video tapes or similar audiovisual materials, 

10 those services involving or incident to providing 

1 1 such tapes or materials. 

12 **(g) Preemption. — The section preempts only those 

13 provisions of State or local law that require disclosure which 

14 this section prohibits.". 

15 (b) Clerical Amendment. — The table of sections at 

16 the beginning of chapter 121 of title 18, United States Code, 

17 is amended — 

18 (1) in the item relating to section 2710, by strik- 

19 ing out ••2710" and inserting "2711" in lieu thereof; 

20 and 

21 (2) by inserting after the item relating to section 

22 2709 the following new item: 

"L'7l(). Wrongful disrlosuro of infornialion rclutinp to library use or video tape 
rental or sale.'*. 
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100th CONGRESS O 00£!i 

To amend title 18, United States Code, to preserve personal privacy with respect 
to the rental, purchase, or delivery of video tapes or similar audio visual 
materials and the use of library materials or services. 



IN THE SENATE OF THE UNITED STATES 

May 10 flegislative day, May 9), 1988 

Mr. Leahy (for himself, Mr. Ohasslky, Mr. Simon, and Mr. Simpson) intro- 
duced the following bill; which was read twice and referred to the Committee 
on the Judiciary 



A BILL 

To amend title 18, United States Code, to preserve personal 
privacy with respect to the rental, purchase, or delivery of 
video tapes or similar audio visual materials and the use of 
library materials or services. 

1 Be it enacted by the Senate and House of Representa- 

2 tives of the United Slates of America in Congress assembled, 

3 SKCTION 1. SHORT TITLE. 

4 This Act may be cited as the **Video and Library 

5 Privacy Protection Act of 1988''. 

6 SEC. 2. CKAITER 121 AMENDMENT. 

7 (a) In Gkneral.— Chapter 121 of title 18, United 

8 States Code, is amended — 
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2 

1 (1) by redesignating section 2710 as section 2711; 

2 and 

3 (2) by inserting after section 2709 the following: 

4 "§2710. Wrongful disclosure of video tape rental or sale 

5 records and library records 

6 "(a) Definitions.— For purposes of this section— 

7 ''(l) the term 'patron' means any individual who 

8 requests or receives — 

9 "(A) services within a library; or 

10 "(B) books or other materials on loan from a 

1 1 library; 

12 "(2) the term 'consumer' means any renter, pur- 

13 chaser, or subscnber of goods or services from a video 

14 tape service provider; 

15 **(3) the term 'library' means an institution which 

16 operates as a public library or serves aj a library for 

17 any university, school, or college; 

18 "(4) the term 'ordinary cours^ of business' means 

19 only debt collection activities and the transfer of 

20 ownership; 

21 "(5) the term 'personally identifiable information' 

22 includes information which identifies a person as 

23 having requested or obtained specific materials or serv- 

24 ices from a video tape service provider or library; and 
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1 *'(()) the \i\rm *video tape service provider* means 

y any person, engaged In the business of rental, sale, or 

3 delivery of pre-recorded video cassette tapes or similar 

4 audio visual materials. 

5 *'0)) ViDKu Tapk Rental and Salk Records. — (1) 



G A video tape service provide: who knowngly discloses, to 

7 any person, personally identifiable information concerning 

8 any consumer of such provider shall be liable to the ag~ 

9 grieved person for the relief provided in subsection (d). 



10 '*{2) A video tape service provider may disclose person- 

1 1 ally identifiable information concerning any consumer — 

12 "(A) to the consumer; 

13 '*(B) to any person with the informed, written 

14 consent of the consumer given at the time the disclo- 

15 sure is sought; 

16 **{C) to a law enforcement agency pursuant to a 

17 court order authorizing such disclosure if — 

18 *'(i) the consume; is given reasonable notice, 

19 by the law enforcement agency, of the court pro- 

20 ceeding relevant to the issuance of the court order 

21 and is afforded the opportunity to appear and con- 

22 test the claim of the law enforcement agency; and 

23 **{ii) such law enforcement agency offers 

24 clear and convincing evidence that the subject of 

25 the information is reasonably suspected of engag- 
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1 ing in criminal activity and the information sought 

2 is highly probative and material to the case; 

3 '''(D) to any person if the disclosure is solely of 

4 the names and addresses of consumers and if — 

5 "(i) the video tape service provider has pro- 

6 vided the consumer with the opportunity, in a 

7 writing separate from any rental, sales, or sub- 

8 scription agreement, to prohibit such disclosure; 

9 and 

10 ''(ii) the disclosure does not reveal, directly 

11 or indirectly, the title, description, or subject 

12 matter of any video tapes or other audio visual 

13 material; 

14 ''(E) to any person if the disclosure is incident to 

15 the ordinary course of business of the video tape sen'- 

16 ice provider; or 

17 "(F) pursuant to a court order, in a civil proceed- 

18 ing upor a showing of compelling need for the informa- 

19 tion that cannot be accommodated by any other means, 

20 if— 

21 "(i) the consumer is given reasonable notice, 

22 by the person seeking the disclosure, of the court 

23 proceeding relevant to the issuance of the court 

24 order; and 
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1 "(ii) the consumer is afforded the opportunity 

2 to appear and contest the claim of the person 

3 seeking the disclosure. 

4 If an order is granted pursuant to i?abparagraph (C) or (F), 

5 the court shall impose appropriate safeguards against unau- 

6 thorized disclosure. 

7 ••(c) Library Records.— (1) Any library which know- 

8 ingly discloses, to any person, personally identifiable informa- 

9 tion concerning any patron of such institution shall be liable 

10 to the aggrieved person for the relief provided in subsection 

11 (d). 

12 "(2) A library may disclose personally identifiable infor- 

13 mation concerning any patron — 

14 "(A) to the patron; 

1^5 ''{B) to any person with the informed written con- 

16 sent of the patron given at the lime the disclosure is 

17 sought; 

18 "(C) to a law enforcement agency pursuant to a 

19 court order authorizing suoh disclosure if — 

20 **(i) the patron is given reasonable notice, by 

21 the law enforcement agency, of the court proceed- 

22 ing relevant to the issuance of the court order and 

23 is afforded the opportunity to appear and contest 

24 the claim of the law enforcement agency; and 
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1 such law enforcement agency offers 

2 clear and convincing evidence that the subject of 

3 the information is reasonably suspected of engag- 

4 ing in criminal activity and that the information 

5 sought is highly probative and material to the 

6 case; 

7 **(D) to any person if the disclosure is solely of 

8 the names and addresses of patrons and if — 

9 **(i) the library has provided the patron with 

10 a written statement which affords the patron the 

1 1 opportunity to prohibit such disclosure; and 

12 **(ii) the disclosure does not reveal, directly 

13 or indirectly, the title, description, or subject 

14 matter of any library materials borrowed or serv- 

15 ices utilized by the patron; 

16 **(E) to any authorized person if the disclosure is 

17 necessary for the retrieval of overdue library materials 

18 or the recoupment of compensation for damaged or lost 

19 library materials; or 

20 **(F) pursuant to a court order, in a civil proceed- 

21 ing upon a showing of compelling need for the informa- 

22 tion that cannot be accommodated by any other means, 

23 if— 
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1 ''(i) the patron is given reasonable notice, by the 

2 person seeking the disclosure, of the court proceeding 

3 relevant to the issuance of the court order; and 

4 ''(ii) the patron is afforded the opportunity to 
6 appear and contest the claim of the person seeking the 

6 disclosure. 

7 If an order is granted pursuant to subparagraph (U) or (F), 

8 the court shall impose appropriate safeguards against unau- 

9 thorized disclosure. 

10 '*(d) Civil Action.— (1) Any person aggrieved by any 

11 act of a person in violation of this section may bring a civil 

12 action in a United States district court. 

13 ''(2) The court may award — 

14 ''(A) actual damages but not less than liquidated 
16 damages in an amount of $2,500; 

16 ''(B) punitive damages; 

17 ''(C) reasonable attorneys' fees and other litiga- 

18 tion costs reasonably incurred; and 

19 ''(^) such other preliminary and equitable relief as 

20 the court determines to be appropriate. 

21 ''(3) No action may be brought under this subsection 

22 unless such action is begun v^thin 2 years from the date of 

23 the act complained of or the date of discovery. 

24 *'(4) No liability shall result from lawful disclosure per- 

25 mitted by this section. 
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1 ''(e) Personally identifiable information obtained in any 

2 manner other than as provided in this section shall not be 

3 received in evidence in any trial, hearing, arbitration, or 

4 other proceeding in or before any court, grand jury, dcpart- 

5 ment, officer, agency, regulatory body, legislative committee, 

6 or other authority of the United States, a State, or a political 

7 subdivision of a State. 

8 "(0 Destruction of Old Records, — A person sub- 

9 ject to this section shall destroy perso:*ally identifiable infor- 

10 mation as soon as practicable, but no later than one year 

11 from the date the information is no longer necessary for the 

12 purpose for which it was collected and there are no pending 

13 requests or orders for access to such information under sub- 

14 section? (b)(2) or (c)(2) or pursuant to a court order. 

15 ''(g) Selection of a Forum. — Nothing in this section 

16 shall limit rigiits of consumers or patrons otherwise provided 

17 under State or local law. A Federal court shall, in accord- 
IB ance with section 1738 of title 28, United States Code, give 

19 preclusive effect to the decicion of any State or local court or 

20 agency in an action brought by a consumer or patron under a 

21 State or local law similar to this section. A decision of a 

22 Federal court under this section shall preclude any action 

23 under a State or local law similar to this section.''. 
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1 (b) Clerical Amendment. — The table of sections at 

2 the beginning of chapler 121 of title 18, United States Code, 

3 is amended — 

4 (1) in the item relating to section 2710, by strik- 

5 ing out ''2710" and inserting ''27ir' in lieu thereof; 

6 and 

7 (2) by inserting after the item relating to section 

8 27^9 the following new item: 

"2710. Wrongful disclosure of video tape rental or sale records and library 
records.". 
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AMERICAN LIBRARY ASSOCIATION 



September 23, 1988 



The Honorabie Don Edwards 
2307 Rayburn House Office Building 
U. S. House of Representatives 
Washinqtoii, D. C. 20515 

Dear Mr. Edwards: 

On behalf of the American Library Association, i am writing to 
express our strong support for the Video and Library Privacy Protection 
Act of 1988, HR 4947, legislation that would create a federal right to 
f.ivacy in personally identifiable library use records and video rental 
or sale records. 

Thirty-eight states, plus the District of Columbia, have passed 
laws protecting the confidentiality of library use records. In addi- 
tion, since 1970, the ALA and its more than 45,000 member librarians, 
library trustees, and libraries have had a policy: a) that library 
circulation records are confidential in nature; and b) that such records 
should not be mado available to any other party except pursuant to a 
court order issued by a judicial authority. 

The ALA opposes any amendment to the proposed legislation which 
would create a "national security letter" disclosure process. 
Particularly in view of the Federal Bureau of Investigation's repeated 
testimony before House and Senate corynittees that the Bureau is not 
interested in library records, and has nev^ requested or received 
library records, we fail to see any justification for creating a special 
disclosure process to provide access to library records for the FBI or 
other law enforcement agencies. 

Further, the adoption of any ar.endment to HR 4947 to create a 
"national security letter" disclosure process may authorize a part or" 
the Fb: Library Awareness Program, or similar activities. Both the 
House and Senate recently have held hearings on these activities. 
Creating a "national security letter" disclosure process at thin time 
appears to ALA to grant tac t approval to the Bureau program ( s) . ALA 
believes that tailing action which appears to endorse th* very activities 
now under congressional scrutiny naturally ondermints the integrity of 
the investigations, and may defeat their purpose outright. 

A court order, obtained upon good cause shown to the appropriate 
judicial authority, is the proper vehicle for obtaining library records. 




400 



Mr. Edwards 
September 23, 1968 
Page Two 



We believe the court order standard in HR 4947 is the only justifiable 
standard to require production of such records, and it will not impede 
legitimate law enforcement interests. Furthermore, this process 
protects librarians with a uniform standard to be applied when 
librarians are faced with one of the most crucial dilennnas of their 
profession, a choice between maintaining tneir professional ethics, or 
acceding to requests by law enforcement authorities. 

Agai we strongly support the single court order standard? now in 
the bill, and we urge the Committ on the Judiciary to defeat any 
amendmant relating to a "national security letter" disclosure process. 

Thank you for your consideration. 




Director 

Office for Intellectual Free lorn 



JFKttj 
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September 26, 196B 



The Honorable Don Edwardr 
Chairman 

Hou£ »":-. iciary Subcr .onittee on Civil 

and Constitutiona] Rights 
Washington, d.C. .20515 

Dear Chairman Edwards i 

On behalf of ihe Special Libraries Association, I want to express our 
support for the confidentiality of library records maintained by public 
institutions. In this regard, we are pleased that the House Judiciary 
Committee will be considering legislation which embodies this pj ..nci- 
pie, H»R, 4947, the Video and Library Privacy Protection Act of 1988. 

As the bill now stands, library records could only be obtained with 
the approval of the individual involved or by a court order. We are 
chagrined to learn that the Federal Bureau of Investigation is 
attempting to get a "national btcurity letter" exemption. This would 
enable the FBI to get confidential library records without judicial 
review or notification of the subject in question. 

In our opinion, this circumvents the intent of the legislation and 
enables the FBI to obtain library records without showing cause. The 
Association opposes the activities of the FBI's Library Awareness 
Program and views this national security exemption as a way for this 
agency to continue its program, with, in essence. Congressional 
approval. 

As you know, in hearings before your Subcommittee and other Congres- 
sional Committees, the FBI has state' that it is not interested in 
obtaining library records. We would question, therefore, why the 
agency deems it necessary to seek an exemption in this legislation. 

He urge you, ..s a member of the House Judiciary Committee, to oppose 
any national security exemption for any federal agency including the 
FBI during consideration of the Video and Library Privacy Protection 
Act of 1988. 

Sincerely, 




David R. Bender, Ph.D. 
Executive Director 



DRB/lh 
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1527 New Hampshire Avenue. N W . WashinQl on. P C 20036 (2 02)232-2466 

DUANE E WEBSTER 
September 26, lysa ExecutNe Director 



The Honorable Don Edwards 
U.S. Mouse of Hepresentatives 
2307 Kaybum House Uffice Bldg. 
WusriiT^ton, D.C. 20515 

Uear Congressman Edwards: 

This letter Is to convey the support of the Association of Research Libreries for 
the Video and Libra ly Privacy Protection Act of 1988, HR 4947. The provisions of the 
bill are In hurinony with the policies of research libraries and such a federal law will 
strengthen protection for the confidentiality of library records by prohibiting their 
disclosure except with the person's consent or under court order. 

In a related matter, ARL follows the Investigation of the FBI Library Awareness 
Program by the Civil und Constitutional Rights Subcommittee. ARl, has formally 
opp>^sed the Library Awareness Program and we have asked FBI Director Sessions to 
publicly disavow the prof^ram. We await with considerable interest the next steps In the 
Subcommittee investigation. 

We now understand there may be a national security letter exemption in the Video 
and Library Privacy Protection Act that allows the FBI to gain access to records 
without court order pursuant to foreign counterintelligence activity. Wc strongly 
oppose this provision. We also do not understand the rationale for considering it as part 
of HK 4»4?. 

It IS AKL's position that library records deserve to be protected by a higher 
standard than this exemption provides. Library records represent First Amenament 
activities - to receive and exchange Information - and should be revealed only after a 
Judicial review determines it is necessary. In addition, the FBI has said publicly that 
tiiey are not interested in, nor do they seek to see library records. So what Is the need 
for exempting the Bureau from the Video and Library Privacy Protection Act? 

A mandatory or permissive national security letter exemption In HR 4947 would in 
part authorise, or be perceived by library users as authorization, for the Library 
Awareness Program and other similar activities. Adoption of this exemption would also 
put an end to the Congressional investigation of the Library Awareness Program. Given 
the negative publicity and questions tiiat remain unanswered by the FBI at>out the 
Library Aware/iess Program, tljese are not desirable consequences. 

AKL urges that the House address the two issues separately by passing the Video 
and Library Records Protection Act this session but without a nbiional security letter 
exemption. This action would strengthen protection tor the confidentiality of video and 
library records nno allow the ongoing Congressional investigation in the Library 
Awareness Program to continue. 

Sincerely, 

iJuane B. Webster 
Executive Director 
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The Society of American Archi\ ists 



OlfVm 



*»#• ^,«% *.0 



Decenber 8t 1966 



House Judiciary Subcomaittoe on Civil and Constitutional 
Rights 

United 'tates House of Representatives 
Washingv^n, D.C. 20515 

To The Subcouittee: 

At its Annual Business Meeting on September 30 « 1968, the 
Society of Aserican Archivists passed a resolution in 
opposition to the TBI's Library Awareness Prograa* I aa 
enclosing a copy of that resolution. 
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Msolution in Opposition to FBI Library Awar«n«tt Prograa 



WHBRKAS, Th« Society of Aasrican Arrhivittt it couitt«d to th« 
principles of free expirertiion and of intellectual 
freedoBf and to the rights of privacy; and 

WHEREAS # Violation of any one of these constitutes a threat to 
the functioning of Aaerican deaocracy and to the prin- 
ciples of the archival profesaioni and 

WHEREAS, The Federal Bv^reau of Investigation's Library Aware- 
ness Prograa threatens those principles, thereby en- 
dangering our deaocracyi now, therefore be it 

RESOLVED, That the Society of Aaerican Archivists join* its 
voice in support of the Aaerican Library Association's 
condeanation of the Federal Bureau of investigation's 
Library Awareness Program; and be it further 

RESOLVED, That copies of this resolution be forwarded to the 
President of the United States of Aaerica, the presi- 
dential noainees of the oeaooratic and Republican 
parties, the Senate Judiciary Subcoaaittee on Tech- 
nology and the Law, the House Judiciary Subco* iittee 
on Civil and Constitutional Rights, the Director of 
the Federal Bureau of Investigation, the National 
Coa^ission on Libraries and Inforaation Science, the 
Archivist of the United States, the National Coordina- 
ting Coaaittee for the Proaotion of History, and the 
Aaerican Library Association* 



Subaitted on behalf of the ai^a/SAA Joint Coaaittee on Library- 
Archives Relations and approved by the Annual Business Heating 
of the Society of Aaerican Archivists on Septcaber 30, 1968. 
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She American )pliQBical ^ocUtQ 

OFFICE or PUBLIC AFFAIRS 



ROBERT I PARK. Ph D Washingion. IX* 2a09 



EXECUTIVE ORDER? EMBARGOED? 

What is the basis for the FPI's claim that Soviets are 
barred by executive order from accessing materials through th« 
National Technical Information r,ervice? A report released by^FBI 
Director Sessions, titled "The i^GB and the Library Target." [11 
states that: 

The Soviets were embargoed from directly accessing materials 
through NTIS on January 8, 1980 when former President Jimmy 
Carter sent a ^ccter to the US Secretary of Commerce 
captioned "Policy on Technology transfer to the USSR," One 
of the specific purposes of this executive order was to 
prevent "the USSR, its entities or agents," from accessing 
information through NTIS. 

The FBI is mistaken. The Carter memorandum [2], which is not a 
numbered Executive Order, does not even mention NTIS, It 
directed the Secretary of Commerce to suspend all validated 
export licenses to the Soviet Union for goods or technical data 
",., pending prompt review of whether these licenses should be 
indefinitely suspended or revoked in light of the changed 
national security circuuvstances" resulting from Soviet 
intervention in Afghanistan. Since NTIS technical information is 
openly published material, it qualified for a general export 
license, which required no special review by the Office of Export 
Administration , 

Nevertheless, on January 25, the Director of NTIS informed 
the Office of Export Administration that a new subscription order 
for microfiche reports had been received from the International 
Ce»iter for scientific and Technical Information in Moscow, and 
asked for guidance (3]. The Assistant General Counsel for 
Science and Technology in the Commerce- Department , in a 
memorand\im dated February 12, concluded that ".,,in the light of 
President carter's restrictions on export licenses for high 
technology to the USSR, NTIS as a matter of policy can be 
directed to suspend its sales to USSR organizations here and 
abroad" [4], His opinion makes it clear that this is a policy 
option of the Commerce Department and not required by the 
President's memorandum. On February 20, armed with this legal 
opinion, Assistant Secretary of Commerce Jordan Baruch wrote to 
Melvin Day, the Director of NTIS that: "I have decided as a 
matter of policy to direct NTIS to suspend all sales of materials 
to the USSR" (5], 
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other reitrlctloni imposed at a result of the soviet 
intervention in Afghanistan have since been lifted, as has the 
embargo on the sale of oil and gas pipeline equipment imposed in 
1978 as a result of human rights violations in the Soviet Union. 
Moreover, under Section 6 of the Export Administration Act of 
1979, controls maintained for foreign policy purposes require 
annual extension. Such extensions are reported in the Commerce 
Department's Annual Foreign Policy Report to the Congress, We 
have thus far been unable to determine whether this particular 
directive falls under that provision, but it is not included in 
the 1988 Report, 

In short, the Carter "executive order/' which may no longer 
be in force, did not 'jven indirectly apply NTIS. An eight year 
old Commerce Department policy on NTIS subscription sales to the 
Soviets has no bearing on library access. 



References ; 

The KQB and the Li brary Target 1960 - Present , Intelligence 
Division, FBI Headquarters, 1 January 1988, 

2, Memorandum in two parts dated January 8 and 9, 1980, from 
President Jimmy carter to the Secretary of Commerce, captioned 
Policy on Technology Transfers to the USSR , 

3, Memorandum dated 25 January 1960 from Melvin Day, director of 
the National Technical Information Service to Kent Knowlea, 
director of the Office of Export Administration, captioned sale 
of NTIS Rerxarts to USSR. 

4, Memorandum dated 12 February 1980 from Robert Ellert, 
Commerce Department Assistant General Counsel for Science and 
Technology, to Homer Moyer, Jr,, Conmerce Department General 
counsel, captioned Sale of NTIS Reports to USSR , 

5, Memorandum dated 20 February 1980 from Jordan Baruch, 
Assistant Secretary of Commerce for Productivity, Technology and 
Innovation, captioned Sale of NTIS Reportii to USSR , 
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January 2%, X9B0 



MCrSORANDUri FORt Kent N. Knowleft 

Director^ Office o£ Export Administration 

THRU} rrancia W. WoloK 

Deputy Asaiatant necretary tot Science 
and Technology 

SUDJLCTi Sale of NTXS Reports to USSR 

NTIS currently aella approstimarely $70,000 per year oC 
technical reports to v#rioua Soviet organisations including 
the Library of USSR Emtiaaay in Washington^ tha USSR Mission 
to the Ul) in Mew YorKy and the i/nport deparUnont of a Moscow 
publiaher, Zntcrnational n<^ke. In addition to the intor* 
nation normally purchased by these Soviet institutions « we 
have recently received a new $28,000 subacription order tor 
toch ileal reports in nticrorirhe form (SRXH) from the Xntor- 
national Center for ScicntifAC and Technical Information in 
rv^acow. This order is for all new reports in the following 
subject categories: Eloctrotcchnologyj Computore, Control 
k Information Theory; Detection k Countonneasuces ; Military 
.Scic'nccs; Missile Technology; Navigation, Guidanco ( Control; 
Global Navigation Syatema; Optics ( Laacrsi Marine Enginoerinq^ 
Conpoaito Materials; Fire Control ( Bonbing Systems; Jot ( 
Cas luobine Engines; Solid Propellent Rocket Motors; and 
othora. Wc are currently holding thia new order. 

Tiiece sales obviously represent significant transfer of u.S, 
tQchiiology to tlie Sovloto. I am concerned whether the 
continuation of these sales is appropriate in tho light of 
tji« President's restrictions on export licensea of high 
technology iteiua to the Soviet Union. 

As you know, NTIs tochnicnl InfonnAtion Is openly publinhed 
macerial which is exportf^d under a general export license 
which docs not require apodal review by the Office of Export 
Administration. 



Z v/ould lll;e your advice on whether all of those Soviet orders 
should continue to be routinely processed, whether the new 
subscription order shoolu be procennod, or wiiethor sono othei^ 
action is appropriate. 
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QCNtRAL COUNSiL OP THi 

UNiTEO ITATCS OiMRTMCNT OF COMMCDCt 

Wl•^09i•A. DC 20630 



February 12 i 19B0 



MEMORXSOUM FORi 



FROM: 



Robert B. Xllert « \fi 
ABsittint General Counae 
Science and Technology 



Homer Moyerf Jr« 
General Cov&nael 




SUBJECTS 



Sale of NTX5 Reports to USSR 



Thii is in response to your request for a legal opinion whether 
in the light of President Carter's restrictions on export 
licenees for high technology to the USSR <Tab A) , NTIS as a 
matter of policy can be directed to suspend its sales to USSR 
organisations here and abroad. 

Background 

NTIS currently sella approximately 170^000 ptfx year of technical 
reports to various Soviet organizations including the Library 
of USSR Embasay in Washington, the USSR Hission to the UN in 
New York* and the import department of a Moscow publisher. 
International Books, in addition to the information normally 
purchased by these Soviet institutions, KTXS has recently 
received a new |28»OO0 subscription Order for technical reports 
in microfiohe form (SR2M) from the International Center for 
Scientific and Technical Information in Moscow. This order 
is for all new reports in the following subject categories! 
Electrotechnologyi CvonputerSf Control a Information Theory i 
Detection k Countermeaaures; Military Sciencesi Missle Technology! 
Navigation, Guidance k Controls Global Navigation Systems i 
Optics s Lasers I Marine Engineering} Composite Materials r Fire 
Control ( Bombing Systems} Jet a Gas Turbine Enginesi Solid 
Propellent ROcket Motoisi and others. At present these docu- 
ments would be exported from the U.S. under a general export 
license and would not requilre special review by the Office of 
Export Administration. 
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N TZS Authority 

The pertinent proviiiona of Title 15, U.S. Code are ai follows i 

$1152. The Secretary of Commerce (hereinafter referred 
to aa the "Secretary") is directed to establlih and 
maintain within the Department of Convnerce a clearing^ 
house for the collection and dieaemination of icientific. 
technical r and engineering information, and to thla 
end to take auoh itepa as he may deem neceisary and 
deairable 

(b) To make auch information available to 
industry and busineeii to State and local 9overnmcnta, 
to other agenciee of the Federal Qovernment, and to 
the general public. (Underscoring supplied.) 

ass 

S1153. The Secretary is authorised to make, amend, 
and rescind such orders, rules, and regulations as 
he may deem necessary to Carry out the provisions 
of this chapter. . . . 



Discussion 

The National Technical Information Service (NTIS) conducts 
its activities, inter ali a, under authority of the Secretary 
pursuant to 15 U.S.C. 1151 et seg. , including the provisions 
quoted above. Other than being directed to establish and 
maintain an organization to collect and disseminate scientific, 
technical, and engineering information, the Secretary, in 
carrying out 15 U.S.C. 1151 et sea ., is "to take such steps as 
he may deem necessary and desirable" to make information avail- 
able to named sectors of the domestic economy and to the general 
public. 15 U.S.C. 1152. Under the quoted language of 15 U.S.C. 
1152 the Secretary is authorised to suspend all NTZS sales 
to the USSR, it entities, or agents on the basis that such 
sales are no longer desirable as thay would be contrary to the 
spirit of President Carter's memoranda attached as Tab A. 

The Secretary has delegated to the Assistant Secretary for 
Science and Technology the functions of exercising "policy 
direction and general supervision over the. . .National Technical 
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Information Strvict. , • . ** DOO 10-1 o£ April 9, 1976, K^Ol. 
Th* ttrm "policy dirtction" clearly includes the Secretary's 
authority, under 15 U.8.C. 1152, to determine whether it la 
"neceaaary and deairable" to provide information gathered under 
IS U.8.C. 115X et aeq. to the VSSK, it entities or agenta. 
Accordingly » the Aasistant Secretary ia authorised under DOO 
10*1 to determine that it is no longer dMirable to aell KTX5 
(publications to the USSR, its entities and agenta, for the 
reaaons atated above, and to order the Director, NTXSf under 
1$ U.S.C. 1153f to suspend auch aales. Aa auch a determination 
in thia case may have foreign policy inplicationa, it ia 
recomnended that, before ita implementation, it be informally 
coordinated with. the Department of State. 

COncluaion 

It is th()reiore concluded that the Aaaistant Secretary haa 
authority to determine, in the light of directivea of J^reaident 
Carter <Tab A), and other relevant foreign policy conaiderations, 
that it ia no longer desirable to aell MTIS publications to 
the USSR, ite entities and agenta, and to issue an appropriate 
instruction to the Director, NTIS. Attached at Tab B ia a 
draft memorandum for that purpose* 



Attachments 
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